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Abstract

Codeson Graphs for Distributed Storagein WirelessNetworks

by

GeorgiosAlexandrosDimakis

Master of Sciencein Engineering- Electrical Engineeringand Computer Sciences

University of California, Berkeley

ProfessorKannan Ramchandran, Chair

This thesisdealswith constructing erasurecodesfor storageover ad-hoc wirelessnetworks when

the data sourcesare distributed. We intro ducea novel data dispersionschemewhich can guarantee

ubiquitous accessto the distributed data with minimal communication requirements. Our solution

is basedon a new classof erasurecodescalled decentralized erasure codes. Thesecodeshave the key

property that they can be created in a completely distributed way by having all the data sources

acting randomly and independently .

We also address the closely related problem of sampling from a random node in an ad-hoc

wirelessnetwork using only local information. We give a short intro duction on random walks on

graphs and demonstrate that realistic network topologies induce Markov chains which mix very

slowly to be useful as sampling mechanisms. We further propose a simple algorithm that uses

geographic information to approximately sample from random nodes with the minimum possible

communication.

Finally, we investigatewhat can be archived when onewants to recover only a constant fraction

of the original data. We show how to construct fountain codesin a distributed way over a network
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so that one can recover any desirable fraction with only linear time communication and decoding

complexity.

ProfessorKannan Ramchandran
Thesis Committee Chair
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Chapter 1

In tro duction

1.1 In tro duction

Recent advancesin the design of small, energy-e±cient hardware and compact operating sys-

tems have enabled the development of large-scaledistributed sensingnetworks made up of many

tiny sensingdevicesequipped with memory, processors,and short-range wirelesscommunication

capabilities. As a result, the emerging ¯eld of wirelesssensornetworks has becomea very active

area of both academicresearch and industrial development. These deviceshave the potential of

providing an unprecedented amount of detailed information of physical systemsthat were hard or

costly to observe at this detail in the past. However, this information is distributed acrossthe

entire network which is created in a completely ad-hoc fashion and can have arbitrary and time-

varying connectivity due to unreliabilit y of the sensormotesand variations in the environment and

the wirelesschannels. Communication betweennodesrequires the expenditure of energy, a scarce

commodit y in most applications of interest. Thus, making e®ective useof sensornetwork data will

require scalable, self-organizing, and energy-e±cient data dissemination algorithms. It is there-

fore useful to move away from the Internets point-to-p oint communication abstraction and instead

design and analyze algorithms and communication schemessuitable for wirelessad-hoc networks

which are completely distributed and have limited and localized communication capabilities.

The popular approach to retrieving data in distributed, ad-hoc networks is for the data collector
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to query the data from the nodesof interest. The desireddata is then routed from the sourcenodes

to the data collector. This may be categorizedasa \pull-based" strategy. The query hasto discover

routes to the nodesthat contain the data, retrieve it, and route back the results. In certain scenarios

of interest, such a pull-based approach at query time may have limitations. Primarily , there can

potentially bea large latency in getting the desireddata out of a multitude of sourcenodesscattered

randomly acrossan ad-hoc network due to the multi-hop routing phase following the query. In

addition, someinformation might be important and replication or redundancy must be intro duced

so that it can be recovered even under when nodes fail or the network becomespartitioned. In

general, there is a tradeo®betweenthe work performed at the time the data is generatedrelative

to the work performed at query time. Processingdone at query time can intro duce latency and

unreliabilit y that may not be acceptablefor certain applications.

This work is accordingly motivated at trying to reducelatency and unreliabilit y betweenquery

time and the time that the desired data is made available to the data collector. Motiv ated by

\smart dust" sensornetworks [20], we considera large scalenetwork with individual nodesseverely

constrained by communication, computation, and memory. When one envisions large numbers of

cheap, unreliable sensors,it is very reasonableto intro duce redundancy to ensurethat the whole

network is acting asa robust distributed database. At oneextreme onecould replicate all the data

in all the nodesbut the communication and memory costsmake that approach unscalable.

Erasure codesgeneralizedata replication and provide a general tool for optimally intro ducing

redundancy. For example, assumethat we have a reliabilit y requirement of being able to recover

the data if we loseup to a maximum number of packets. Speci¯cally, assumethat we initially have

k packets, containing the original data. From these,we want to createand store n ¸ k packets with

the property that if we loseany e out of thesen packets we can still recover the original data. It

is clear that we needto add redundancy, but what is the fundamental limit to the redundancy we

must add? Supposethat each of the original packets has sizes1 and the encoded packets have size

s2 bits. After losing e packets, we will be receiving s2(n ¡ e) bits. Notice that there are 2k£ s1 bit

strings of length k£ s1 but only 2s2 (n¡ e) bit strings of length s2(n¡ e). Thereforeif s2(n¡ e) < k£ s1,

by the pigeonholeprinciple, two di®erent initial data sets will map to the sameencoded packets,

and decoding will not be unique. Therefore, any schemethat intr oduces redundancy and produces
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n packets, each of sizes2, will be able to recover from at most

e · n ¡
s1

s2
k (1.1)

packet erasures.Good (capacity achieving) erasurecodes(for example, Reed-Solomoncodes [45])

match this bound with equality. When the original and encoded packet sizesare the same(s1 = s2),

a good erasurecode takes k packets and producesn encoded packets (of the samesize) with the

property that any k encoded packets su±ce to recover the original data.

1.2 The Distributed Net work ed Storage problem

The most common erasurecodes are Reed-Solomoncodes which are very widely deployed in

many applications like computer network distributed storagesystems[34], and redundant disk ar-

rays [6]. The useof Random linear codesfor storagewith connectionsto security and load balancing

hasbeenaddressedin [44]. Also, Low-Density Parit y-Check (LDPC) codesand more recently foun-

tain codes[37] wereproposedasalternativ eswith randomizedconstruction and faster encoding and

decoding times. See[42] for a practical investigation on using thesecodes for distributed storage,

and [49] for the advantagesof using erasurecodesover replication for storage.

The classicaldistributed storageproblem consistsof using multiple (distributed) storagenodes

(e.g. hard disks) for storing data which is initially located at somecentral location (seeFigure 1.1).

For these problems, any good erasurecode can be used, and each storage node can store one or

multiple erasureencoded packets.

In this work we addressthe problem of distributed networked storage which ariseswhen both

the data sourcesand the storagenodesare distributed (seeFigure 1.2). Independently of our work,

the distributed networked storageproblem was intro duced in [1] and a solution inspired by linear

network coding was presented. We give a detailed comparison with that paper in a subsequent

chapter.

We make the following assumptions:

² We assumethat there are k data-generating nodes and without loss of generality we will

3



Figure 1.1. The classicaldistributed storage setup. Data which is initially centralized is encoded
and stored in distributed storagenodes.

assumethat each data node generatesonedata packet containing the information of interest.

For sensor network applications the data generating nodes might be sensorsmeasuring a

physical quantit y of interest (e.g. temperature). and accumulating measurements over some

time interval.

² In our initial problem setting, we will assumethat the data packets are independent. In

many interesting sensingscenariosthe data will be correlated, and we show how our scheme

can perform distributed source coding [52] to compresscorrelated data. Essentially , after

distributed compression,the large correlated data packets can be replacedby smaller packets

that are independent and have the theoretically smallest possiblesize 1.

² Further, assumewe have n > k storage nodesthat will be usedas storageand relay devices.

Sensornodes have limited memory, and we model that by assumingthat each node (of any

kind) can store, (wlog) only one data packet (or a combination having the samenumber of

bits as a data packet). This is a key requirement to the scalability of the network. A data

packet contains measurements over a time interval and can have signi¯cant size.

² The ratio k=n < 1 is assumed¯xed as k and n scale. For example we can assumethat

some¯xed ratio (for example10%) of nodesin a sensornetwork are measuringwhile the rest

1The smallest possible size of the independent packets its equal to the joint entropy of the physical sources.
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Figure 1.2. Distributed Networked Storage. Initially Distributed data stored in multiple storage
nodes.

are used for storage. To avoid confusion, one can think that of the total number of sensors

as being (n + k) or as some k out of the n sensorshaving an extra sensingdevice which

is operating completely independently from the storage device. However, as will become

apparent in subsequent sections,our framework is much more generaland the k data nodes

and n storagenodescan be any arbitrary (possibly overlapping) subsetsof nodes in a larger

network of N nodes.

² Throughout this work we will be interested in answering data collection queries that involve

gathering all k data packets to a collector. Finding e±cient algorithms for answering other

querieslike aggregateand range queriesunder the proposedencoded storageschemeremains

as future work.

² We want to store the information contained in the k data nodesin a redundant way in all the

n storage nodes. As there are k data packets of interest, and each node can store no more

than 1 data packets worth of bits, it is clear that onehas to query at least k nodesto get the

desireddata.
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² The problem is to store the data in such a way that usersmay query any k nodes and use

the results to reconstruct the original k packets (with high probabilit y). For instance, a data

collector can get this data out of somek neighboring storagenodesin its immediate vicinit y

to minimize the latency.

² We assumethat the data collector has enough memory to store k packets and enough pro-

cessingpower to run the maximum likelihood decoding algorithm, which as we will show

corresponds to solving a system of k linear equations in a ¯nite ¯eld.

² We are interested in schemesthat require no routing tables, centralized processingor global

knowledge or coordination of any sort. We assumeonly a packet routing layer that can

route packets from point to point (based for example on geographicinformation). In sensor

networks, this can be easily achieved with only local geographicknowledgewith greedy geo-

graphic routing 2. We further assumethat there are packet acknowledgements and therefore,

no packets are lost. This last assumption however can be very easily relaxed due to the

completely randomized nature of the solution.

1.3 Outline of the Thesis

This thesisdealswith the the networked distributed storageproblem and someof its variations.

In Chapter 2 we intro ducea novel data dispersionschemewhich can guarantee ubiquitous accessto

distributed data by having only O(ln n) pre-routed packets per data node. In the proposedsolution,

each node operatesautonomously without any central points of control. Our solution is basedon

a new classof erasurecodescalled decentralized erasure codes. Thesecodeshave the key property

that they can be created in a decentralized way by having all the sourcesacting independently .

This work has beenpublished in parts in [9], [11], [12].

In Chapter 3 we addressthe problem of what can be archived when one wants to recover only

a constant fraction of the original data. We show how to construct fountain codesthat can recover

2Some more sophisticated geographic routing proto col lik e GPSR [32] can be used when there are 'holes' in the
node density
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any desirablefraction with only linear time communication and decoding complexity. Theseresults

will appear in [10].

In Chapter 4 we addressthe key problem of how to sample from a random node in an ad-hoc

wirelessnetwork using only local information. We give a short intro duction on random walks and

demonstrate that realistic topologiesinduce Markov chains which mix very slowly to be useful as

sampling mechanisms. We further proposea simple algorithm that usesgeographicinformation to

approximately sample from random nodeswith minimal communication. Someparts of this work

have beensubmitted for publication in [13].
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Chapter 2

Decentralized Erasure Codes

2.1 Description of the prop osed codes

Decentralized erasurecodes are random linear codes over a ¯nite ¯eld Fq with a speci¯c ran-

domized structure on their generator matrix. Each data packet D i is seenas a vector of elements

of a ¯nite ¯eld f i . We denote the set of data nodesby V1 with jV1j = k and storagenodesby V2,

jV2j = n. We will now give a description of a randomized construction of a bipartite graph that

corresponds to the creation of a decentralized erasurecode.

Every data node i 2 V1, is assigneda random set of storage nodes N (i ). This set is created

as follows: a storagenode is selecteduniformly and independently from V2 and added in N (i ) and

this procedure is repeated d(k) times. Therefore N (i ) will be less than d(k) if the samestorage

node is selectedtwice. In fact, the sizeof the set N (i ) is exactly the number of coupons a coupon

collector would have after purchasing d(k) coupons from a set of n coupons. It is not hard to see

that when d(k) ¿ n, N (i ) will be approximately equal to d(k) with high probabilit y.

Denote by N (j ) = f i 2 V1 : j 2 N (i )g the set of data nodes that connect to a storage node.

Each storagenode will create a random linear combination of the data nodesit is connectedwith:

Sj =
X

8i :2 N (j )

f ij D i (2.1)

where the coe±cients f ij are selecteduniformly and independently from a ¯nite ¯eld Fq. Each
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storage node also stores the f ij coe±cients which requires an overhead storage of N (j )(log2(q) +

log2(k)) bits.

This construction can be summarizedinto s = mG wheres is an 1£ n vector of stored data, m

is 1 £ k data vector and G is a k £ n matrix with non-zeroentries corresponding to the adjacency

matrix of the random bipartite graph we described. The key property that allows the decentralized

construction of the code is that each data node is choosing its neighbors independentlyand uniformly

or equivalently , every row of the generator matrix is created independently and hasN (i ) = O(d(k))

nonzeroelements. This row independence,which we call \decentralized property", wasproposedin

our previouswork [11], [12]and in [1] leadsto statelessrobust randomizedalgorithms for distributed

networked storage. This simply meansthat each data node (which corresponds to one row in the

generator matrix) can act independently without any form of coordination or global knowledge.

We compareour results with random linear coding for distributed networked storageproposed

in [1] in Section 4.

A data collector querying k storagenodeswill gain accessto k encoded packets. To reconstruct,

the data collector must invert a k £ k submatrix G0 of G. Therefore, the key property required for

successfuldecoding is that any selectionof G0 forms a ful l rank matrix with high probabilit y.

Clearly d(k) is measuring the sparsity of G. Making d(k) as small as possible is very impor-

tant since it is directly related to overheadstorage,decoding complexity and communication cost.

However to be able to recover the original data the squaresubmatrices of G have to be full rank

and therefore G cannot be too sparse.Our main contribution is identifying how small can d(k) be

made for matrices with independent rows (decentralized property) so that their submatrices are

full rank with high probabilit y.

The following theoremsare the main results of the chapter:

Theorem 1. Let G be a random matrix with independent rows constructed as described. Then,

d(k) = cln(k) is su±cient for a random k £ k submatrix G0 of G to be nonsingular with high

probability. More speci¯c ally Pr [det(G0) = 0] · k
q + o(1) for any c > 5n

k .

SeeSection 2.5 for the proof.
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Figure 2.1. Example of using linear codes for distributed storage. In this example there are k = 4
data nodes measuring information that is distributed and n = 23 storage nodes. We would like to
di®usethe data to the storagenodessothat by accessingany 4 storagenodesit is possibleto retrieve
the data. Each data node is pre-routing to 3 randomly selectedstoragenodes. Each storagenode has
memory to store only one data packet so the oneswho receive more than one packet store a linear
combination of what they have received. The data collector in the example can recover the data by
having accessto (A, B+C, A+C, D) .

Theorem 2. (Converse) If each row of G is generated independently (Decentralized property), at

least d(k) = ­(ln (k)) is necessaryto haveG0 invertible with high probability.

SeeSection 2.5 for the proof.

From the two theoremsit follows that d(k) = cln(k) is (order) optimal, therefore, decentralized

erasurecodeshave minimal data node degreeand logarithmically many nonzeroelements in every

row.

Decentralized erasurecodes can be decoded using Maximum likelihood decoding which corre-

spondsto solving a linear systemof k equationsin GF (q). This hasa decoding complexity of O(k3).

Note however that onecan usethe sparsity of the linear equationsand have faster decoding. Using
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the Wiedemannalgorithm [50] onecan decode in O(k2 log(k)) time on averagewith negligible extra

memory requirements.

2.2 Randomized Net work Algorithm

There is a very simple, robust randomized algorithm to construct a decentralized erasurecode

in a network. Each data node picks one out of the n storagenodesrandomly, pre-routes its packet

and repeats d(k) = cln(k) times. Each storage node multiplies (over the ¯nite ¯eld) whatever

it happens to receive with coe±cients selecteduniformly and independently in Fq and stores the

result and the coe±cients. A schematic representation of this is given in Figure 2.2.

Figure 2.2. Decentralized erasurecodesconstruction. There are d(k) = cln(k) edgesstarting from
each data node and landing independently and uniformly on the storagenodes

2.2.1 Storage Overhead

In addition to storing the linear combination of the received data packets, each storage node

must also store the randomly selectedcoe±cients f i . The number of coe±cients N (j ) can be

determined by observing that N (j ) is bounded by the number of balls that land into a bin when

throwing ck ln(k) balls into n bins. Thereforeusing [47], the maximum load (the maximum number
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of coe±cients a storagenode will have to store) is O(log(k)) with probabilit y at least 1¡ o(1). The

total number of overhead bits to store the coe±cients and data packet IDs is O(log(k)(log(q) +

log(k))) which can be easily made negligible by picking larger data packet sizes. Notice that if we

denote by u = log2(q) the number of bits required to store each f i , one can reducethe probabilit y

of error exponentially in the overheadbits.

2.3 Related work

2.3.1 Sensor Net works

The standard approach in query processingis to °ood queries to all nodes, and construct a

spanning tree by having each node maintain a routing table of their parents. This is the approach

currently usedin both TinyDB and Cougar [38]. Flooding can be pruned by constructing an analog

to indexesin the network. An e±cient indexing schemeis the GeographicHashTable (GHT), which

maps IDs and nodes to a metric space[51]. These approaches yield di®erent tradeo®sbetween

reliabilit y over network changes,latency and communication cost. Decentralized erasurecodescan

be used to add storage redundancy in any existing query processingscheme when reliabilit y is

required.

There has been signi¯cant work on multiresolution distributed storage for sensor networks.

Ganesanet al. [22], [23] proposethe DIMENSIONS system which useswavelets to e±ciently sum-

marize sensordata in a natural hierarchical structure. Gao et al. [26] exploit the principle of frac-

tionally cascadedinformation to provide e±cient algorithms and theoretical bounds for answering

range queries.

Our work can be combined with multiresolution storage mechanisms as an interesting way of

storing information in sensornetworks. Explicit investigationson jointly optimizing summarization

and decentralized erasurecode construction remain as part of our ongoing work.

The family of adaptiveprotocolscalledSensorProtocolsfor Information via Negotiation (SPIN)

[33] disseminatesall the information to every node in the network. This enablesa user to query any

node and get the required information immediately by only communicating with one node. This is
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similar in spirit of the current work but relies on the assumption that each sensornode has enough

memory to store all the data in the network, clearly not a scalablesolution.

2.3.2 Erasure Codes

The problem of reconstructing the k packets from any k out of n storagenodesis essentially an

erasurechannel coding problem. If we assumethe existenceof a centralized super-node that can

gather all the data, we could use any (n; k) erasurecode. More speci¯cally, the centralized node

would gather the k data packets, usean erasurecode to generaten encoded packets and assignand

sendoneencoded packet to each storagenode. If we usea good erasurecode we will be guaranteed

to reconstruct the original packets by asking any k encoded storage nodes. In fact, any erasure

code could be used even without gathering the data in one location if there was a mechanism to

create the code and coordinate the data nodes. Essentially each data node corresponds to one row

in the generatormatrix of the code. If that row is given to the data node (or generatedusing shared

information), any erasurecode can be created by routing each data packet to the correct storage

nodes. The most commonerasurecodesare Reed-Solomonwhich are very widely employed in many

applications like computer network distributed storagesystems[34], and redundant disk arrays [6].

The use of random linear codes for storage with connections to security and load balancing has

been addressedin [44]. Also, LDPC codes and more recently fountain codes [37] were proposed

as alternativ es with randomized construction and faster encoding and decoding times. See[42]

for a practical investigation on using these codes for distributed storage. The key advantage of

decentralized erasurecodes is that there is no need for coordination among the data nodes. We

show how data nodes acting randomly and independently , can create good erasure codes with

sparsestructure. We have completely characterized how sparsethe generator matrices of these

codescan be, and present a simple randomizedconstruction algorithm that requiresno centralized

coordination. We believe that this property of decentralized erasurecodes makes them ideal for

scenarioswhere data is distributed and global coordination is di±cult. As a side comment, note

that the generator matrix of the decentralized erasure codes is never constructed explicitly and

doesnot even exist in one place in the network.
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2.3.3 Comparison with Random Linear Coding

In [1] the authors propose the use of random linear coding inspired by network coding for

distributed networked storage with one centralized server and multiple storage locations. They

comparetraditional erasurecodes,uncodedstorageand random linear coding motivated by network

coding and demonstrate that there are signi¯cant gains in using random linear coding. In random

linear coding, every element in the generator matrix of the code is selected independently and

uniformly from a ¯nite ¯eld Fq. This corresponds to matrices that are densesince they have a

constant fraction of nonzeroelements.

The main di®erencebetweenour work and that of [1] is that we addressthe problem of having

multiple distributed sourcesand no centralized server. Further, we identify how sparsecan the

generator matrices of decentralized codes can be and give a simple randomized construction for

constructing them in a network. Sparsity leadsto smaller overheadstorageand more importantly ,

reducedcommunication and decoding complexity.

Speci¯cally, random linear coding require an overhead storage spaceof O(k log(q)) bits while

decentralized erasurecodesonly O(log(k)(log(q)) + log(k))). The overheadstoragecostsare usually

small if one codes over large data packets so the communication and complexity gains are more

important. If one were to use random linear coding for the multiple source networked storage

problem, each data node would have to send its data to O(n) storage nodes and the total cost

would be the sameas°ooding all the information everywhere. However using decentralized erasure

codeseach data node has to communicate with only O(log(k)) storagenodes.

As far as decoding complexity is concerned,random linear coding requires O(k3) operations

to invert a dense matrix, while decentralized erasure codes can be decoded in O(k2 log(k)) by

exploiting sparsity [50].

2.3.4 Connections to Net work Coding

Decentralized erasurecodescan be seenas random linear network codes[29]{[31] on the (ran-

dom) bipartite graph connecting the data and the storage nodes where each edgecorresponds to
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onepre-routed packet. Network coding is an exciting new paradigm for communication in networks

where data packets are treated as entities which can be algebraically combined rather than sim-

ply routed and stored. This fundamental idea has been initially used for maximizing multicasting

throughput [2], [21] but many other advantageshave beenfound in the recent literature [40].

An equivalent way of thinking of the distributed networked storageproblem is that of a random

bipartite graph connecting the k data nodes with the n storage nodes and then adding a data

collector for every possiblesubsetof sizek of the n storagenodes. Then the problem of multicasting

the k data packets to all the data collectors is equivalent to making sure that every collection of k

storagenodescan reconstruct the original packets. It has beenshown that random linear network

codes [31], [36] are su±cient for multicasting problems as long as the the underlying network can

support the required throughput. The key di®erenceis that in our problem, the communication

graph is also random. Note that this graph does not correspond to any physical communication

links but to virtual selectionsthat are made by the randomized algorithm. Therefore this graph is

not given, but can be explicitly designedto minimize communication cost. Essentially we are trying

to make this random bipartite graph as sparseas possiblewhile keepingthe °ow high enoughand

also enforcing each data node to act independently , without coordination. The theoretical analysis

we give in section 5 is basedon this idea.

2.3.5 Digital Fountain Codes

One key property of fountain codes [37], [46], is that they create every encoded packet inde-

pendently and therefore have no predetermined rate (ratelessproperty). Speci¯cally, for LT codes,

every column of the generatormatrix is independent of the others (with logarithmic averagedegree

which makes it very similar to our generator matrix even though the analysis is very di®erent).

Raptor codesmanageto reducethe degreesfrom logarithmic to constant by using an appropriate

pre-code. This idea cannot be used for our problem however, since the pre-code would require

centralized processing.

In this context, onecan think of the decentralized property asbeing the transposeof the rateless

property of LT codes. This is becausein our caseit is the rows of the the generatormatrix that are
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independent and this corresponds to having each data source acting independently . Our analysis is

fundamentally di®erent from the one used for fountain codesbecauseindependent columns corre-

spond to encoded symbols being created independently . This provides fountain codesthe °exibilit y

neededto carefully design the degreedistribution of the encoded symbols and make sure that be-

lief propagation algorithms succeed.On the other hand, when the sourcesact independently , this

enforcesa degreedistribution on the encoded symbols which cannot be controlled.

The decentralized property corresponds to stateless robust randomized algorithms for dis-

tributed networked storage. For the sensornetwork applications, one implicit assumption is that

it is easierfor a data node to send its data to d(k) randomly selectedstoragenodes than it is for

a storagenode to ¯nd and request packets from d0(k) data nodes. This is true for many practical

sensornetwork scenarios(lik e the perimetric storagescenariopresented in the next section) since

there will be fewer data nodeswhich might also be duty cycled or failing.

Another advantage is that a few sourcescan fail (or even be added) without a®ecting the

performanceof the code. Therefore, the proposedschemeis robust to both data and storagenode

failures. Schematically, each sourceis independently \spraying" the storagenodeswith information

and if a collector acquires enough encoded packets, its possible to retrieve all the (functional)

sources.

2.4 Sensor Net work Scenarios

In this sectionweshow how decentralized erasurecodescanbeapplied to varioussensornetwork

scenariosand analyze their performance. It is very important to realize that one can pick the k

data nodesand the n storagenodes to be any arbitrary subsetsof nodes of a larger network. The

exact choicesdepend on the speci¯c sensingapplication. The only requirement that we imposeis

that n=k should remain ¯xed as the network scales.

In general,it is easyto determine the total communication cost involved in creating a decentral-

ized erasurecode. Each data node pre-routesto 5n
k ln k storagenodes,therefore the total number of

packets sent will be 5n ln k. To determine the communication cost in terms of radio transmissions
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we needto imposea speci¯c network model for routing. For example,if the diameter of the network

is D(n) then the total communication cost to build a decentralized erasurecode will be at most

O(D(n)n ln k). To becomemore speci¯c we needto imposeadditional assumptionsthat depend on

the speci¯c application. If D (n) = O(
p

n) for example in a grid network, the total communication

cost would be bounded by O(n1:5 ln k) to make the data available in k = O(n) storagenodes.

Since each data node is essentially multicasting its packet to O(ln k) storage nodes, multicast

treescan be usedto minimize the communication cost. Theseissuesdepend on the speci¯c network

model and geometry and and we do not addressthem in this work.

2.4.1 Perimetric Storage

To perform someexperimental evaluation and also to illustrate how the decentralized erasure

codes can be used as a building block for more complex applications we consider the following

scenario. Supposewe have N total nodes placed on a grid in the unit square(densescaling) and

we are interested in storing information only in the 4
p

N nodes on the perimeter of the square

(see ¯gure 2.3). This is an interesting extension since in some casesthe sensornetwork will be

monitoring an environment and potential usersinterested in the data will have easieraccessto the

perimeter of this environment. Therefore we will have n = 4
p

N storagenodesand k = ½
p

N data

nodes for someconstant ½< 4. The k data nodescan be placed in the grid randomly or by using

someoptimized sensorplacement strategy [24]. Notice that we only have O(
p

N ) nodesmeasuring

or storing. The rest are used as relays and perhaps it is more interesting to assumethat the k

data nodes are duty-cycled to elongate the lifetime of the network. Note that in a densenetwork

scenario
p

N can becomesu±ciently large to monitor the environment of interest. Again, we want

to query any k nodes from the perimeter and be able to reconstruct the original k data packets

w.h.p. The problem now is that the diameter of the network (assuminggreedygeographicrouting)

is O(
p

N ) = O(n) as opposedto
p

n.

We assumethat the transmissionradius is scaling like O( 1p
N

) and measurecommunication cost

asthe total number of 1-hop radio transmissions(each transfers onepacket for onehop) required to

build the decentralized erasurecode. It can be easily seenthat the total communication cost is at
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Figure 2.3. Perimetric storage: The n = 4
p

N nodes on the perimeter are used as storage, and
k = O(

p
N ) nodes inside the grid are the data nodes.

most O(N ln N ) which yields a logarithmic bound O(ln N ) on the transmissionsper node. Figure

2.4 illustrates someexperiments on the performanceunder the perimetric storagescenario. Notice

that the communication cost per node is indeed growing very slowly in N .

2.4.2 Correlated Data

For sensornetwork applications, the senseddata could be highly correlated and this correlation

can be exploited to improve the performance [52]. Distributed SourceCoding Using Syndromes

(DISCUS) [43] is a practical meansof achieving this. The data nodes form the syndromesof the

data packets they observe under suitable linear codes. These syndromesare treated as the data

which the nodespre-route to form the decentralized erasurecodewords at the storagenodes. The

data collector reconstructs the syndromesby gathering the packets from k storage nodes. Using

DISCUS decoding the collector can recover the original data from the syndromes. The correlation

statistics, which is required by DISCUS can be learnedby observingprevious data at the collection

point. The data nodesonly needto know the rates at which they will compresstheir packets. This

can be either communicated to them or learned adaptively in a distributed network protocol. The

syndromescan be considerably shorter than the original data packets if the data observed by the

di®erent nodesare signi¯cantly correlated as is usually the casein sensornetworks. Note that this
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Figure 2.4. Experiments for perimetric storage scenario. For each subgraph, we plot k=n = 10%
(so k = 0:4

p
N ) and k=n = 33% (so k = 4=3

p
N ). In both casesn = 4

p
N

a) Total communication cost to prepare the decentralized erasurecode. b) Total number of packets

pre-routed. c) Averageand standard deviation plots for the number of packets that are stored at

storagenodes. e) Total communication cost per node.

approach is separating the sourcecoding problem from the storage problem and this may not be

optimal in generalas shown in [48].

2.5 Analysis and Pro ofs

Pro of of Theorem 1

To establishthat decentralized erasurecodeswill bedecodable,weneedto show that a randomly
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selectedsquaresubmatrix G0 is full rank with high probablit y. For this proof we use rely heavily

on Theorem 3 and usetechniques similar with the onesusedby Ho et al. [29]{[31].

It su±ces to show:

det G0 6= 0: (2.2)

A key concept is that of a perfect matching: a bipartite graph will have a perfect matching (P.M.)

if there exists a subset E 0 µ E of its edgesso that no two edgesin E 0 share a common vertex

and all the vertices connect to an edgein E 0. There is a closeconnection betweendeterminants of

matrices and graph matchings which for the bipartite caseis given by Edmonds' theorem [39]. By

construction, every row of G0 has a logarithmic number of non-zero coe±cients chosenuniformly

and independently from a ¯nite ¯eld Fq. Denote these coe±cients by f 1; f 2; ¢¢¢f L . Their actual

number L is random and approximately equal (and in fact, smaller than) ck ln(k). It su±ces to

show that the determinant of G0 is nonzerow.h.p. Using the Leibniz formula for the determinant:

det(G0) =
X

¼

sgn(¼)
kY

i =1

g0
i;¼(i ) (2.3)

where we are summing over all the permutations ¼ of f 1; 2; ¢¢¢kg and g0
i;j is the i; j th element of

G0. The sign of a permutation ¼denotedby sgn(¼) is +1 if the permutation is even and ¡ 1 if it is

odd. An permutation is called even if it can be produced by an even number of exchangesof two

elements (these exchangesare called transpositions) and similarly odd if it can be produced by an

odd number of transpositions.

Notice that this is a multiv ariate polynomial det(G0) = P(f 1; f 2; ¢¢¢; f L ). There are two fun-

damentally di®erent casesfor the determinant to be zero. If for each term corresponding to each

permutation there existedoneor more zeroelements then the determinant would be identically zero

(for any choice of f 1; f 2; ¢¢¢f L ). Now the key step is to notice that each permutation corresponds

to exactly onepotential matching of the bipartite graph. Therefore, the graph hasa perfect match-

ing if and only if det(G0) is not identically zero (Edmonds' Theorem [39]). Theorem 3 establishes

exactly that the random bipartite graphs we construct have perfect matchings. The other caseis

when deg(G0) is a non-zeropolynomial but the speci¯c choicesof f 1; f 2; ¢¢¢f L correspond to oneof

its roots. It is clear that this is a rare event in large ¯elds and we can bound its probabilit y using

the Schwartz-Zippel Theorem [39]. De¯ne (det(G0) 6´ 0) to be the event that a randomly selected
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k £ k squaresubmatrix G0 of G has determinant equal to the zero polynomial. By Edmonds' The-

orem, this is identical to the event that the corresponding bipartite graph doesnot have a perfect

matching. Notice that the degreeof det(G0) is exactly k when there exists a perfect matching so

we obtain a bound on the probabilit y of failure conditioned on the existenceof a perfect matching:

Pr (det(G0) = 0j det(G0) 6´ 0) · k
q : Which leadsus to

Pr (det(G0) = 0) · Pr (det(G0) ´ 0) +
k
q

(1 ¡ Pr (det(G0) ´ 0)): (2.4)

By Theorem 3, Pr (det(G0) ´ 0) = o(1) therefore

Pr (det(G0) = 0) · k=q+ o(1): (2.5)

Pro of of Theorem 2 (Con verse) It is a standard result in balls and bins analysis[39] that in

order to cover n bins w.h.p. oneneedsto throw £( n ln n) balls (SeealsocaseI I I in proof of Th. 3).

Notice that in our case,covering all the storagenodesis necessaryto have a full rank determinant

(since not covering onecorresponds to having a zero column in G). Therefore any schemethat has

data nodes acting independently and uniformly will require at least ­(ln k) connectionsper data

node.

We have therefore demonstrated that the key technical condition we need to prove is that

the random bipartite graphs we construct have a perfect matching [4] with high probabilit y. The

existenceof a perfect matching guarantees that the max °ow that can go through the network is

su±cient. Our theoretical contribution, which may be of independent interest, is in quantifying how

sparsetheserandom bipartite graphscanbeunder theseconstraints. The proof is obtained by using

an extensionof a combinatorial counting technique intro ducedby P. Erd}osand A. R¶enyi in [5], [15]

for analyzing matchings in random bipartite graphs. The extension stems from the dependencies

on the data nodeswhich destroy the symmetry assumedin [5], [15] thereby complicating matters.

We de¯ne the graph B ln k¡ lef t ¡ out as the random bipartite graph with two setsof vertices, V1,

V2, where jV1j = k, jV2j = n , n = ®k; (® > 1). Every vertex in V1 connectswith cln(k) vertices

of V2 each one chosenindependently and uniformly with replacement. If two edgeshave the same
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start and end vertices, we identify them. Then we pick a subsetV 0
2 ½ V2 where jV 0

2 j = k and form

the random bipartite graph B 0
ln k¡ lef t ¡ out = jV1j [ jV 0

2 j. Edgesthat connect to V2 n V 0
2 are deleted.

This graph corresponds to the submatrix G0 and the key property we require to establish our

result is that B 0
ln k¡ lef t ¡ out has a perfect matching w.h.p.

Theorem 3: Let B 0
ln k¡ lef t ¡ out be a bipartite graph with jV1j = jV 0

2 j = k obtained from

B ln k¡ lef t ¡ out by taking a random subsetof k storage nodes. B 0
ln k¡ lef t ¡ out has a perfect match-

ing with probability 1 ¡ o(1) as k ! 1 .

Pro of: For a set of nodes A ½ Vi of a bipartite graph B, we denote ¡( A)= f y : xy 2

E(B )for somex 2 Ag. So ¡( A) is simply the set of nodesthat connect to nodes in A.

A key theorem used in this proof is Hall's theorem. We use it in the following form (which is

easily derived from the standard theorem [4], [5]):

Lemma 1. Let B be a bipartite graph with vertex classesV1,V 0
2 and jV1j = jV 0

2 j = k. If B has no

isolated vertices and no perfect matching, then there exists a set A ½ Vi (i = 1; 2) such that:

i) j¡( A)j = jAj ¡ 1

ii) The subgraph A [ ¡( A) is connected

iii) 2 · jAj · (k + 1)=2.

The event that B hasno perfect matching canbewritten asthe union of two events. Speci¯cally,

let E0 denote the event that B has one or more isolated vertices: P(B has no P.M.) = P(E0
S

9A)

(for someset A satisfying Lemma (1)) 1 We want to bound the probabilit y that thesebad setsexist

and we will usea a union bound: P(B has no P.M.) · P(E0) + P(9A): We will treat the isolated

nodes event later. We know from Lemma (1) that the size of A can vary from 2 to (k + 1)=2, so

we obtain the union bound:

P(9A) = P(
(k+1) =2[

i =2

(9A; jAj = i )) ·
(k+1) =2X

i =2

P(9A; jAj = i ): (2.6)

We can further partition into two cases,that the set A belongsto V1 (the data nodes) or V 0
2 (the

1By (9A) we denote the event that there exists a set A ½ V1 [ V 0
2 that satis¯es the conditions of Lemma 1.

Similarly , (9A ½ V1) denotes the event that there exists a subset of V1 that satis¯es Lemma 1.

22



k storagenodesusedto decode).

P(9A) ·
(k+1) =2X

i =2

P(9A ½ V1; jAj = i ) + P(9A ½ V 0
2; jAj = i ) (2.7)

So we now bound the probabilities P(9A ½ V1; jAj = i ) and P(9A ½ V 0
2; jAj = i ) using a combina-

torial argument. Case I: A belongsin the data nodes: Supposewe ¯x i nodes A1 ½ V1 and i ¡ 1

nodes on A2 ½ V 0
2. Then the probabilit y that a set A = A1 satis¯es the conditions of lemma (1)

with ¡( A) = A2 is equal to the probabilit y that all the edgesstarting from A1 will end in A2 or

are deleted. Note however that every node in V1 picks cln(k) neighbors from the set V2 (which

is the large set of n = ®k nodes). We bound the probabilit y by allowing all edgesstarting from

A1 to land in A2 [ V2 n V 0
2. Therefore we have ci ln(k) edgesthat must land in A2 [ V2 n V 0

2 and

jA2 [ V2 n V 0
2 j = i ¡ 1 + (®¡ 1)k. Note that all the other edgescan land anywhere and that would

not a®ectj¡( A)j. Therefore, sincethere are
¡ k

i

¢
choicesfor A1 and

¡ k
i ¡ 1

¢
choicesfor A2 we have:

P(9A ½ V1) ·
(k+1) =2X

i =2

µ
k
i

¶µ
k

i ¡ 1

¶ µ
i ¡ 1 + (®¡ 1)k

®k

¶ ci ln( k)

(2.8)

We can always bound this sum by its maximum value times k (since there are fewer than k positive

quantities added up). Therefore it su±ces to show that

kP(9A ½ V1; jAj = i ) = o(1); 8i 2 [2; (k + 1)=2] (2.9)

as k ! 1 .

From Stirling's approximation we obtain the bound [5]
¡ k

i

¢
· ( ek

i ) i and also it is easy to see

that ( ek
i ¡ 1) i ¡ 1 · ( ek

i ) i when i · k.

If we denote » =
³

i ¡ 1+( ®¡ 1)k
®k

´
< 1 and usethesetwo bounds we obtain :

P(9A ½ V1; jAj = i ) · exp
³

ln(k)(2i + ic ln(»)) + 2i (1 ¡ ln(i ))
´

(2.10)

If we multiply by k we get from (2.9) that it su±ces to show

exp
³

ln(k)(2i + ic ln(») + 1) + 2i (1 ¡ ln(i ))
´

= o(1) (2.11)

for all i 2 [2; (k + 1)=2], as k ! 1 . Therefore, for this exponential to vanish it is su±cient to have

the coe±cient of ln k be negative:

2i + ic ln(») + 1 < 0; (2.12)
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which givesus a bound for c:

c >
¡ (1 + 2i )

i ln(»)
(2.13)

Notice that » < 1 and therefore it is possibleto satisfy this inequality for positive c. This bound

should be true for every i 2 [2; (k + 1)=2].

So using
1 + 2i

i
=

1
i

+ 2 ·
5
2

(2.14)

and

» =
i ¡ 1 + (®¡ 1)k

®k
·

(k + 1)=2 + (®¡ 1)k
®k

¼
®¡ 1=2

®
(2.15)

¡ 1
ln(»)

·
¡ 1

ln( ®¡ 1=2
® )

(2.16)

Therefore, a su±cient condition for P(9A ½ V1) to vanish is

c >
¡ 5

2ln( ®¡ 1=2
® )

' 5®: (2.17)

Case II: A belongs in the storage nodes: With the sametechnique, we obtain a bound if the

set A is on the data nodes. This time we pick A ½ V 0
2 with jAj = i and we want j¡( A)j = i ¡ 1. So

we require that all edgesthat connect to A end in a speci¯c set A2 2 V1. The extra requirement

that A [ ¡( A) should be connected,further reducesthe probabilit y and is bounded away. To have

j¡( A)j = A2, it must be the casethat all the edgesthat start from V1 n A2 land outside A. There

are c(k ¡ (i ¡ 1)) ln(k) such edgesand each onelands outside A with probabilit y ®k¡ i
®k . We therefore

obtain the bound:

P(9A ½ V2; jAj = i ) ·
µ

k
i ¡ 1

¶µ
k
i

¶µ
®k ¡ i

®k

¶ c(k¡ (i ¡ 1)) ln(k)

(2.18)

We bound the binomials again to obtain:

P(9A ½ V2; jAj = i ) ·
µ

ek
i

¶ 2i µ
®k ¡ i

®k

¶ c(k¡ (i ¡ 1)) ln( k)

(2.19)

Denote »0 = ®k¡ i
®k = 1 ¡ i

®k and write everything in exponential form :

P(9A ½ V2; jAj = i ) · exp
³

ln(k)
£
2i + c(k ¡ i + 1) ln(»0)

¤
+ 2i (1 ¡ ln(i ))

´
(2.20)
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and similarly it su±ces to show that

exp
³

ln(k)
£
2i + 1 + c(k ¡ i + 1) ln(»0)

¤
+ 2i (1 ¡ ln(i ))

´
= o(1); 8i 2 [2; (k + 1)=2]; as k ! 1

(2.21)

Notice that we have added a plus one to bound the summation. The su±cient condition for c is

given by 2i + 1 + c(k ¡ i + 1) ln(»0) < 0 which yields:

c >
¡ 1

ln(»0)
2i + 1

k ¡ i + 1
: (2.22)

now we usethe fact that ln(1 ¡ t) · ¡ t for t 2 (0; 1) which givesus

¡ 1
ln(1 ¡ i

®k )
· ®

k
i

(2.23)

Which yields the condition for c :

c > ®
k
i

2i + 1
k ¡ i

= 2®
k

k ¡ i
+ ®

k
i (k ¡ i )

(2.24)

Now notice that this is a convex function of i so the maximum is obtained at i = 2 or i = k+1
2 .

By substituting i = 2 and i = k+1
2 we ¯nd that these inequalities are always dominated by

(2.17). So ¯nally we require that c > 5®.

Case III: There exist no isolated nodes: We will say that a data or storage node is isolated when

it connectsto no storageor data node respectively. Bounding the probabilit y of this event P(E0)

is easierto deal with. Notice that data nodescannot be isolated by construction. The ®k storage

nodesreceive totally kcln(k) independent connectionsand weneedto show that they areall covered

by at least one data node w.h.p. Using a standard bound we obtain the following result ( [39]):

Let C denote the number of connectionsrequired to cover all ®k data nodes. then

P[C > ¯ ®k ln(®k)] · (®k)¡ (¯ ¡ 1) (2.25)

Which shows that any ¯ > 1 (we require ¯ > 5) will su±ce to cover all the data nodeswith high

probabilit y.

Therefore from combining all the required bounds for c we ¯nd that c > 5® = 5n
k is su±cient

for the bipartite graph to have a perfect matching with high probabilit y.
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Chapter 3

Digital Fountain codes to recover

almost all your data

We demonstrated how to use decentralized erasure codes to solve the distributed networked

storage problem when the requirement was to recover all k data packets. The requirement was

that each data node is pre-routing its data packet to £(log n) randomly selectedstoragenodes. We

further establishedthat this logarithmic degreeis optimal if each data node is acting independently .

This however leavesopen the question of what can be possibly achieved with a constant pre-routing

degree if somemore complicated network protocol (that enforcessomecoordination) is used.

In this chapter we show that any pre-routing algorithm (even fully centralized) with constant

degreeswill fail to recover all k data packets with at least a constant probabilit y (section 3.1).

Therefore, since recovering everything is impossible,we relax the problem and investigate how to

recover a linear fraction of the k data packets. Weshow hasthis problem canbesolvedwith constant

pre-routing using a speci¯c choiceof fountain codes(section 3.2). Finally, for sensornetworks with

a grid topology, we present a distributed, randomized algorithm to construct thesecodesover the

network. A key step in the analysis of our algorithm is a novel result on the time until a random

walk on a grid is absorbed, when there are randomly scattered traps (section 3.3).
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3.1 Lower bound on the error probabilit y for constan t degrees

Any deterministic or randomized dissemination algorithm that constructs a linear code 1, can

be described in terms of its generator matrix G. Assumethat one data packet is pre-routed to a

constant number of storagenodes. This meansthat there exists a row in the generator matrix of

the code that hasonly a constant number of nonzeroelements. The probabilit y that the networked

storage code fails is the probability that k randomly selected storage nodes do not contain enough

information to recover all k data packets. We present the following lemma:

Lemma 1. For an (n; k) linear code where n = ®k, if there exists a row in the generator matrix

that has only c constant nonzero elements, the probability of failure (i.e. the probability that a

random k £ k square submatrix is not ful l rank) is always larger than ( ®¡ 1
® )c.

Proof. There are
¡ ®k

k

¢
ways of selecting k storage nodes (i.e. columns of G). Since there exists a

row r with only c nonzero elements, there exist ®n ¡ c columns which have a zero in that row.

Therefore there are
¡ ®k¡ c

k

¢
ways of selecting k storage nodes that have not received information

from the r th data node. Hencefor all theseselectionsthe decoding will always fail to recover the

r th data node and therefore:

Pf ail ¸

¡ ®k¡ c
k

¢

¡ ®k
k

¢ (3.1)

Using Stirling's approximation we obtain

Pf ail ¸ (®k)¡ ®k(®k ¡ c)®k¡ c(®k ¡ k)®k¡ k (®k ¡ k ¡ c)k¡ ®k+ c: (3.2)

Which for large k; n becomesPf ail ¸
¡ ®¡ 1

®

¢c:

3.2 Fountain Codes for appro ximate data collection

Since we have demonstrated that it is impossible to recover all the k data packets, we can

ask what can be still achieved with constant pre-routing degrees. In this section we show how

one can use a fountain code to recover any desired constant fraction of the k data packets. A
1Note that this argument can be easily extended for arbitrary nonlinear codes (linearit y is not fundamental) but

we will present it for linear codes here.
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fountain code [46] is created by a set of k input symbols and a degree distribution D. Each

encoded symbol of a fountain code is created independently as follows. First, a degreed is sampled

from the distribution D. Then d out of k input symbols are chosenuniformly and independently

(without replacement) and the resulting output symbol is the bitwise XOR of the d selectedinput

symbols. Fountain codes are decoded by running the belief propagation algorithm, and a key

technical challengeis the careful designof the degreedistribution D so that this iterativ e decoding

proceduresucceeds.The ¯rst fountain codeswere invented by Luby and called LT-Codes[37]. The

degreedistribution used is called the robust soliton distribution and has logarithmic degree. This

would correspond to logarithmic pre-routing degreefor our networked storage problem. Raptor

codes [46] manage to reduce the degreesfrom logarithmic to constant by using an appropriate

pre-code. This idea cannot be used for our problem however, since the pre-code would require

centralized processing. However we can use the LT code used inside the Raptor codes and still

recover a constant fraction of the original data. Speci¯cally, if we usethe degreedistribution with

generating function:

­ D (x) =
1

¹ + 1

³
¹x +

x2

1 ¢2
+

x3

2 ¢3
+ ¢¢¢ (3.3)

+
xD

(D ¡ 1) ¢D
+

xD +1

D

¢
: (3.4)

where D = d4(1 + ²)=²e and ¹ = ²=2 + (²=2)2 for any ² > 0. then we have the following result [46]:

Lemma 2. There exists positive c (depending on ²) such that with an error probability of at most

e¡ ck, any set of (1 + ²=2)k + 1 output symbols of the fountain code with parameters (k; ­ D ) are

su±cient to recover at least (1 ¡ ±)k input symbols via BP decoding, where ± = (²=4)(1 + ²).

Therefore this fountain code can be used for approximate networked storage if one wants to

query (1 + ²=2)k + 1 storage nodes and recover (²=4)(1 + ²)k data nodes. Each storage node can

independently sample its degreed from the given distribution ­ D , and then it needsto request d

data packets randomly and independently . Notice that sinced is always smaller than the constant

D = d4(1 + ²)=²e, the total number of pre-routed messagesper data node is constant, since we

are assuming that k=n grow proportionally . A data collector can collect any ((1 + ²=2)k + 1)

encoded packets and run the belief propagation decoder which will require a number of iterations
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proportional to the averagedegreeof ­ D . Since this average is Ed ¼ ln(1=²) [46], the decoding

complexity will be only O(log(1=²)k) which is linear in k and therefore order optimal.

3.3 Randomized Algorithm for Grids

In this sectionweaddressthe problem of how to construct the fountain codeover a grid topology

with only local randomized decisions.To simplify the presentation and notation, the total number

of nodes in our network is n. All of them have storage capabilities and somek out of the n have

an extra sensingdevicewhich is operating completely independently and producesonedata packet

of interest. We assumethat our nodes are placed on a grid (of size
p

n £
p

n) with the nearest

neighbor four-connectivity. We also assumethat each node knows its location on the grid.

We will essentially usethe algorithm proposedin the previoussection,but we needa mechanism

to send requeststo random data nodeswho can then route back their data packets. After d data

packets have beenreceived the data node can XOR them, store the result and essentially becomea

fountain code encoded symbol. To ¯nd a random data node, we proposethe following scheme. First

a randomly selectedlocation of the grid is selectedby the storage node who is going to initiate

the request. Then, a request packet is routed to that random location using greedy geographic

routing (seeChapter 4). Sinceevery node knows its location this procedurecan be performed with

only local information and will terminate after R steps,and R is always O(
p

n). If that randomly

selectednode happensto be a data node, then that node receivesthe request, routes back the data

packet using greedy geographic routing and the procedure terminates. If however the randomly

selectednode happensto be a storagenode, then the requestinitiates a (simple) random walk until

it hits a data node. We assumethat the k = qn data nodes are randomly scattered, such that

all the

0

B
@

n

qn

1

C
A ways of placing qn data nodes on the grid are equally probable. The data nodes

are acting like traps for the random walk, and what we want to show is that the walk is trapped

su±ciently fast. Speci¯cally, let a random walk start from a uniformly selectedposition (which we

assumenot to be a data node). Let W denote the (random) number of steps before the random

walk is trapped (i.e. hits a data node and terminates). Therefore, in the proposedprotocol there
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are two phases:the routing phase(geographicrouting to the uniformly preselectedposition) which

takesR = O(
p

n) stepsand the random walk phasewhich takesW steps. We want to show that

R + W ' R (3.5)

for large n. This means that the cost of the random routing dominates and the averagecost is

nearly equal to the casewhere the measuringnode knew where to send the packet.

Note that the actual probabilities that each data node receivesthe requestunder this algorithm

are random variables that depend on the realization of their locations. For example if there is a

cluster of data nodessomewhere,the nodeshaving only data node neighbors will be receiving the

requestswith lower probabilit y relative to data nodeswith many storagenode neighbors. However,

the expectedreception probabilities are uniform and large °uctuations should not typically happen.

We will only analyzethis expectedbehavior and in future work we plan to establisha concentration

result around this expectation for large networks.

To show that the random walks terminate quickly, essentially we want to show the intuitiv ely

clear fact that for a large lattice, the hitting time does not depend on the size of the lattice, but

only on the density of the traps q. There has beensigni¯cant work on problems related to random

walks on lattices with traps [16], [17], but to the best of our knowledge,there are no known results

for the scalingbehavior of the trapping time for ¯nite lattices. Therefore the following result might

be of independent interest:

Theorem 1. Let a random walk start from a uniformly selected position on a
p

n by
p

n grid.

Exactly qn of the nodesare trapsand all the

0

B
@

n

qn

1

C
A possibletrap con¯gurations are equally likely.

If W denotesthe number of stepsbefore the random walk hits a trap for the ¯rst time, then

Pr(W > log(n)) · (1 ¡ q)
1

log log(n)
+ O((1 ¡ q)

log n
log log ( n ) ): (3.6)

Pro of: We de¯ne an \inner region" R inner inside the grid which has enoughdistance from the

boundary so that a random walk that starts inside it will not be a®ectedby the boundary before

it takes log(n) steps.
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Pr(W > log(n)) =Pr( W > log(n)jW0 2 R inner )Pr( W0 2 R inner )+

Pr(W > log(n)jW0 2 R c
inner )Pr( W0 2 R c

inner )

· Pr(W > log(n)jW0 2 R inner ) + Pr(W0 2 R c
inner )

· Pr(W > log(n)jW0 2 R inner ) + 4
logn
p

n

where the last inequality follows from the fact that all nodeshave a probabilit y of 1=n of being W0

and there are lessthan 4
p

n logn nodes in R inner . Thus

Pr(W > log(n)) · Pr(W > log(n)jW0 2 R inner ) + O
µ

logn
p

n

¶
(3.7)

To bound the ¯rst term, let S` (called the rangeof the random walk) denote the number of distinct

sites visited by the random walk in ` steps. If we know S` , the probabilit y that the walk has not

endedafter ` · logn steps is

Pr(W > `jW0 2 R inner ; S` = s) =

0

B
@

n ¡ s

qn

1

C
A

0

B
@

n

qn

1

C
A

: (3.8)

For s · logn and ½def= s=n, using Stirling's approximation
0

B
@

n ¡ s

qn

1

C
A

0

B
@

n

qn

1

C
A

=
(n ¡ s)!

n!
(n ¡ qn)!

(n ¡ qn ¡ ½n)!

¼ (1 ¡ ½)n(1¡ ½) (1 ¡ q)n(1¡ q)

(1 ¡ q ¡ ½)n(1¡ q¡ ½)

¼

Ã

(1 ¡ q)
(1 ¡ ½)1=½

(1 ¡ ½=(1 ¡ q)) (1¡ q)=½

! s

¼ (1 ¡ q)s;

since½< (log n)=n ! 0 as n ! 1 . By the law of total probabilit y:

Pr(W > `jW0 2 R inner ) =
X̀

i =1

(1 ¡ q) i Pr(S` = i jW0 2 R inner ): (3.9)
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The sum goes only up to ` becauseS` can never be larger than `. Notice that random walks

that start inside R inner and take lessthan logn stepsare indistinguishable from random walks on

the in¯nite grid (since they are not a®ectedby the boundary), so if ~S` is the range of the random

walk on the in¯nite grid, we can write

Pr(W > `jW0 2 R inner ) =
X̀

i =1

(1 ¡ q) i Pr( ~S` = i ) = E(1 ¡ q)
~S` : (3.10)

The following results are known from Dvoretzky and ErdÄos [14], and Jain and Pruitt [18], [19]

for ~S` .

¹ = E[ ~S` ] = c1
`

log(`)
+ O

µ
`

(log(`)2)

¶
: (3.11)

¾2 = Var( ~S` ) · c2
`2

(log(`)2)
: (3.12)

Using Chebyschev's inequality for ~S` we get

Pr(j ~S` ¡ ¹ j ¸ t¾) ·
1
t2 : (3.13)

Pr( ~S` · ¹ ¡ t¾) · Pr(j ~S` ¡ ¹ j ¸ t¾) ·
1
t2 (3.14)

Let k(`) = ¹ ¡ t¾ = c1
`

log(`) ¡ c2t(`) `
(log(`)) 2 , where t(`) is a free parameter of the Chebyschev

bound. We choose2 t(`) =
p

log(`) so that

k(`) = c1
`

log(`)
¡

p
log(`)c2

`
log(`)2 : (3.15)

So from (3.14)

Pr( ~S` · k(`)) ·
1
t2 =

1

(
p

log(`))2
: (3.16)

Recall that the sum we want to bound is

Pr(W > `jW0 2 R inner ) =
X̀

i =1

(1 ¡ q) i Pr( ~S` = i ): (3.17)

This is the sum of the density of ~S` weighted with a decreasingfunction (1 ¡ q) i . It is therefore

clear that if we shift someprobability massof the distribution of S` to smaller valuesof i , we wil l

get a larger sum. We de¯ne a new function g(i ) by shifting all the probabilit y massof ~S` that is

smaller than k(`) to 1: g(1) = 1
log(`) . The remaining massPr( ~S` > k) is of coursesmaller than

2Or any other function that is O(log(`))
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1. So we may de¯ne g(k(`)) = 1 and let g(i ) = 0 for all other values. We therefore have the key

inequality:

Pr(W > `jW0 2 R inner ) =
X̀

i =1

(1 ¡ q) i Pr( ~S` = i ) (3.18)

·
X̀

i =1

(1 ¡ q) i g(i )

= (1 ¡ q)
1

log(`)
+ (1 ¡ q)

c1
`

log ( ` ) ¡
p

log(`)c2
`

log ( ` ) 2 :

For large `, the ¯rst term dominates. We now choosethe number of stepstaken by the random

walk as ` = logn to get

Pr(W > log(n)jW0 2 R inner ) (3.19)

· (1 ¡ q)
1

log log(n)
+ O

µ
(1 ¡ q)

log n
log log ( n )

¶
:

So from (3.7), we ¯nally obtain

Pr(W > log(n)) · (1 ¡ q)
1

log log(n)
+

O
µ

(1 ¡ q)
log n

log log ( n )

¶
+ O

Ã
(log(n))3=2

p
n

!

:

For su±ciently large n, the dominating term is

Pr(W > log(n)) · (1 ¡ q)
1

log log(n)
: (3.20)

So it is clear that when n is su±ciently large, W will be negligible relative to
p

n. So the random

routing phasewill dominate the cost.

We have therefore shown that for grids each storage node can follow this simple randomized

protocol to ¯nd random data nodesusing O(
p

n) communication. Note that this is the diameter of

the network and therefore the communication required to ¯nd a data node is very closeto optimal.
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Chapter 4

How to ¯nd a random node

A very useful primitiv e operation in ad-hoc networks is being able to ¯nd a (uniform) random

node with minimal communication cost. Numerous applications like querying averagesensorbat-

tery life, estimating the number of functional nodesand others could bene¯t from such a uniform

sampling scheme [8]. In addition, the proposeddecentralized erasurecodes rely on such a mech-

anism to route the data packets to randomly selectedstorage nodes. If only local information is

available at each node, it is not clear how to perform such a sampling without global knowledge.

A simple idea is to accomplish this by performing a random walk on the network. We show that

this is very costly for most relevant network topologies like grids and random geometric graphs.

We further proposea simple algorithm that usesgeographicinformation to approximately sample

from random nodesusing only local information and minimal communication.

4.1 Random Walks on Sensor Net works Mix Slowly

Assumeone wants to ¯nd a random node on a network by performing a random walk on the

network nodeswith properly adjusted transmission probabilities so that the invariant distribution

is the uniform. Clearly, after the ¯rst few stepsone will be closeto where the walk started and we

needan estimate on how many hops we have to perform before we know we have reached a truly

random node. The number of stepsrequired beforethe sampling distribution is reasonablycloseto
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uniform is measuredby the mixing time of this Markov chain. To simplify the presentation assume

we are dealing with a ¯nite, irreducible and reversible Markov chain1. The following is a synthesis

from [3], [28] and Berkeley CS271coursenotes.

For two probabilit y distributions µ1; µ2 de¯ned on a ¯nite spaceI , de¯ne the variation distance

to be

¢( µ1; µ2) =
1
2

X

i 2 I

jµ1(i ) ¡ µ2(i )j: (4.1)

which is simply the `1 norm with an extra 1=2 factor intro duced to keep the variation distance

between0 and 1. At time step t, assumethat the Markov chain has someprobabilit y distribution

of being at state j after t steps starting from state i : Pij (t). Since the MC is irreducible and

aperiodic, it will have a limiting invariant distribution ¼(j ) and we know that Pij (t) t !1! ¼(j ). We

are interested, assumingthe worst casestarting state i , to bound the distance of the distribution

at time t to the invariant distribution. De¯ne this distance to be

d(t) = max
i

¢( Pij (t); ¼(j )) : (4.2)

We de¯ne the mixing time (or \v ariation threshold time" [3]) to be

¿ = min
t

f t ¸ 0 : d(t) ·
1
2e

g: (4.3)

It is therefore the ¯rst time where the Markov chain distribution becomes1=2e close to the in-

variant, assumingthe worst casestarting state. The selectionof the constant 1=2e is for algebraic

convenienceand any constant smaller than 1=2 would work. A fundamental technical fact is the

submultiplicativ e property:

d(k t) · (2d(t)) k : (4.4)

which implies that oncethe mixing time has beenreached, the variation distance to the invariant

distribution decays exponentially . Therefore, to achieve any desired variation distance ², we only

need to run the chain for ¿ ln( 1
² ) steps. This is a fundamental property that justi¯es using a

constant in the de¯nition of the mixing time and is usually not stated upfront in the literature.

Therefore, if we use a random walk to sample from an ad-hoc network we need to perform

£( ¿) stepsbeforewe are ²-closeto the uniform distribution. The most simple, realistic topology to
1Note that the random walks on connected graphs are always in this class of Mark ov chains since self-loops can

be added to cancel any periodic behavior
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model a wirelessad-hoc network is a grid, where n nodesare placed on a rectangular 4-connected

squareof edgelength
p

n £
p

n. Aldous et al. [3] show that for the 2-dimensional torus, (which is

a grid with joined boundariesand can only mix faster):

¿Grid = £( n): (4.5)

Therefore, one needsto perform £( n) random walk hops (visit approximately all the nodes in the

network) to sampleone random node.

4.2 Random Geometric Graphs

A Random geometric graph G(n; r ) [41] is formed as follows: place n nodes randomly and

independently on the surface of a unit square and connect nodes which are within distance r of

each other (seeFigure 4.2 for an example). Note that to simplify the analysis, someresults rely

on the assumption that the nodes are placed on the surface of a unit torus. Random geometric

graphs have been established as standard models for wireless network topologies following the

fundamental work of Gupta and Kumar [27]. It is well known [25], [27], [41] that in order to

have good connectivity and minimize interference, the transmission radius r (n) has to scale like

£(
q

log n
n ).

In [7] the authors investigate the question of the mixing time on G(n; r ) and establish that

both the natural random walk (selecting each edgeuniformly at random) and the fastest mixing

reversible random walk (selecting the transition probabilities to minimize the mixing time) mix in:

¿RGG = £(
1

r (n)2 ) (4.6)

and for the critical radius r (n) =
q

log(n)
n we obtain

¿RGG = £(
n

logn
): (4.7)

Therefore it requires a very large number of hops to ¯nd a random node, even for random

geometric graphs. Note that this result assumestorus topology and can therefore only be slower

on the unit square.
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Figure 4.1. Illustration of a Random Geometric Graph: solid lines represent graph connectivity,
and dotted lines show the Voronoi regionsassociated with each node.

4.3 Geographic Random Routing

We will now present a simple schemethat can samplean approximately uniform random node

in O(1=r) which is equal to the diameter of the network and therefore order optimal. The key

requirement is that we assumethat all the nodes know their locations and the locations of their

one-hopneighbors. Assumethat someinitial starting node s wants to ¯nd a random node in the

network. The idea is to selecta uniform geographiclocation in the unit square(called the target)

and use greedy geographicrouting towards that target. We show that for G(n; r ) this procedure

samplesfrom a random node with an approximately uniform distribution. This idea was proposed

by the author in [11], [12] and independently in [8]. In [8] the authors proposea rejection sampling

schemethat can give sampling distributions that are closer to uniform.

More formally, the random geographicrouting schemeto ¯nd a random node is the following:

1. Node s choosesa point uniformly in the unit square. Call this the target t. Node s forms the

tuple ms = (l(s); t) where l(s) is the geographiclocation of node s.
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2. Node s sendsms to its one-hopneighbor closestto t, if any exists. If node r receivesa packet

ms, it sendsms to its one-hopneighbor closestt. Greedy geographicrouting terminates when

a node receivesthe packet and hasno one-hopneighbors with distancesmaller to the random

target that its own. Let v be the node closestto t.

3. Node v receives the request packet and forms a new packet d(v) which contains the data of

interest. This data can subsequently be routed back to s (since v knows l(s)) via greedy

geographicrouting.

With this simple algorithm, any node s can obtain accessto the data of a randomly selectednode

v. We will now show that this scheme is yields approximately uniform sampling of nodes with

minimal communication.

4.3.1 Analysis

We will ¯rst establish exact versionsof the order results we stated earlier. Note that all our

analysis is for valid for the unit square.

Lemma 3 (Net work connectivit y). Consider a graph drawn randomly from the geometric en-

sembleG(n; r ), and a partition of the unit area into squares of length ®(n) =
q

2 log n
n . Then the

following statementsall hold with high probability:

(a) Each square contains at least one node.

(b) If r (n) =
q

10log n
n , then each node wil l be able to communicate to a node in the four adjacent

squares.

(c) All the nodes in each square are connected with each other.

Proof. The proof of part (a) following easily since it requires £( n logn) balls thrown randomly

to cover n bins with high probabilit y. (See[39] and [25] for more details). Moreover, if we select

r (n) =
p

5®(n), then simplegeometriccalculationsshow that each nodewill beable to communicate

to all other nodes in its square,as well as all nodes in the four adjacent squares.
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Lemma 4 (Greedy Geographic Routing). Assumethat a target location is selected randomly

in the unit square. Then greedy geographic routing wil l route to the node closest to the target in

O(1=r(n)) = O(
q

n
log n ) steps.

Proof. By Lemma 3(a), every square of of side length ®(n) =
q

2 log n
n is occupied by at least a

node. Therefore, we can perform greedy geographic routing by ¯rst matching the row and then

the column of the squarewhich contains the target, which requiresat most 2
r (n) = O(

q
n

log n ) hops.

After reaching the squarewhere the target is contained, Lemma 3(c) guaranteesthat the subgraph

contained in the square is completely connected. Therefore, one more hop su±ces to reach the

node closestto the target.

It easily follows from the current analysis that the probabilit y that each node is sampled is

exactly equal (for unit area square) to its Voronoi area. For G(n; r ) these Voronoi areasA n are

random variableswith expectation E(An ) = 1=n and therefore we expect the selectionprobabilities

to be su±ciently closeto uniform. Unfortunately the variance of the Voronoi cell areasscalesas

( [35]):Var(An ) = 0:218=n2 and therefore there is no concentration around this expected behavior.

One way to becomecloserto uniform (at the expenseof an extra multiplicativ e factor in the number

of hops) is to userejection sampling as proposedin [8].
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