Codes on Graphs for Distributed Storage in Wireless Net works

by

GeorgiosAlexandros Dimakis

Diploma in Electrical and Computer Engineering (National Tednical University of Athens) 2003

A thesis submitted in partial satisfaction
of the requiremerts for the degreeof

Master of Science

in

Engineering - Electrical Engineering and Computer Sciences

in the

GRADUATE DIVISION

of the

UNIVERSITY OF CALIF ORNIA, BERKELEY

Committee in charge:

ProfessorKannan Ramchandran, Chair
ProfessorMartin J. Wainwright

Fall 2005



The thesis of GeorgiosAlexandros Dimakis is approved.

Chair Date

Date

University of California, Berkeley

Fall 2005



Codeson Graphsfor Distributed Storagein WirelessNetworks

Copyright ¢ 2005

by

GeorgiosAlexandros Dimakis



Abstract

Codeson Graphsfor Distributed Storagein WirelessNetworks

by

GeorgiosAlexandros Dimakis

Master of Sciencein Engineering- Electrical Engineeringand Computer Sciences

University of California, Berkeley

ProfessorKannan Ramdandran, Chair

This thesisdealswith constructing erasurecodesfor storageover ad-hoc wirelessnetworks when
the data sourcesare distributed. We intro duce a novel data dispersion schemewhich can guarantee
ubiquitous accesdo the distributed data with minimal communication requiremerts. Our solution
is basedon a new classof erasurecodescalled decentralized erasure codes Thesecodeshave the key
property that they can be created in a completely distributed way by having all the data sources

acting randomly and independertly.

We also addressthe closely related problem of sampling from a random node in an ad-hoc
wirelessnetwork using only local information. We give a short introduction on random walks on
graphs and demonstrate that realistic network topologiesinduce Markov chains which mix very
slowly to be useful as sampling medanisms. We further propose a simple algorithm that uses
geographicinformation to approximately sample from random nodeswith the minimum possible

communication.

Finally, we investigate what can be archived when onewants to recover only a constart fraction

of the original data. We showv how to construct fountain codesin a distributed way over a network



sothat one can recover any desirable fraction with only linear time communication and decaling

complexity.

ProfessorKannan Ramchandran
Thesis Committee Chair
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Chapter 1

Intro duction

1.1 Intro duction

Recent advancesin the design of small, energy-excient hardware and compact operating sys-
tems have enabled the dewvelopmen of large-scaledistributed sensingnetworks made up of many
tiny sensingdevicesequipped with memory, processors,and short-range wireless communication
capabilities. As a result, the emerging eld of wirelesssensornetworks has becomea very active
area of both academicreseard and industrial dewelopmeri. These deviceshave the potential of
providing an unprecederted amount of detailed information of physical systemsthat were hard or
costly to obsene at this detail in the past. Howewer, this information is distributed acrossthe
ertire network which is created in a completely ad-hoc fashion and can have arbitrary and time-
varying connectivity due to unreliabilit y of the sensormotesand variations in the ervironment and
the wirelesschannels. Communication betweennodesrequiresthe expenditure of energy a scarce
commadity in most applications of interest. Thus, making e®ective use of sensornetwork data will
require scalable, self-organizing, and energy-extciert data dissemination algorithms. It is there-
fore usefulto move away from the Internets point-to-p oint communication abstraction and instead
design and analyze algorithms and communication schemessuitable for wirelessad-hoc networks

which are completely distributed and have limited and localized communication capabilities.

The popular approad to retrieving data in distributed, ad-hoc networks is for the data collector



to query the data from the nodesof interest. The desireddata is then routed from the sourcenodes
to the data collector. This may be categorizedasa \pull-based" strategy. The query hasto discover
routesto the nodesthat cortain the data, retrieveit, and route badk the results. In certain scenarios
of interest, sudh a pull-based approadch at query time may have limitations. Primarily, there can
potentially be alargelatency in getting the desireddata out of a multitude of sourcenodesscattered
randomly acrossan ad-hoc network due to the multi-hop routing phasefollowing the query. In

addition, someinformation might be important and replication or redundancy must be intro duced
so that it can be recovered even under when nodes fail or the network becomespartitioned. In

general, there is a tradeo® betweenthe work performed at the time the data is generatedrelative
to the work performed at query time. Processingdone at query time can introduce latency and

unreliability that may not be acceptablefor certain applications.

This work is accordingly motivated at trying to reducelatency and unreliabilit y betweenquery
time and the time that the desired data is made available to the data collector. Motivated by
\smart dust" sensornetworks [20], we considera large scalenetwork with individual nodessewerely
constrained by communication, computation, and memory. When one ervisions large numbers of
cheap, unreliable sensors,it is very reasonableto introduce redundancy to ensurethat the whole
network is acting as a robust distributed database. At one extreme one could replicate all the data

in all the nodesbut the communication and memory costs make that approad unscalable.

Erasure codes generalizedata replication and provide a generaltool for optimally introducing
redundancy For example, assumethat we have a reliability requiremert of being able to recover
the data if we loseup to a maximum number of padcets. Speci cally, assumethat we initially have
k padets, containing the original data. From these,we want to createand storen , k packetswith
the property that if we loseany e out of thesen padkets we can still recover the original data. It
is clear that we needto add redundancy, but what is the fundamertal limit to the redundancy we
must add? Supposethat ead of the original padkets hassizes; and the encaded padkets have size
s, bits. After losing e packets, we will be receivings,(nj €) bits. Notice that there are 2KESt pit
strings of length k£ s; but only 252("i € pit strings of length s»(nj €). Thereforeif sy(nj €) < kE sy,
by the pigeonholeprinciple, two di®eren initial data setswill map to the sameencaed padets,

and decaing will not be unique. Therefore, any schemethat intr oduces redundancy and produces



n padkets, eat of sizes,, will be able to recover from at most
e- nj —k (1.1

padket erasures.Good (capacity achieving) erasurecodes (for example, Reed-Solomoncodes [45])
match this bound with equality. When the original and encaded padet sizesare the same(s; = sp),
a good erasurecode takes k padkets and producesn encaded padkets (of the samesize) with the

property that any k encaled padets suxce to recover the original data.

1.2 The Distributed Networked Storage problem

The most common erasure codes are Reed-Solomoncodes which are very widely deployed in
many applications like computer network distributed storage systems[34], and redundart disk ar-
rays [6]. The useof Random linear codesfor storagewith connectionsto security and load balancing
hasbeenaddressedn [44]. Also, Low-Density Parity-Ched (LDPC) codesand more recertly foun-
tain codes[37]were proposedasalternativ eswith randomizedconstruction and faster encading and
decdaling times. See[42] for a practical investigation on using these codes for distributed storage,

and [49] for the advantagesof using erasurecodesover replication for storage.

The classicaldistributed storage problem consistsof using multiple (distributed) storagenodes
(e.g. hard disks) for storing data which is initially located at somecertral location (seeFigure 1.1).
For these problems, any good erasure code can be used, and ead storage node can store one or

multiple erasureencaded padkets.

In this work we addressthe problem of distributed networked storage which ariseswhen both
the data sourcesand the storagenodesare distributed (seeFigure 1.2). Independertly of our work,
the distributed networked storage problem was introduced in [1] and a solution inspired by linear
network coding was preserted. We give a detailed comparison with that paper in a subsequeh

chapter.

We make the following assumptions:

2 We assumethat there are k data-generating nodes and without loss of generality we will
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Figure 1.1. The classicaldistributed storage setup. Data which is initially certralized is encaded
and stored in distributed storage nodes.
assumethat ead data node generatesone data padket containing the information of interest.
For sensornetwork applications the data generating nodes might be sensorsmeasuring a
physical quantit y of interest (e.g. temperature). and accunulating measuremeis over some

time interval.

2 In our initial problem setting, we will assumethat the data padets are independent In
many interesting sensingscenariosthe data will be correlated, and we shav how our scheme
can perform distributed source coding [52] to compresscorrelated data. Esserially, after
distributed compression,the large correlated data padcets can be replacedby smaller padkets

that are independert and have the theoretically smallest possiblesize .

2 Further, assumewe have n > k storage nodesthat will be usedas storage and relay devices.
Sensornodes have limited memory, and we model that by assumingthat ead node (of any
kind) can store, (wlog) only one data packet (or a conbination having the samenumber of
bits as a data padket). This is a key requiremert to the scalability of the network. A data

packet contains measuremets over a time interval and can have signi cant size.

2 The ratio k=n < 1 is assumed xed as k and n scale. For example we can assumethat

some xed ratio (for example 10%) of nodesin a sensornetwork are measuringwhile the rest

1The smallest possible size of the independert packets its equal to the joint entropy of the physical sources.



Figure 1.2. Distributed Networked Storage. Initially Distributed data stored in multiple storage
nodes.

are used for storage. To avoid confusion, one can think that of the total number of sensors
as being (n + k) or as somek out of the n sensorshaving an extra sensingdevice which
is operating completely independertly from the storage device. Howewver, as will become
apparert in subsequen sections,our framework is much more generaland the k data nodes
and n storagenodescan be any arbitrary (possibly overlapping) subsetsof nodesin a larger

network of N nodes.

2 Throughout this work we will be interestedin answering data collection queries that involve
gathering all k data padkets to a collector. Finding excient algorithms for answering other
guerieslik e aggregateand range queriesunder the proposedencaded storage schemeremains

as future work.

2 Wewant to store the information cortained in the k data nodesin a redundant way in all the
n storage nodes. As there are k data padkets of interest, and ead node can store ho more
than 1 data padkets worth of bits, it is clearthat onehasto query at leastk nodesto get the

desired data.



2 The problem is to store the data in such a way that usersmay query any k nodes and use
the resultsto reconstruct the original k packets (with high probability). For instance, a data
collector can get this data out of somek neighboring storage nodesin its immediate vicinity

to minimize the latency.

2 We assumethat the data collector has enough memory to store k padets and enough pro-
cessingpower to run the maximum likelihood decading algorithm, which as we will show

corresponds to solving a systemof k linear equationsin a nite eld.

2 We are interested in schemesthat require no routing tables, certralized processingor global
knowledge or coordination of any sort. We assumeonly a padet routing layer that can
route padkets from point to point (basedfor example on geographicinformation). In sensor
networks, this can be easily achieved with only local geographicknowledge with greedy geo-
graphic routing 2. We further assumethat there are pacet acknowledgemers and therefore,
no padkets are lost. This last assumption however can be very easily relaxed due to the

completely randomized nature of the solution.

1.3 Outline of the Thesis

This thesisdealswith the the networked distributed storageproblem and someof its variations.
In Chapter 2 we intro duce a novel data dispersion schemewhich can guarantee ubiquitous accesdo
distributed data by having only O(In n) pre-routed padkets per data node. In the proposedsolution,
ead node operates autonomously without any certral points of cortrol. Our solution is basedon
a new classof erasurecodes called decentralized erasure codes These codes have the key property
that they can be created in a decerralized way by having all the sourcesacting independenly.

This work has beenpublished in parts in [9], [11], [12].

In Chapter 3 we addressthe problem of what can be archived when one wants to recover only

a constart fraction of the original data. We shaov how to construct fountain codesthat canrecover

2Some more sophisticated geographic routing proto col like GPSR [32] can be used when there are 'holes' in the
node density



any desirablefraction with only linear time communication and decading complexity. Theseresults

will appear in [10].

In Chapter 4 we addressthe key problem of how to samplefrom a random node in an ad-hoc
wirelessnetwork using only local information. We give a short introduction on random walks and
demonstrate that realistic topologiesinduce Markov chains which mix very slowly to be useful as
sampling mechanisms. We further proposea simple algorithm that usesgeographicinformation to
approximately samplefrom random nodeswith minimal communication. Someparts of this work

have beensubmitted for publication in [13].



Chapter 2

Decentralized Erasure Codes

2.1 Description of the prop osed codes

Decertralized erasurecodes are random linear codesover a nite eld Fq with a speci ¢ ran-
domized structure on their generator matrix. Each data padket D; is seenas a vector of elemens
of a nite eld f; . We denote the set of data nodesby V; with jV4j = k and storage nodeshy V>,
iV2j = n. We will now give a description of a randomized construction of a bipartite graph that

correspondsto the creation of a decertralized erasurecode.

Every data node i 2 Vi, is assigneda random set of storage nodes N (i). This set is created
asfollows: a storagenode is selecteduniformly and independertly from V, and addedin N (i) and
this procedureis repeated d(k) times. Therefore N (i) will be lessthan d(k) if the samestorage
node is selectedtwice. In fact, the size of the set N (i) is exactly the number of coupons a coupon
collector would have after purchasing d(k) coupons from a set of n coupons. It is not hard to see

that when d(k) ¢ n, N (i) will be approximately equalto d(k) with high probability.

Denote by N(j) = fi 2 V3 :] 2 N(i)g the set of data nodesthat connectto a storage node.
Each storagenode will create a random linear conbination of the data nodesit is connectedwith:
X
Sj = fij D; (2.1)
8i:2N(j)

where the coexcients fj; are selecteduniformly and independerily from a nite eld Fqy. Each

8



storage node also storesthe fjj coexcients which requires an overhead storage of N (j )(log,(q) +

log,(k)) bits.

This construction can be summarizedinto s = mG wheres is an 1£ n vector of stored data, m
is 1£ k data vector and G is a k £ n matrix with non-zeroertries corresponding to the adjacency
matrix of the random bipartite graph we described. The key property that allows the decenralized
construction of the codeis that each data nodeis chaosingits neightors independently and uniformly
or equivalertly, every row of the genemtor matrix is created independently and hasN (i) = O(d(k))
nonzeroelemers. This row independence which we call \decentralized property", wasproposedin
our previouswork [11],[12]and in [1] leadsto statelessrobust randomizedalgorithms for distributed
networked storage. This simply meansthat ead data node (which correspondsto onerow in the

generator matrix) can act independertly without any form of coordination or global knowledge.

We compareour results with random linear coding for distributed networked storage proposed

in [1] in Section4.

A data collector querying k storagenodeswill gain accesgo k encaded padkets. To reconstruct,
the data collector must invert a k £ k submatrix G%of G. Therefore, the key property required for

successfuldecaling is that any selectionof G°forms a full rank matrix with high probabilit y.

Clearly d(k) is measuringthe sparsity of G. Making d(k) as small as possibleis very impor-
tant sinceit is directly related to overheadstorage,decaling complexity and communication cost.
Howewer to be able to recover the original data the square submatrices of G have to be full rank
and therefore G cannot be too sparse. Our main contribution is identifying how small can d(k) be
made for matrices with independert rows (decertralized property) so that their submatrices are

full rank with high probability.

The following theoremsare the main results of the chapter:

Theorem 1. Let G be a random matrix with independent rows constructed as descrited. Then,
d(k) = cIn(k) is suxcient for a random k £ k submatrix G° of G to be nonsingular with high

probability. More speci cally Pr[det(GY = 0] - g+ o(1) for any c> 5.

SeeSection 2.5 for the proof.



Figure 2.1. Example of using linear codesfor distributed storage. In this examplethere arek = 4
data nodes measuring information that is distributed and n = 23 storage nodes. We would like to
di®usethe data to the storagenodessothat by accessingany 4 storagenodesit is possibleto retrieve
the data. Each data node is pre-routing to 3 randomly selectedstoragenodes. Each storagenode has
memory to store only one data packet sothe oneswho receive more than one packet store a linear
combination of what they have received. The data collector in the example can recover the data by
having accesdo (A, B+C, A+C, D) .
Theorem 2. (Converse) If each row of G is generted independently (Decentralized property), at

least d(k) = -(In (k)) is necessaryto have GYinvertible with high probability.

SeeSection 2.5 for the proof.

From the two theoremsit follows that d(k) = cIn(k) is (order) optimal, therefore, decenralized
erasurecodeshave minimal data node degreeand logarithmically many nonzeroelemerns in every

row.

Decertralized erasurecodes can be decaded using Maximum likelihood decading which corre-
spondsto solving a linear systemof k equationsin GF (g). This hasa decading complexity of O(k3).

Note however that onecan usethe sparsity of the linear equationsand have faster decading. Using

10



the Wiedemann algorithm [50] onecan decade in O(k? log(k)) time on averagewith negligible extra

memory requiremerts.

2.2 Randomized Network Algorithm

There is a very simple, robust randomized algorithm to construct a decerralized erasurecode
in a network. Each data node picks one out of the n storage nodesrandomly, pre-routesits packet
and repeats d(k) = cIn(k) times. Each storage node multiplies (over the nite "eld) whatever
it happensto receive with coexcients selecteduniformly and independertly in Fq and stores the

result and the coexcients. A schematic represenation of this is givenin Figure 2.2.

Figure 2.2. Decenralized erasurecodesconstruction. There are d(k) = cln(k) edgesstarting from
ead data node and landing independertly and uniformly on the storage nodes

2.2.1 Storage Overhead

In addition to storing the linear combination of the received data packets, eat storage node
must also store the randomly selected coezcients f;. The number of coetcients N(j) can be
determined by observingthat N (j) is bounded by the number of balls that land into a bin when

throwing ckIn(k) balls into n bins. Therefore using [47], the maximum load (the maximum number

11



of coexcients a storagenode will have to store) is O(log(k)) with probability at least1i o(1). The
total number of overhead bits to store the coexcients and data padet IDs is O(log(k)(log(q) +
log(k))) which can be easily made negligible by picking larger data padket sizes. Notice that if we
denote by u = log,(q) the number of bits required to store ead f;, one can reducethe probability

of error exponertially in the overheadbits.

2.3 Related work

2.3.1 Sensor Net works

The standard approad in query processingis to °ood queriesto all nodes, and construct a
spanning tree by having ead node maintain a routing table of their parents. This is the approac
currently usedin both TinyDB and Cougar[38]. Flooding can be pruned by constructing an analog
to indexesin the network. An excient indexing schemeis the GeographicHash Table (GHT), which
maps IDs and nodesto a metric space[51]. These approadies yield di®eren tradeo®sbetween
reliabilit y over network changes,latency and communication cost. Deceriralized erasurecodescan
be usedto add storage redundancy in any existing query processingscheme when reliability is

required.

There has been signi cant work on multiresolution distributed storage for sensor networks.
Ganesanet al. [22], [23] proposethe DIMENSIONS systemwhich useswaveletsto e+ciently sum-
marize sensordata in a natural hierarchical structure. Gao et al. [26] exploit the principle of frac-
tionally cascadedinformation to provide excient algorithms and theoretical bounds for answering

range queries.

Our work can be combined with multiresolution storage mecanisms as an interesting way of
storing information in sensometworks. Explicit investigationson jointly optimizing summarization

and decertralized erasurecode construction remain as part of our ongoing work.

The family of adaptive protocolscalled SensorProtocolsfor Information via Negotiation (SPIN)
[33] disseminatesall the information to every node in the network. This enablesa userto query any

node and get the required information immediately by only communicating with onenode. This is

12



similar in spirit of the current work but relies on the assumptionthat ead sensornode has enough

memory to store all the data in the network, clearly not a scalablesolution.

2.3.2 Erasure Codes

The problem of reconstructing the k padkets from any k out of n storagenodesis essetially an
erasure channel coding problem. If we assumethe existenceof a certralized super-node that can
gather all the data, we could use any (n; k) erasurecode. More speci cally, the certralized node
would gather the k data padets, usean erasurecode to generaten encaded padkets and assignand
sendone encaded padket to eat storagenode. If we usea good erasurecode we will be guaraneed
to reconstruct the original padkets by asking any k encaded storage nodes. In fact, any erasure
code could be used even without gathering the data in one location if there was a mecanism to
create the code and coordinate the data nodes. Essetially ead data node correspondsto onerow
in the generatormatrix of the code. If that row is givento the data node (or generatedusing shared
information), any erasurecode can be created by routing eadt data padet to the correct storage
nodes. The most commonerasurecodesare Reed-Solomonwhich are very widely employedin many
applications like computer network distributed storagesystems[34], and redundant disk arrays [6].
The use of random linear codes for storage with connectionsto security and load balancing has
been addressedin [44]. Also, LDPC codes and more recenly fountain codes[37] were proposed
as alternatives with randomized construction and faster encading and decading times. See[42]
for a practical investigation on using these codes for distributed storage. The key advantage of
deceriralized erasurecodesis that there is no need for coordination among the data nodes. We
shav how data nodes acting randomly and independertly, can create good erasure codes with
sparsestructure. We have completely characterized how sparsethe generator matrices of these
codescan be, and presern a simple randomized construction algorithm that requiresno certralized
coordination. We believe that this property of decerralized erasure codes makesthem ideal for
scenarioswhere data is distributed and global coordination is ditcult. As a side commert, note
that the generator matrix of the decenralized erasure codes is never constructed explicitly and

doesnot even exist in one placein the network.

13



2.3.3 Comparison with Random Linear Coding

In [1] the authors propose the use of random linear coding inspired by network coding for
distributed networked storage with one cenrtralized server and multiple storage locations. They
comparetraditional erasurecodes,uncoded storageand random linear coding motivated by network
coding and demonstrate that there are signi cant gainsin using random linear coding. In random
linear coding, every elemer in the generator matrix of the code is selectedindependertly and
uniformly from a nite eld Fq. This corresponds to matrices that are densesince they have a

constart fraction of nonzeroelemeris.

The main di®erencebetweenour work and that of [1] is that we addressthe problem of having
multiple distributed sourcesand no certralized server. Further, we identify how sparsecan the
generator matrices of decenralized codes can be and give a simple randomized construction for
constructing them in a network. Sparsity leadsto smaller overheadstorage and more importantly,

reduced communication and decading complexity.

Speci cally, random linear coding require an overhead storage spaceof O(k log(qg)) bits while
deceriralized erasurecodesonly O(log(k)(log(q)) + log(k))). The overheadstoragecostsare usually
small if one codes over large data padkets so the communication and complexity gains are more
important. If one were to use random linear coding for the multiple source networked storage
problem, eat data node would have to sendits data to O(n) storage nodes and the total cost
would be the sameas °ooding all the information everywhere. Howewer using decerralized erasure

codesead data node hasto communicate with only O(log(k)) storage nodes.

As far as decading complexity is concerned,random linear coding requires O(k?) operations
to invert a densematrix, while deceriralized erasure codes can be decaded in O(k?log(k)) by

exploiting sparsity [50].

2.3.4 Connections to Network Coding

Decertralized erasurecodescan be seenasrandom linear network codes[29]{[31] on the (ran-

dom) bipartite graph connecting the data and the storage nodeswhere eath edgecorresponds to

14



onepre-routed packet. Network coding is an exciting new paradigm for communication in networks
where data padkets are treated as ertities which can be algebraically combined rather than sim-
ply routed and stored. This fundamertal idea has beeninitially usedfor maximizing multicasting

throughput [2], [21] but many other advantageshave beenfound in the recen literature [40].

An equivalent way of thinking of the distributed networked storageproblem is that of a random
bipartite graph connecting the k data nodes with the n storage nodes and then adding a data
collector for every possiblesubsetof sizek of the n storagenodes. Then the problem of multicasting
the k data padetsto all the data collectorsis equivalent to making sure that every collection of k
storage nodes can reconstruct the original padkets. It has beenshown that random linear network
codes[31], [36] are suxcient for multicasting problems as long as the the underlying network can
support the required throughput. The key di®erenceis that in our problem, the communication
graph is also random. Note that this graph doesnot correspond to any physical communication
links but to virtual selectionsthat are made by the randomized algorithm. Therefore this graph is
not given, but canbe explicitly designedto minimize communication cost. Essettially we are trying
to make this random bipartite graph as sparseas possiblewhile keepingthe °ow high enoughand
also enforcing ead data node to act independertly, without coordination. The theoretical analysis

we give in section 5 is basedon this idea.

2.3.5 Digital Fountain Codes

One key property of fountain codes[37], [46], is that they create every encaled padet inde-
pendertly and therefore have no predeterminedrate (ratelessproperty). Speci cally, for LT codes,
every column of the generator matrix is independert of the others (with logarithmic averagedegree
which makesit very similar to our generator matrix even though the analysis is very di®eren).
Raptor codesmanageto reducethe degreesfrom logarithmic to constart by using an appropriate
pre-cade. This idea cannot be used for our problem however, since the pre-code would require

certralized processing.

In this context, onecanthink of the decenralized property asbeingthe transposeof the rateless

property of LT codes. This is becausein our caseit is the rows of the the generatormatrix that are

15



independen and this correspondsto having each data source acting independertly. Our analysisis
fundamertally di®ereri from the one usedfor fountain codesbecauseindependert columns corre-
spond to encaded symbols being createdindependertly. This providesfountain codesthe °exibilit y
neededto carefully designthe degreedistribution of the encaded symbols and make sure that be-
lief propagation algorithms succeed.On the other hand, when the sourcesact independertly, this

enforcesa degreedistribution on the encaded symbols which cannot be cortrolled.

The decernralized property corresponds to stateless robust randomized algorithms for dis-
tributed networked storage. For the sensornetwork applications, one implicit assumption is that
it is easierfor a data node to sendits data to d(k) randomly selectedstorage nodesthan it is for
a storagenode to nd and request padkets from d{k) data nodes. This is true for many practical
sensornetwork scenarios(lik e the perimetric storage scenariopreseried in the next section) since

there will be fewer data nodeswhich might also be duty cycled or failing.

Another advantage is that a few sourcescan fail (or even be added) without a®ecting the
performanceof the code. Therefore, the proposedschemeis robust to both data and storage node
failures. Schematically, each sourceis independertly \spraying" the storagenodeswith information
and if a collector acquires enough encaded padkets, its possibleto retrieve all the (functional)

sources.

2.4 Sensor Network Scenarios

In this sectionwe show how decertralized erasurecodescan be applied to various sensometwork
scenariosand analyze their performance. It is very important to realize that one can pick the k
data nodesand the n storagenodesto be any arbitrary subsetsof nodes of a larger network. The
exact choicesdepend on the speci ¢ sensingapplication. The only requiremert that we imposeis

that n=k should remain xed asthe network scales.

In general,it is easyto determine the total communication costinvolvedin creating a decerral-
ized erasurecode. Each data node pre-routesto 5% In k storagenodes, therefore the total number of

padkets sert will be 5niIn k. To determine the communication costin terms of radio transmissions
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we needto imposea speci ¢ network model for routing. For example,if the diameter of the network
is D(n) then the total communication cost to build a decerralized erasurecode will be at most
O(D(n)nInk). To becomemore speci ¢ we needto imposeadditional assumptionsthat depend on
the speci ¢ application. If D(n) = O(p n) for examplein a grid network, the total communication

cost would be bounded by O(n®In k) to make the data available in k = O(n) storage nodes.

Since ead data node is essetially multicasting its padket to O(In k) storage nodes, multicast
treescan be usedto minimize the communication cost. Theseissuesdepend on the speci ¢ network

model and geometry and and we do not addressthem in this work.

2.4.1 Perimetric Storage

To perform someexperimental evaluation and also to illustrate how the decernralized erasure
codes can be used as a building block for more complex applications we consider the following
scenario. Supposewe have N total nodesplacedon a grid in the unit square (densescaling) and
we are interested in storing information only in the 4p N nodes on the perimeter of the square
(see gure 2.3). This is an interesting extension since in some casesthe sensornetwork will be
monitoring an environment and potential usersinterestedin the data will have easieraccesdgo the
perimeter of this ervironment. Therefore we will have n = 4p N storagenodesand k = )zo N data
nodesfor someconstart ¥2< 4. The k data nodescan be placedin the grid randomly or by using
someoptimized sensorplacemert strategy [24]. Notice that we only have O(p N) nodesmeasuring
or storing. The rest are used as relays and perhaps it is more interesting to assumethat the k
data nodesare duty-cycled to elongatethe lifetime of the network. Note that in a densenetwork
scenariop N can becomesuzciently large to monitor the ervironment of interest. Again, we want
to query any k nodesfrom the perimeter and be able to reconstruct the original k data packets
w.h.p. The problem now is that the diameter of the network (assuminggreedy geographicrouting)

is O(p N) = O(n) as opposedto Pa.

We assumethat the transmissionradius is scalinglike O(plﬁ) and measurecommunication cost
asthe total number of 1-hop radio transmissions(eac transfers one padcet for one hop) required to

build the decerralized erasurecode. It can be easily seenthat the total communication cost is at
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Figure ,2.3. Perimetric storage: The n = 4p N nodes on the perimeter are used as storage, and

k = O( N) nodesinside the grid are the data nodes.
most O(N In N') which yields a logarithmic bound O(In N) on the transmissionsper node. Figure
2.4 illustrates someexperiments on the performanceunder the perimetric storage scenario. Notice

that the communication cost per node is indeed growing very slowly in N.

2.4.2 Correlated Data

For sensornetwork applications, the senseddata could be highly correlated and this correlation
can be exploited to improve the performance[52]. Distributed Source Coding Using Syndromes
(DISCUS) [43] is a practical meansof achieving this. The data nodesform the syndromesof the
data padkets they obsene under suitable linear codes. These syndromesare treated as the data
which the nodes pre-route to form the decernralized erasurecodewords at the storage nodes. The
data collector reconstructs the syndromesby gathering the padkets from k storage nodes. Using
DISCUS decdling the collector can recover the original data from the syndromes. The correlation
statistics, which is required by DISCUS can be learned by observingprevious data at the collection
point. The data nodesonly needto know the rates at which they will compresstheir padets. This
can be either communicated to them or learned adaptively in a distributed network protocol. The
syndromescan be considerably shorter than the original data packets if the data obsened by the

di®erent nodesare signi cantly correlated asis usually the casein sensornetworks. Note that this
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a) Total communication costto preparethe decernralized erasurecode. b) Total number of padkets

pre-routed. ¢) Averageand standard deviation plots for the number of padkets that are stored at

storage nodes. €) Total communication cost per node.

approad is separating the sourcecoding problem from the storage problem and this may not be

optimal in generalas shown in [48].

2.5 Analysis and Pro ofs

Pro of of Theorem 1

To establishthat decertralized erasurecodeswill be decadable, we needto shaw that a randomly
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selectedsquare submatrix GCis full rank with high probablity. For this proof we userely heavily

on Theorem 3 and usetechniques similar with the onesusedby Ho et al. [29]{[31].

It suxcesto show:

detG°6 0: (2.2)

A key conceptis that of a perfect matching: a bipartite graph will have a perfect matching (P.M.)
if there exists a subsetE® u E of its edgesso that no two edgesin E° share a common vertex
and all the vertices connectto an edgein E® There is a closeconnection betweendeterminants of
matrices and graph matchings which for the bipartite caseis given by Edmonds' theorem [39]. By
construction, every row of G° has a logarithmic number of non-zero coecients chosenuniformly
and independertly from a nite eld Fq. Denote these coexcients by f1;f5; ¢¢¢f, . Their actual
number L is random and approximately equal (and in fact, smaller than) ckIn(k). It sutcesto
show that the determinant of G%is nonzerow.h.p. Using the Leibniz formula for the determinant:
X YK
det(GY = son(¥) o (2.3)
Ya i=1
where we are summing over all the permutations ¥ of f 1; 2; ¢¢¢kg and g,OJ is the i; jth elemen of
GP The sign of a permutation ¥denoted by sgn(¥) is +1 if the permutation is evenand j 1if it is
odd. An permutation is called even if it can be produced by an even number of exchangesof two
elemers (these exchangesare called transpositions) and similarly odd if it can be produced by an

odd number of transpositions.

Notice that this is a multiv ariate polynomial det(G% = P (fq;f,;¢¢¢;f ). There are two fun-
damentally di®erert casesfor the determinant to be zero. If for ead term correspnding to eath
permutation there existed one or more zeroelemeris then the determinant would be identically zero
(for any choice of f 1;f; ¢¢¢f| ). Now the key step is to notice that ead permutation corresponds
to exactly onepotential matching of the bipartite graph. Therefore, the graph hasa perfect match-
ing if and only if det(GY is not identically zero (Edmonds' Theorem [39]). Theorem 3 establishes
exactly that the random bipartite graphs we construct have perfect matchings. The other caseis
when deg(GY is a non-zeropolynomial but the speci ¢ choicesof f 1;f,; ¢¢¢f | correspond to one of
its roots. It is clear that this is a rare evert in large elds and we can bound its probability using

the Schwartz-Zipp el Theorem [39]. De ne (det(GY 6” 0) to be the evert that a randomly selected
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k £ k squaresubmatrix G°of G has determinant equalto the zero polynomial. By Edmonds' The-
orem, this is identical to the event that the corresponding bipartite graph doesnot have a perfect
matching. Notice that the degreeof det(G9 is exactly k when there exists a perfect matching so
we obtain a bound on the probability of failure conditioned on the existenceof a perfect matching:

Pr(det(GY = 0jdet(G9 6" 0) - g: Which leadsus to
. kK ,
Pr(det(G% = 0) - Pr(det(GY ~ 0)+ a(1i Pr(det(GY ~ 0)): (2.4)
By Theorem 3, Pr(det(GY ~ 0) = o(1) therefore

Pr(det(G%Y = 0) - k=q+ o(1): (2.5)

Pro of of Theorem 2 (Con verse) It is a standard result in balls and bins analysis[39] that in
order to cover n bins w.h.p. oneneedsto throw £( nIn n) balls (Seealsocaselll in proof of Th. 3).
Notice that in our case,covering all the storage nodesis necessaryto have a full rank determinant
(since not covering one correspondsto having a zerocolumn in G). Therefore any schemethat has
data nodes acting independertly and uniformly will require at least -(In k) connectionsper data

node. W

We have therefore demonstrated that the key technical condition we needto prove is that
the random bipartite graphs we construct have a perfect matching [4] with high probability. The
existenceof a perfect matching guaranteesthat the max °ow that can go through the network is
suzxcient. Our theoretical contribution, which may be of independert interest, is in quantifying how
sparsetheserandom bipartite graphscanbe undertheseconstraints. The proof is obtained by using
an extensionof a combinatorial courting technique introducedby P. Erdpsand A. R&nyi in [5], [15]
for analyzing matchings in random bipartite graphs. The extension stemsfrom the dependencies

on the data nodeswhich destroy the symmetry assumedin [5], [15] thereby complicating matters.

We de ne the graph Bin; left; out @sthe random bipartite graph with two setsof vertices, V1,
V,, where jVij = Kk, jVoj = n, n = ®K;(®> 1). Every vertex in V1 connectswith cIn(k) vertices

of V, ead one chosenindependenly and uniformly with replacemen. If two edgeshave the same
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start and end vertices, we identify them. Then we pick a subsetV,; % V, wherejVJj = k and form

the random bipartite graph B . er1; our = 1Vai [ jV4]. Edgesthat connectto V, nV, are deleted.

out

This graph corresponds to the submatrix G° and the key property we require to establish our

result is that B ki left; out NASa perfect matching w.h.p.

Theorem 3: Let B . be a bipartite graph with jVij = jVJ = k obtained from

leftj out

Binki left; out Dy taking a random subsetof k storage nodes. B,?”(i left; has a perfect match-

out
ing with prokability 1 o(1) ask! 1.
Pro of: For a set of nodes A % V; of a bipartite graph B, we denote j( A)=fy : xy 2

E(B)for somex 2 Ag. Soi( A) is simply the set of nodesthat connectto nodesin A.

A key theorem usedin this proof is Hall's theorem. We useit in the following form (which is

easily derived from the standard theorem [4], [5]):

Lemma 1. Let B be a bipartite graph with vertex classesV;,V and jV4j = jVJ = k. If B hasno
isolated vertices and no perfect matching, then there existsa set A %2 V; (i = 1;2) suchthat:

) Ji(A))=jAli 1

i) The sulgraph A [ j( A) is connected

iy 2+ jAj- (k+ 1)=2.

The event that B hasno perfect matching canbe written asthe union of two events. Speci cally,
let Ep denotethe event that B has one or more isolated vertices: P(B hasno P.M.) = P(Eq 9A)
(for someset A satisfying Lemma (1)) We want to bound the probability that thesebad setsexist
and we will usea a union bound: P(B hasno P.M.) - P(Eg) + P(9A): We will treat the isolated
nodesevent later. We know from Lemma (1) that the sizeof A canvary from 2 to (k + 1)=2, so

we obtain the union bound:

(k1) =2 (kyd) =2
P(9A) = P( (9A: jAj = 1)) - P(9A: jAj = i): (2.6)
i=2 i=2

We can further partition into two casesthat the set A belongsto V; (the data nodes)or V7 (the

1By (9A) we denote the evert that there exists a set A % Vi [ V. that satis'es the conditions of Lemma 1.
Similarly, (9A % Vi) denotesthe event that there exists a subset of V; that satis es Lemma 1.
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k storagenodesusedto decade).
(kyd) =2

P(9A) - P(9A Y Vi;jAj = i) + P(9A % VEAj = i) (2.7)

i=2
Sowe now bound the probabilities P (9A % Vq;jAj = i) and P(9A % V2 jAj = i) using a combina-
torial argumert. Casel: A belongsin the data nodes: Supposewe X i nodesA; %2V; andij 1
nodeson A, % V. Then the probability that a set A = A; satis es the conditions of lemma (1)
with j( A) = Ay is equal to the probability that all the edgesstarting from A1 will endin A, or
are deleted. Note howewer that every node in Vi picks cln(k) neighbors from the set V, (which

is the large set of n = ®k nodes). We bound the probability by allowing all edgesstarting from

A; to land in Ay [ Vo nVY Therefore we have ciln(k) edgesthat must land in Az [ V> n V. and

jA2[ VanVJ=ij 1+ (®; 1)k. Note that all the other edgescan land anywhere and that would
i ¢ i ¢
not a®ectjij( A)j. Therefore, sincethere are "i‘ choicesfor A; and 'iikl choicesfor A, we have:
(ky) =21, T Tu. . _ T cinci)
k k ii 1+ (®; 1k
P(9A 2 V) - 2.
(9A %2 V1) i i1 @K (2:8)

i=2
We can always bound this sum by its maximum value times k (sincethere are fewer than k positive

guartities added up). Thereforeit sutcesto show that
KP(9A Y2 V1;jAj = i) = 0(1); 8i 2 [2;(k+ 1)=2] (2.9)
ask! 1.

i ¢ :
From Stirling's approximation we obtain the bound [5] "i‘ . (ei—k)' and also it is easyto see

that (;#9)"1 - (5)' wheni - k.

3 .

W < 1 and usethesetwo bounds we obtain :
3

P(9A Vi jAj = i) - exp In(K)(2i + icIn()) + 2i(1 In(i)) (2.10)

If we denote » =

If we multiply by k we get from (2.9) that it suzcesto show
3
exp In(k)(2i +icln(» + 1)+ 2i(1 In(i)) = o(1) (2.11)
foralli 2 [2;(k+ 1)=2],ask! 1 . Therefore,for this exponertial to vanishit is su+cient to have
the coexcient of In k be negative:

2+ icln(» + 1< O (2.12)
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which givesus a bound for c:
i 1+ 2)
i In(») (2.13)

Notice that » < 1 and therefore it is possibleto satisfy this inequality for positive ¢c. This bound

should be true for every i 2 [2;(k + 1)=2].

Sousing
1+ 2i 1 5
=+2. = .
i i 2 5 (2.14)
and
iji 1+ (® Dk (k+1)=2+ (®; 1)k , ®j 1=2
= . Y, 2.1
@k @k e (2.15)
il il
. —— (2.16)
In(»)  In(212)
Therefore, a sutcient condition for P (9A %2 V1) to vanish is
c> 12 g (2.17)
2In(8272)

Casell: A hkelongsin the storage nodes: With the sametechnique, we obtain a bound if the
set A is on the data nodes. This time we pick A ¥ VL with jAj = i and wewant ji( A)j=ij 1. So
we require that all edgesthat connectto A endin a speci c set A, 2 V;. The extra requiremert
that A[ i( A) should be connected,further reducesthe probability and is bounded away. To have
jiCt A)j = Ao, it must be the casethat all the edgesthat start from V; n A, land outside A. There
arec(kj (ii 1)) In(k) such edgesand ead onelands outside A with probability %‘k—i. We therefore

obtain the bound:
M i T o T di 1) Ingk)
POA% VA= 1) - ikl 'I‘ % (2.18)
We bound the binomials again to obtain:
H ekﬂ 2 M gy i iﬂc(ki (ii 1)) In(k)

Denote »°= K1 = 1; - and write everything in exponertial form :
3

P(9A %2 Vo jAj = i) - exp In(k)£2i +coki i+ 1)In(»()a+ 21 In(i)) (2.20)
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and similarly it suxcesto show that

3

£ o ’
exp In(k) 2i+ 1+ cki i+ 1)In»Y) + 2@ In@i) = o(1); 8i2[2;(k+1)=2]as k! 1
(2.21)
Notice that we have added a plus one to bound the summation. The suzcient condition for c is

givenby 2i + 1+ ¢(kj i+ 1)In(») < 0 which yields:

il 2+1
> ————! 2.22
INnGIYkji+1 (2.22)
now we usethe fact that In(1 t) - j t fort 2 (0;1) which givesus
i1 K (2.23)
In(1 @) i
Which yields the condition for ¢ :
k2i+1 k k
— ol + .
c>®ikii 2®kii ®i(kii) (2.24)

Now notice that this is a convex function of i sothe maximum is obtainedati = 2 ori = k+71

By substituting i = 2 andi = k"Tl we nd that theseinequalities are always dominated by

(2.17). So nally we require that ¢ > 5®.

Caselll: There exist no isolated nodes: We will say that a data or storage node is isolated when
it connectsto no storage or data node respectively. Bounding the probability of this event P(Ey)
is easierto deal with. Notice that data nodescannot be isolated by construction. The ®k storage
nodesreceiwetotally kcin(k) independert connectionsand we needto shaw that they are all covered

by at least one data node w.h.p. Using a standard bound we obtain the following result ( [39]):

Let C denote the number of connectionsrequired to cover all ® data nodes. then
P[C > ~®In(®K)] - (®K)i (i (2.25)

Which shaws that any ~ > 1 (we require > 5) will sutce to cover all the data nodeswith high
probabilit y.
Therefore from combining all the required bounds for c we nd that ¢> 5® = 57 is sutcient

for the bipartite graph to have a perfect matching with high probability. [ |
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Chapter 3

Digital Fountain codes to recover

almost all your data

We demonstrated how to use deceriralized erasure codesto solve the distributed networked
storage problem when the requiremert was to recover all k data packets The requiremert was
that ead data node is pre-routing its data packet to £(log n) randomly selectedstoragenodes. We
further establishedthat this logarithmic degreeis optimal if eat data node is acting independertly .
This however leavesopen the question of what can be possibly achieved with a constant pre-routing

degree if somemore complicated network protocol (that enforcessomecoordination) is used.

In this chapter we show that any pre-routing algorithm (even fully certralized) with constart
degreeswill fail to recover all k data padets with at least a constart probability (section 3.1).
Therefore, since recovering everything is impossible, we relax the problem and investigate how to
recover alinear fraction of the k data padkets. We show hasthis problem canbe solved with constant
pre-routing using a speci ¢ choice of fountain codes(section 3.2). Finally, for sensornetworks with
a grid topology, we presert a distributed, randomized algorithm to construct these codes over the
network. A key step in the analysis of our algorithm is a novel result on the time until a random

walk on a grid is absorbed, when there are randomly scattered traps (section 3.3).
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3.1 Lower bound on the error probabilit y for constant degrees

Any deterministic or randomized dissemination algorithm that constructs a linear code !, can
be described in terms of its generator matrix G. Assumethat one data padket is pre-routed to a
constant number of storage nodes. This meansthat there exists a row in the generator matrix of
the code that hasonly a constart number of nonzeroelemers. The probability that the networked
storage code fails is the probability that k randomly seleted storage nodes do not contain enough

information to recover all k data packets We presert the following lemma:

Lemma 1. For an (n; k) linear code where n = @k, if there exists a row in the geneator matrix
that has only ¢ constant nonzem elements, the probability of failure (i.e. the probability that a

random k £ k squae submatrix is not full rank) is alwayslarger than (%‘—1)0.

i o
Proof. There are '@f(k ways of selectingk storage nodes (i.e. columns of G). Sincethere exists a

row r with only c nonzero elemerts, there exist ® j ¢ columns which have a zero in that row.

i ¢
Therefore there are l®"k‘ c

ways of selecting k storage nodesthat have not received information
from the rth data node. Hencefor all these selectionsthe decading will always fail to recover the
rth data node and therefore: . ¢

l®kKi ¢

Prail , gt (3.1)

k
Using Stirling's approximation we obtain

Prai , (BK)F (@ ™ %@k k)™ K@Kj ki ok ®e: (3.2)
. i g 1%
Which for large k;n becomesPs,j , 5= - ®

3.2 Fountain Codes for appro ximate data collection

Since we have demonstrated that it is impossibleto recover all the k data padets, we can
ask what can be still adchieved with constart pre-routing degrees. In this section we shonv how

one can use a fountain code to recover any desired constart fraction of the k data padkets. A

!Note that this argument can be easily extended for arbitrary nonlinear codes (linearit y is not fundamental) but
we will presert it for linear codes here.
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fountain code [46] is created by a set of k input symbols and a degreedistribution D. Each
encaded symbol of a fountain code is createdindependertly asfollows. First, a degreed is sampled
from the distribution D. Then d out of k input symbols are chosenuniformly and independerily
(without replacemen) and the resulting output symbol is the bitwise XOR of the d selectedinput
symbols. Fountain codes are decaded by running the belief propagation algorithm, and a key
technical challengeis the careful designof the degreedistribution D sothat this iterativ e decaling
proceduresucceeds.The rst fountain codeswereinvented by Luby and called LT-Codes[37]. The
degreedistribution usedis called the robust soliton distribution and has logarithmic degree. This
would correspond to logarithmic pre-routing degreefor our networked storage problem. Raptor
codes [46] manageto reduce the degreesfrom logarithmic to constart by using an appropriate
pre-code. This idea cannot be used for our problem howewer, since the pre-code would require
certralized processing. However we can use the LT code used inside the Raptor codes and still
recover a constart fraction of the original data. Speci cally, if we usethe degreedistribution with

generating function:

3

S50 = x o+ X X e (3.3)
PV = 131 1¢2  2¢3 '
XD XD+1¢

(3.4)

+ +
(Dj )eD D

whereD = d4(1+ 2)=2eand ! = 2=2+ (2=2)2 for any 2 > 0. then we have the following result [46]:

Lemma 2. There exists positive ¢ (depending on 2) suchthat with an error prokability of at most
el % any set of (1+ 2=2)k + 1 output symkpls of the fountain code with parameters (k;- p) are

suzcient to recover at least (1j )k input symliols via BP decoding, where £ = (2=4)(1 + 2).

Therefore this fountain code can be used for approximate networked storage if one wants to
query (1 + 2=2)k + 1 storage nodes and recover (>=4)(1 + 2)k data nodes. Each storage node can
independertly sampleits degreed from the given distribution - p, and then it needsto requestd
data padkets randomly and independenly. Notice that sinced is always smaller than the constart
D = d4(1+ 2)=2¢, the total number of pre-routed messageger data node is constart, since we
are assumingthat k=n grow proportionally. A data collector can collect any ((1 + 2=2)k + 1)

encaded padkets and run the belief propagation decader which will require a number of iterations
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proportional to the averagedegreeof - 5. Sincethis averageis Ed % In(1=2) [46], the decaling

complexity will be only O(log(1=2)k) which is linear in k and therefore order optimal.

3.3 Randomized Algorithm for Grids

In this sectionwe addressthe problem of how to construct the fountain code over a grid topology
with only local randomized decisions. To simplify the presenation and notation, the total number
of nodesin our network is n. All of them have storage capabilities and somek out of the n have
an extra sensingdevicewhich is operating completely independertly and producesone data packet

P

of interest. We assumethat our nodes are placed on a grid (of size” n £ P n) with the nearest

neighbor four-connectivity. We also assumethat eat node knows its location on the grid.

Wewill essetially usethe algorithm proposedin the previous section, but we needa medanism
to sendrequeststo random data nodeswho can then route bad their data padcets. After d data
padkets have beenreceived the data node can XOR them, store the result and essetially becomea
fountain code encaded symbol. To nd arandom data node, we proposethe following scheme. First
a randomly selectedlocation of the grid is selectedby the storage node who is going to initiate
the request. Then, a request padket is routed to that random location using greedy geographic
routing (seeChapter 4). Sinceevery node knows its location this procedure can be performed with
only local information and will terminate after R steps,and R is always O(IO n). If that randomly
selectednode happensto be a data node, then that node receivesthe request, routes badk the data
padket using greedy geographicrouting and the procedure terminates. If however the randomly
selectednode happensto be a storagenode, then the requestinitiates a (simple) random walk until
it hits g datajnode. We assumethat the k = gn data nodes are randomly scattered, such that
all the % " & ways of placing gn data nodeson the grid are equally probable. The data nodes

gn
are acting like traps for the random walk, and what we want to show is that the walk is trapped

suzxciently fast. Speci cally, let a random walk start from a uniformly selectedposition (which we
assumenot to be a data node). Let W denote the (random) number of steps before the random

walk is trapped (i.e. hits a data node and terminates). Therefore, in the proposedprotocol there
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are two phases:the routing phase(geographicrouting to the uniformly preselectedposition) which

takesR = O(p n) stepsand the random walk phasewhich takesW steps. We want to show that
R+W' R (3.5)

for large n. This meansthat the cost of the random routing dominates and the averagecost is

nearly equalto the casewhere the measuring node knew where to sendthe packet

Note that the actual probabilities that ead data node receivesthe requestunder this algorithm
are random variables that depend on the realization of their locations. For example if there is a
cluster of data nodes somewhere the nodeshaving only data node neighbors will be receiving the
requestswith lower probability relative to data nodeswith many storagenode neighbors. However,
the expectedreception probabilities are uniform and large °uctuations should not typically happen.
We will only analyzethis expectedbehavior and in future work we plan to establisha concertration

result around this expectation for large networks.

To shaw that the random walks terminate quickly, essetially we want to show the intuitiv ely
clear fact that for a large lattice, the hitting time doesnot depend on the size of the lattice, but
only on the density of the traps g. There hasbeensigni cant work on problemsrelated to random
walks on lattices with traps [16], [17], but to the best of our knowledge,there are no known results
for the scalingbehavior of the trapping time for nite lattices. Therefore the following result might

be of independent interest:

Theorem 1. Let a random walk start fronya unformly selected position on a P n by pﬁ grid.

n
Exactly gn of the nodesare trapsand all the % X possibletrap con gurations are equally likely.
gn

If W denotesthe numkber of stepsbefore the random walk hits a trap for the rst time, then

-

oglogrmy * O i @FEm): (3.6)

Pr(w=>log(n)) - (1i q

Pro of: We de ne an\inner region" Rinner inside the grid which has enoughdistance from the
boundary sothat a random walk that starts inside it will not be a®ectedby the boundary before

it takeslog(n) steps.
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Pr(W > log(n)) =Pr( W > log(n)jWo 2 Rinner)Pr(Wo 2 Rinner)+
PI’(W > IOg(n)jWO 2 Ricnner)l:’r( WO 2 RiCnner
- Pr(W > log(n)jWo 2 Rinner) + Pr(Wo 2 Rfner

. logn
. Pr(W > log(n)jWo 2 Rimer) + 449“%

wherethe last inequality follows from the fact that all nodeshave a probability of 1=n of being Wq

and there are lessthan 4p nlogn nodesin Riner. Thus
H lo nﬂ
Pr(wW > log(n)) - Pr(W > log(n)jWo 2 Rinner) + O = (3.7)

To bound the rst term, let S- (called the range of the random walk) denote the number of distinct

sites visited by the random walk in ~ steps If we know S-, the probability that the walk has not

endedafter * - logn stepsis
0 1
% nj s X
gn
Pr(W > "jWo 2 Rjnner; S =)= 0—1—: (3.8)

B " X
gn

For s- logn and 1% s=n, using Stirling's approximation
0 1

%)n; Sg
oM (i (nign)

%)ng n' (nj gnj %!

gn
. 1i
]/4(1| 1/)“(1i1/3 (1| q)l"l(l.q).:l
i i qi Wrtia?
=S
(Li %" :
Va (i 0 —z, #0097
D g @9 T
since¥2< (logn)=n! Oasn! 1 . By the law of total probability:
AN X\ i ..
Pr(W > "jWo 2 Rinner) = (1 9'Pr(S = ijWo 2 Rinner): (3.9

i=1
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The sum goesonly up to ~ becauseS: can never be larger than ~. Notice that random walks
that start inside Rinner and take lessthan logn stepsare indistinguishable from random walks on
the in nite grid (since they are not a®ectedby the boundary), soif S is the range of the random
walk on the in nite grid, we can write

X _
Pr(W > jWo 2 Rinner) = (Li o)'Pr(S =i)= EQj g)°: (3.10)
i=1

The following results are known from Dvoretzky and ErdAs [14], and Jain and Pruitt [18], [19]

for S.
or S \ u ‘ q
1 = ] = - - .
E[S] Cllog(‘) + 0 8D (3.11)
2
3 2 = N . .
7= Var(S) Cz(log(‘)z)' (3.12)
Using Chebysdchev's inequality for S we get
Pr(jiS i tj, t¥%) - tiz: (3.13)
Pr(S - 1 t3%)- Pr(jSi j, t9 - tiz (3.14)

Let k(C) = 1| t3a= clm i Czt(\)(log;‘)) , wheret(") is a free parameter of the Chebyschev

bound. We choosé t() = P log(") sothat

“ _ P —= o
k(") = Clm i log( )CZW- (3.15)
Sofrom (3.14)
1 1
Pr(S - k() - 5= p—: (3.16)
2 (" log("))?
Recall that the sum we want to bound is
X _

i=1
This is the sum of the density of S weighted with a decreasingfunction (1 q)'. It is therefore
clear that if we shift some probability massof the distribution of S- to smaller valuesof i, we will
get a larger sum. We de ne a new function g(i) by shifting all the probability massof S that is

smaller than k() to 1: g(1) = Iogl(‘)' The remaining massPr(S > k) is of course smaller than

20r any other function that is O(log("))
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1. Sowe may de ne g(k(’)) = 1 and let g(i) = O for all other values. We therefore have the key

inequality:
X :
Pr(W> "jWo 2 Rimer) = (1i 0)'Pr(S =) (3.18)
i=1
X o
(1i 9'g()
i=1
S @9ty g %
" Vlog() |

For large °, the rst term dominates. We now choosethe number of stepstaken by the random

walk as” = logn to get

Pr(W > log(n)jWo 2 Rinn%r) (3.19)
1

log n
- (i 9 (Li Qmeem

loglog(n) +O

Sofrom (3.7), we nally obtain

Pr(W > log(n)) - (1i q)Ioglog(n) K
u : |

q !
O (1i @@mm +0 (lﬂg‘ﬁ)):

For suzciently large n, the dominating term is

Pr(W>log(n)) - (1j 9——— (3.20)

Ioglog(n)
Soit is clear that when n is suxciently large, W will be negligible relative to P n. Sothe random

routing phasewill dominate the cost. =

We have therefore shavn that for grids ead storage node can follow this simple randomized
protocol to nd random data nodesusing O(p n) communication. Note that this is the diameter of

the network and therefore the communication requiredto nd a data node s very closeto optimal.
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Chapter 4

How to nd a random node

A very useful primitiv e operation in ad-hoc networks is being ableto nd a (uniform) random
node with minimal communication cost. Numerous applications like querying average sensorbat-
tery life, estimating the number of functional nodesand others could bene t from such a uniform
sampling scheme [8]. In addition, the proposeddecerralized erasurecodesrely on sucd a med-
anism to route the data padets to randomly selectedstorage nodes. If only local information is
available at ead node, it is not clear how to perform sudh a sampling without global knowledge.
A simple idea is to accomplishthis by performing a random walk on the network. We shaw that
this is very costly for most relevant network topologieslike grids and random geometric graphs.
We further proposea simple algorithm that usesgeographicinformation to approximately sample

from random nodesusing only local information and minimal communication.

4.1 Random Walks on Sensor Networks Mix Slowly

Assumeone wants to nd a random node on a network by performing a random walk on the
network nodeswith properly adjusted transmission probabilities sothat the invariant distribution
is the uniform. Clearly, after the rst few stepsonewill be closeto where the walk started and we
needan estimate on how many hops we have to perform before we know we have reached a truly

random node. The number of stepsrequired beforethe sampling distribution is reasonablycloseto
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uniform is measuredby the mixing time of this Markov chain. To simplify the presenation assume
we are dealing with a nite, irreducible and reversible Markov chain!. The following is a synthesis

from [3], [28] and Berkeley CS271coursenotes.

For two probability distributions py; |l de ned on a nite spacel, de ne the variation distance

to be
X .
CCHte) = 5 Ji() i k() (4.1)
i21
which is simply the "1 norm with an extra 1=2 factor introduced to keep the variation distance

betweenO and 1. At time step t, assumethat the Markov chain has someprobability distribution
of being at state j after t steps starting from state i: Pj (t). Sincethe MC is irreducible and
aperiodic, it will have a limiting invariant distribution %{j) and we know that Pj (t) " Y(j). We
are interested, assumingthe worst casestarting state i, to bound the distance of the distribution

at time t to the invariant distribution. De ne this distanceto be
d(t) = miaX¢( Pij (1);%4j)): (4.2)
We de ne the mixing time (or \v ariation threshold time" [3]) to be
;= minft | 0:d(t) Ly (4.3)
¢~ t 5 - 2eg "

It is therefore the rst time where the Markov chain distribution becomesl=2e closeto the in-
variant, assumingthe worst casestarting state. The selectionof the constart 1=2e is for algebraic
convenienceand any constart smaller than 1=2 would work. A fundamenal technical fact is the
submultiplicativ e property:

d(kt) - (2d(t)*: (4.4)
which implies that oncethe mixing time has beenreaded, the variation distanceto the invariant
distribution decays exponertially. Therefore, to achieve any desired variation distance 2, we only
needto run the chain for ¢ In(%) steps. This is a fundamertal property that justies using a

constart in the de nition of the mixing time and is usually not stated upfront in the literature.

Therefore, if we use a random walk to sample from an ad-hoc network we needto perform

£( ¢) stepsbeforewe are 2-closeto the uniform distribution. The most simple, realistic topology to

INote that the random walks on connected graphs are always in this class of Markov chains since self-loops can
be added to cancel any periodic behavior
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model a wirelessad-hoc network is a grid, where n nodesare placed on a rectangular 4-connected

square of edgelength P ng P n. Aldous et al. [3] show that for the 2-dimensionaltorus, (which is

a grid with joined boundariesand can only mix faster):
éerid = £(N): (4.5)

Therefore, one needsto perform £( n) random walk hops (visit approximately all the nodesin the

network) to sample one random node.

4.2 Random Geometric Graphs

A Random geometric graph G(n;r) [41] is formed as follows: place n nodes randomly and
independertly on the surface of a unit square and connect nodes which are within distance r of
ead other (seeFigure 4.2 for an example). Note that to simplify the analysis, someresults rely
on the assumption that the nodes are placed on the surface of a unit torus. Random geometric
graphs have been established as standard models for wireless network topologies following the
fundamenrtal work of Gupta and Kumar [27]. It is well known [25], [27], [41] that in order to
have good connectivity and minimize interference, the transmission radius r(n) hasto scalelike

g |
g(  logny,

n

In [7] the authors investigate the question of the mixing time on G(n;r) and establish that
both the natural random walk (selecting eadh edge uniformly at random) and the fastest mixing

reversible random walk (selecting the transition probabilities to minimize the mixing time) mix in:

1
éreG = £( W) (4.6)
and for the critical radius r(n) = % we obtain
ReG = £( 0 ): (@.7)
¢RGG = logn’- :

Therefore it requires a very large number of hopsto nd a random node, even for random
geometric graphs. Note that this result assumestorus topology and can therefore only be slower

on the unit square.
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Figure 4.1. lllustration of a Random Geometric Graph: solid lines represen graph connectivity,
and dotted lines show the Voronoi regionsassaiated with ead node.

4.3 Geographic Random Routing

We will now present a simple schemethat can samplean approximately uniform random node
in O(1=r) which is equal to the diameter of the network and therefore order optimal. The key
requiremert is that we assumethat all the nodes know their locations and the locations of their
one-hop neighbors. Assumethat someinitial starting node s wants to nd a random node in the
network. The ideais to selecta uniform geographiclocation in the unit square(called the target)
and use greedy geographicrouting towards that target. We shaow that for G(n; r) this procedure
samplesfrom a random node with an approximately uniform distribution. This idea was proposed
by the author in [11], [12] and independertly in [8]. In [8] the authors proposea rejection sampling

schemethat can give sampling distributions that are closerto uniform.

More formally, the random geographicrouting schemeto nd a random node is the following:

1. Node s choosesa point uniformly in the unit square. Call this the target t. Node s forms the

tuple mg = (I(s);t) wherel(s) is the geographiclocation of node s.
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2. Node s sendsmyg to its one-hopneighbor closestto t, if any exists. If node r receivesa padet
ms, it sendsmg to its one-hopneighbor closestt. Greedy geographicrouting terminates when
a node receivesthe padcet and hasno one-hopneighbors with distance smaller to the random

target that its own. Let v be the node closestto t.

3. Node v receivwesthe request packet and forms a new padket d(v) which cortains the data of
interest. This data can subsequetly be routed badk to s (since v knows I(s)) via greedy

geographicrouting.

With this simple algorithm, any node s can obtain accesgo the data of a randomly selectednode
v. We will now show that this scheme is yields approximately uniform sampling of nodes with

minimal communication.

4.3.1 Analysis

We will “rst establish exact versionsof the order results we stated earlier. Note that all our

analysisis for valid for the unit square.

Lemma 3 (Net work connectivit y). Consider a graph drawn randomly from the geometric en-

sembleG(n;r), and a partition of the unit area into squaes of length ®n) = Z%. Then the

following statementsall hold with high probability:

(a) Each squae contains at least one node.

(b) If r(n) = 10"’%, then each node will be ableto communicate to a node in the four adjacent

squaes.

(c) All the nodesin each squae are connected with each other.

Proof. The proof of part (a) following easily since it requires £( nlogn) balls thrown randomly
to cover n bins with high probability. (See[39] and [25] for more details). Moreover, if we select
r(n) = P 5®(n), then simple geometriccalculations show that eac node will be ableto communicate

to all other nodesin its square,aswell as all nodesin the four adjacert squares. B
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Lemma 4 (Greedy Geographic Routing). Assumethat a targetlocation is seleted randomly

in the unit squae. Then greedy geographic routing will route to the node closestto the target in

O(1=r(n)) = O(q ) steps.

_n_
logn

q
Proof. By Lemma 3(a), every square of of side length ®&n) = 2'0% is occupied by at least a

node. Therefore, we can perform greedy geographicrouting by rst matching the row and then

q
the column of the squarewhich contains the target, which requiresat most % = O(

After reacing the squarewherethe target is contained, Lemma 3(c) guaranteesthat the subgraph

%) hops.
contained in the squareis completely connected. Therefore, one more hop sutces to reach the

node closestto the target. =

It easily follows from the current analysis that the probability that eadr node is sampled is
exactly equal (for unit area square)to its Voronoi area. For G(n; r) these Voronoi areasA,, are
random variableswith expectation E(A,) = 1=n and therefore we expect the selectionprobabilities
to be suxciently closeto uniform. Unfortunately the variance of the Voronoi cell areasscalesas
( [35]):Var(A,) = 0:218=n? and therefore there is no concerration around this expected behavior.
One way to becomecloserto uniform (at the expenseof an extra multiplicativ e factor in the number

of hops) is to userejection sampling as proposedin [8].

39



References

(1]

[2

—_—

(3]

[4

—_

5

(6]

—_

(7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

S. Acedanski, S. Deb, M. M#dard, R. Koetter , \How Good is Random Linear Coding Based Distributed

Networked Storage?", to appear in NetCod 2005.

R. Ahlswede, N. Cai, S.-Y. R. Li and R. W. Yeung, \Net work information °ow", IEEE Trans. on Information

Theory, vol. 46, pp. 1204-1216,2000.

D. Aldous, J. Fill, Reversible Markov Chains and Random Walks on Graphs, monograph in preparation, 2005.

(chapters available online)
B. Bollhbas\Mo dern Graph Theory", Springer 2000.
B. Bollhbas\Random Graphs (second edition)”, Cambridge University Press, 2001

W. A. Burkhard and J. Menon. \Disk array storage system reliabilit y". In 23rd Int. Symp. on Fault-T olerant
Comp.,1993.

S. Boyd, A. Ghosh, B. Prabhakar, D. Shah \Mixing Times for Random Walks on Geometric Random Graphs",
SIAM ANALCO 2005.

B.Bash and J.W. Byers, \Appro ximately uniform random sampling in sensor networks," in Proc. of the 1st

Workshop on Data Managemert in SensorNetworks (DMSN '04), August 2004.

A.G. Dimakis, V. Prabhakaran, K. Ramchandran, \Decentralized Erasure Codes for Distributed Networked
Storage" submitted for publication, Joint issue of IEEE Transactions on Information Theory and IEEE/A CM

Transactions on Networking.

A.G. Dimakis, V. Prabhakaran, K. Ramchandran, \Distributed Fountain Codesfor Networked Storage", ICASSP
2006. (Invited paper).

A.G. Dimakis, V. Prabhakaran, K. Ramchandran, \Ubiquitous Accessto Distributed Data in Large-ScaleSensor
Networks through Decertralized Erasure Codes" to appear in Proc. of IPSN 2005.

A. G. Dimakis, V. Prabhakaran and K. Ramchandran \Distributed Data Storage in Sensor Networks using

Decertralized Erasure Codes", Asilomar Conferenceon Signals, Systemsand Computers, November 2004.

A.G. Dimakis, A.D. Sarwate, and M.J. Wainwright \Geographic Gossip : Excient Aggregation for Sensor

Networks". Submitted for publication.

A. Dvoretzky and P. Erdps, \Some problems on random walk in space.Proc. of SecondBerkeley Symp. Math.

Statist. Probab. 1951, 353-367.Univ. California Press, Berkeley.

P. Erdps and A. R&nyi, \On random matrices", Publ. Math. Inst. Hungar. Acad. of Sciences.8, 1964.
W.Th.F. Den Hollander, \Random Walks on Random Lattices", Ph.D thesis 1985.

Barry D. Hughes,\Random walks and random environments”, Oxford Univ ersity Press, (1996).

N. C. Jain and W. E. Pruitt \The range of recurrent random walk in the plane." 1970, Z. Wahrsch. Verw.
Gebiete 16 279-292.

40



[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

N. C. Jain and W. E. Pruitt \The range of random walk." Proc. of Sixth Berkeley Symp. Math. Statist. Probab.
1972, 3 31-50. Univ. California Press, Berkeley.

J. M. Kahn, R. H. Katz and K.S.J. Pister \Next cerntury challenges: mobile networking for Smart Dust" Proc.
of the 5th annual ACM/IEEE Int. Conf. on Mobile computing and networking, 271 - 278, 1999.

R. Koetter, M. M&dard, \An Algebraic Approach to Network Coding", Transactions on Networking, October
2003

D. Ganesan, B. Greenstein, D. Perelyubskiy, D. Estrin and J. Heidemann, \An Evaluation of Multi-resolution

Storage for SensorNetworks" Proceedingsof the First ACM Conferenceon Embedded Networked SensorSystems
(SenSys2003).

D. Ganesan,D. Estrin, J. Heidemann, \DIMENSIONS: Why do we need a new Data Handling architecture for
SensorNetworks?", Proc. of ACM Computer Communication Rev., Volume 33, Number 1.

D. Ganesan,R. Cristescu and B. Berefull-Lozano, \P ower-Excient SensorPlacemert and Transmission Structure
for Data Gathering under Distortion Constraints”, Symposium on Information Processingin Sensor Networks
(IPSN '04), April 2004.

A. E. Gamal, J. Mammen, B. Prabhakar, and D. Shah, \Throughput-dela y trade-o® in wireless networks," in
Proceedings of the 24th Conference of the IEEE Communications Scciety (INF OCOM 2004), 2004.

J.Gao L.J. Guibas, J. Hershberger, L. Zhang, \F ractionally CascadedInformation in a SensorNetwork" Sym-
posium on Information Processingin SensorNetworks (IPSN '04), Berkeley, California, April 2004.

P. Gupta and P. R. Kumar, \The Capacity of Wireless Networks," IEEE Trans. Information Theory, Vol. 46,
No. 2, pp. 388{404.

V. Guruswami. Rapidly Mixing Markov Chains: A Comparison of Techniques. (A Survey), May 2000.

T. Ho, R. Koetter, M. M&dard, D. R. Karger and M. E®ros, \The Bene'ts of Coding over Routing in a
Randomized Setting", International Symposium on Information Theory (ISIT) 2003.

T. Ho, M. M&dard, J. Shi, M. E®rosand D. R. Karger, \On Randomized Network Coding", Invited Paper, 41st
Allerton Annual Conferenceon Communication, Control, and Computing, 2003.

T.Ho, M. M&dard, R. Koetter, D. Karger, M. E®ros, J.Shi and B. Leong \T oward a Random Operation of
Networks". Submitted to Tran. Information Theory.

B. Karp and H. Kung. \Greedy Perimeter StatelessRouting" In Proceedingsof ACM Conf. on Mobile Computing
and Networking (MOBICOM), Boston, MA, 243-254,2000.

J. Kulik, W. R. Heinzelman, and H. Balakrishnan, \Negotiation-based proto cols for disseminating information

in wireless sensornetworks", Wireless Networks, Volume: 8, pp. 169-185,2002.

J. Kubiato wicz, D. Bindel, Y. Chen, P. Eaton, D. Geels,R. Gummadi, S. Rhea, H. Weatherspoon, W. Weimer,

C. Wells, and B. Zhao. \Oceanstore: An architecture for global-scalepersistert storage", In Proceedingsof ACM

ASPLOS. ACM, November 2000.

41



[35] A. Okabe, B. Boots, K. Sugihara, S. N. Chiu, K. Sugihara, S. N. Chiu, \Spatial Tessellations: Concepts and

Applications of Voronoi Diagrams"”, Wiley Seriesin Probabilit y and Statistics, 2000.

[36] S.-Y. R. Li, R. W. Yeung, and N. Cai. \Linear network coding”. IEEE Transactions on Information Theory ,
Februray, 2003

[37] M. Luby, LT Codes, In Proc. of IEEE FOCS, 2002.

[38] S. Madden and J. Gehrke. \Query processingin sensornetworks". Pervasive Computing, 3(1), January-March

2004.
[39] R. Motwani and P. Raghavan, \Randomized Algorithms", Cambridge University Press, 1995.
[40] http://lwww.comm.csl.uiuc.edu/ koetter/NW C/
[41] M. Penrose,Random Geometric Graphs Oxford studies in probabilit y, Oxford: Oxford University Press, 2003.

[42] J.S.Plank, M.G. Thomason, \A practical analysis of low-density parity-ched erasurecodesfor wide-area storage

applications" 2004 International Conferenceon Dependable Systemsand Networks, 101 - 110, 2004.

[43] S. S. Pradhan and K. Ramchandran, \Distributed source coding using Syndromes (DISCUS): Design and Con-
struction”, IEEE Tran. on Info. Theory, March, 2003.

[44] M. O. Rabin. Etcient dispersal of information for security, load balancing and fault tolerance. Journal of the
ACM, 36(2):335{348, 1989.

[45] I.S. Reed, G. Solomon \P olynomial codes over certain nite “elds", J. SIAM, 1960.

[46] A. Shokrollahi, \Raptor Codes", Digital Fountain, Inc., Tech. Rep. DF2003-06-001, June, 2003

[47] M. Raab, A. Steger, \Balls into Bins - A Simple and Tight Analysis”, Proc. of Second Int. Workshop on

Randomization and Approximation Tedniques in Computer Science.(1998), 159 - 170.

[48] A. Ramamoorthy, K. Jain, P. A. Chou and M. E®ros, \Separating Distributed Source Coding from Network

Coding", 42nd Allerton Conferenceon Communication, Control and Computing, 2004.

[49] H. Weatherspoon and J. Kubiato wicz, \Erasure Coding vs. Replication: A Quantitativ e Comparison", Proceed-

ings of the First International Workshop on Peer-to-Peer Systems (IPTPS 2002), March 2002.

[50] D. H. Wiedemann, \Solving sparse linear equations over nite “elds", IEEE Trans. on Information Theory

(1986), 54-62.

[51] S. Ratnasamy, B. Karp, L. Yin, F. Yu, D. Estrin, R. Govindan, and S. Shenker. \GHT: a geographic hash table

for data-centric storage". In workshop on Wireless sensornets and apps, 2002.

[52] D. Slepian, J.K. Wolf, \Noiseless Coding of Correlated Information Sources". |IEEE Trans. Information Theory,

IT-19, 1973, pp. 471-480.

42



