CS559 Curve Based Cryptography - Prof. Ming-Deh Huang
Scribe: Iftikhar A Burhanuddin
burhanud@usc.edu
Classes #9 - March 05, 2002

Administrivia: Scribe notes for classes #8 are online at the course web-
page: http://www-rcf.usc.edu/” mdhuang/cs599

Today’s class:

1. Explicit Definition of Weil Pairing

2. Functions and Divisors

3. Constructing functions using the doubling trick

4. Properties of Weil Pairing

I. Explicit Definition of Weil Pairing:
Let [ be a positive integer, not necessarily a prime. Given an elliptic curve
E over a field K, E/K the Weil pairing is defined as follows:

e El] X E[ll — m <K

where E[l] is the group of I- torsion points of E/K, y; is the group of the
I-th roots of unity in K and is a subgroup of K, the algebraic closure of K,
which contains all elements algebraic over K. Please note that K can be any
of a large choice of fields but we’ll be applying this pairing to the field of our
primary interest - finite fields.

This pairing has two interesting properties. Say XY, Z € E[l] and & denotes
addition on the curve and . denotes multipication in gy

1. Bilinearity:
el(XGBY, Z) = el(X, Z) . el(Y, Z)
6[(X,YEBZ) = el(X,Y) . 6[(X,Z)

2. Non-degeneracy:
for all X € E[l], e(X,Y) =1 Y = O (the point at oo)

II. Functions and Divisors

A divisor is a formal, finite sum of points in E(K) Say divisor D, is given
by D =3", a; P;, where P; € E(K),a; € Z then degree of D is defined to be the
sum of the coefficients, deg(D) := 3", a;

The set of divisors of the curve E, Div(E) forms a group and the divisors of
degree 0, Div®(E) form a subgroup of Div(E).

Div®(E) = {D | deg(D) = 0}



Let f be a (rational) function on FE, then the divisor div(f), sometimes
simply denoted by (f) is defined as

div(f) =5, aiPi — 5., b;Q; € Div®(E)
where a;, b; > 0,
P; 1s a zero of order a;
@; 1s a pole of order b;

Remark: Divisors are a way of keeping track of zeros and poles of a function
of a curve and are related to the jacobian of a curve.

Fact: Let f, g be functions on E then div(f.g) = div(f) + div(g)

Erample 1: Suppose P = (a,0) € E(K),—-P = (-a,8) = P® (—P) = O
and let ! denote the line which passes through P and —P. Then div(l) =
P+ (-P)-20

Ezample 2: Consider P,Q, R € E(K) and P @ Q = R and let [ represent
the line which passes through P, @ and —R, then div(l) = P+ Q + (—R) — 30

Lemma 1: Suppose Py, Py, P3 € E(K) and P; @ Py = P3 then there exists
a rational function (which is a quotient of two linear functions) f, such that

P1—|—P2 Idlv(f)+P3+O
subtracting 20 from both sides
= [P = 0]+ [P:— O] =div(f) + [Ps — O]

Proof: Given Py, Py, P3, there exists a line [ such that div(l) = P, + P> +
(—P3) — 30. Also there exists a line I’ such that div(l') = P3s + (—P3) — 20 =
div(l'™') = =Ps — (=P3) + 20. Let f = LU'"" then div(f) = div(ll'™") =
div(l) +div(l! Y =P+ Po,—P3—0 o

—~—

Now let’s consider a function o defined as follows:

o:Div(E) — E(f)
YuaiPp = @ia P

Remark: More generally, suppose D € Div°(E), if o(D) = P then there
exists a function f, such that D = div(f) + [P — O].
Ezample: Say P, € E(K), then ¢(P — Q) = P& (—Q)

The support of a divisor D is the set of points in the formal sum and is
denoted by supp D. Ezample: i) D = P — O, supp D = {P, O}, ii) support of
(PeX)—Xis{P®X, X},iil)) D= P+Q+R—30, thensupp D = {P,Q, R,0}

For all P € E[l], P # @ choose a divisor Dp € Div®(E) so that o(Dp) = P
and supp Dp N supp Do = @ for all P,Q € E[l],P # Q

P — O is a good candidate for Dp but to meet the disjoint support criterion
we’ll take Dp = (P @ Xp) — Xp where Xp € E(K), Xp # Xg if P # @, that
is, for each torsion point we select a different X. In fact there are infinitely

many ways to build Dp.



So now given D = Y, a; P; € Div®(E) and a function f on E such that no
point in the support of D is a zero or pole for f, it makes sense to evaluate f
at D.

Let’s define f evaluated at D as follows f(D) := [[, f(P;)%

Ezample: f(P — Q) = f P IP) and P and @ are neither zeros or poles of f.

Remark: Suppose D € Dw (E) then there’s no effect if we multiplied f(D)
by a constant ¢

ef(D) =[I; e f(P)™ = = [, £(P)™ = T, £(P)™ = f(D)

We’ve seen how to construct divisors Dp, for each [-torsion point such that
o(Dp) = P and supp Dp N supp Dg = @, for all P # Q. Next we’ll see how
to construct fp for P € E[l] such that div(fp) = {Dp. Once we’ve seen that
we can evaluate fp(Dgq) and fo(Dp) and then we’ll be ready to define Weil
Pairing as follows:

(P Q) _ 1, P=qQ
s - M, otherwise
fa(P)

III. Constructing functions using the doubling trick:

Goal: To construct fp such that div(fp) =I{Dp

Recall that ¢(D) = P € E(K), where D € Div®(E) then there exists f
such that D = div(f) + [P — O]. In particular if o(D) = O, then there exists a
function f such that D = div(f).

Suppose P € E[l], we’'ve seen how to construct a divisor Dp such that
o(Dp) = P. Now o({Dp) =1.P = O (as P is a [-torsion point) then there exists
a function fp such that div(fp) = {Dp and this gives us a proof a existence.

o(Dp) = ([P — O]) = there exists f such that Dp = div(f) + [P — O]
To be specific let’s take Dp = X — Y. So

X-Y=div(f)+[P—-0]=[X —-0]+[(-Y) = O] =div(g) + [P — O]
by Lemma 1. Also we know that there exists L such that
div(L) =Y +(-Y)-20= (-Y) -0 =div(L) - [Y = O]

Substituting we get

[X —O]l+div(L) - [Y —=0] = div(g) +[P— O]

= div(L)+[X = Y] = Jdiv(g) + [P — O]

= [X -Y] = div(g) — dw( )+ [P — O]
= div(g.L7")+ [P - O]

Observe that the degree of resulting function g.L~! is bounded as it is of
the form ﬁ, where L1, Lo, L3 are linear functions.



Consider Dp = div(f) + [P — O]. Multipling both sides by 2 gives
2Dp = 2div(f) + 2[P — O] = div(f?) + 2[P — O]

Ezxample: Suppose ! = 4, given an [-torsion point P, let’s construct a function
using a “Doubling Trick” such that the divisor of the function is 4Dp where
O'(Dp) = P.

We know that o(2[P — O]) = 2P and there exists f; such that 2[P — O] =

div(f1) + [(2P) = O]
Substituting we get

2Dp = div(f?) + div(f1) + [(2P) — O] = div(f*.f1) + [(2P) — O]
Multipling by 2 gives
4Dp = div((f*.f1)*) + 2((2P) - O]
The new function (f2.f1)? is of bigger degree.
o(2[(2P) — O]) = 4P = o[(4P) — O]

then there exists fy such that 2[(2P) — O] = div(f2) + [(4P) — O]. Substituting

we get
4Dp = div((f* 11)?) + div(f2) + [(4P) — O]

Say P is a 4-torsion point, so we’ve constructed a function whose divisor is
4Dp

Suppose | = 2l; + 1, odd number and inductively we have constructed a
function Fy such that Iy Dp = div(Fy) + [(l1 P) — O]. Multipling by 2, gives us

211 Dp = div(FY) + 2[(l1 P) — O]
On the hand
o(2[(lhP) —0]) = (2l P) = o[(201 P) — O]

then there exists g, such that 2[(l; P) — O] = div(g) + [(2[1 P) — O]. Substituing
we get

2l Dp = div(Fig) + 2[(lL P) — O]
Adding Dp on both sides we get
IDp = div(F#g) + 2[(lP) — O] + Dp
Now

o(2[(hbP)— O]+ Dp) =24,P+P=IP =0



then there exists h, such that
div(h) = (211 P) — O + Dp = IDp = div(Figh)

Fy is made up of O(logl) many functionsa and our final function Fgh has
O(Log) many functions.

Let’s try anther example, suppose [ = 11. We saw that
ADp = div(f*[1)*F2) + [(4P) - O]
Hence
o([(4P) - O]) + Dp = 5P = o[(5P) — O](+)
then there exists f3 such that [4P — O]+ Dp = (f3) + [(5P) — O]. Adding Dp

on both sides to (*) gives us
5Dp = dil’((fol)sz) + dlv(fg) + [(5P) - O]

And let Fy = (f2f1)? + f2f3 and now we can use F; to construct 11Dp
So every reduction step we add 2 more functions i.e. another function of
bounded degree.

Problem:

These functions sit in a field which contains the ground field and the (co-
ordinates of the) I-torsion points: K (E[l]). If [K(E[]):K], the degree of the
extension of K(FE[l]) over K, is resonable bounded, we are in good shape to
do computation. One such scenario is when we consider super singular curves
when [K(E[l]) : K] < 6. In general the degree is (exponentially) big.

Hence we’ve seen an algorithm to evaluate fp(Dq) in O(logl) field opera-
tions over K (E[l]).

IV. Properties of Weil Pairing:

We'll prove that (;g%gig)l = 1, and hence show how the Weil Pairing
e1(P, @) is an I-th root of unity?

Weil Reciprocity: Suppose f,g two rational functions on FE, div(f) and
div(g) have disjoint supports, then f(div(g)) = g(div(f)), that is the evaluation
of f at div(g) equals the evaluation of g at div(f). The proof is non-trivial and
we take it to be a fact.

(fr(Dq))' = fr(IDq) = fr(div(fq)) = fq(div(fr)) = fo(IDp) = (fo(Dp))!

fe(D _
= (IQEDig)l =1 o

Bilinearity:
Let P,Q,R € EJ[l]. As E[l] is a group P @ @ is also [-torsion point. We’ll
prove that the following equation is valid.

e(P®Q,R) = e (P, R)ei(Q, R)



Let’s start with the definition of the Weil Pairing and try simplifying the nu-
merator and denominator.

a(PBHQ,R) = Irao(Dr)

frR(DpPaq)

First note that o(Dp + Dg) = P& Q = 0(Dpgq) and hence there exists a
function h such that Dpgg + div(h) = Dp + Dg ()

div(fp fQ) = div(fp) + div(fq)
= IDp + ldiv(h) from (x)
= div(fpr) = ZDP@Q + ldw(h) = fp@Q + dw(hl)
= div(fp@Q) = div(fprh_l)
Therefore
freq(Dr) = (frfoh™")(Dr)
= fp(Dr)fo(Dr)h™"(Dr)
= fp(Dr)fqo(Dr)h~"(IDR)
= fp(Dr)fq(Dr)h™ (div(fr))

Next observe that

fR(DP@Q) = fR(DP + DQ — dw(h)) from (Dd)
= fr(Dp)fr(Dq)fr(div(h™"))

Finally plugging the simplied versions of the numerator and the denominator
we get,

P Dr
alPeQR) = 730
fPEDR)fQ(DR)
frR(DpP)frR(Dq)

e(P,Q)a(Q,R) o

Recall that
e Ell] X E[l] —

Say given T, P € E[l] and they are related by T'= mP, we are interested in
computing m. Choosing another point @ € E[l] we can compute a = ¢;(7T, Q)
and 3 = ¢ (P, Q).

We know that a = ¢;(T, Q) = e;(mP, Q) = (e:(P,Q))™ = ™ by property of
Weil Pairing. So ECDLP among torsion points becomes equivalent to solving
DLP in K(E[]).

If K is a finite field, then each element of K is some torsion point and so we
can employ this method. Moreover F,(E[l]) = F,: for some i. So ECDLP is
equivalent to solving DLP over an extension of the base field F,.

So given elliptic curve E/F, and points S, T, here’s an algorithm to compute
the min T'=mS



3.
4.

Say l = | < S > | and R € E[l] such that R ¢< S >& ¢/(S,R) # 1.
Picking R can be a slight problem.

. Compute a = ¢;(T, R)

Compute 3 = ¢;(S, R)
Solve for m in 3 = a in F,,(E[l])

So the running time is sub exponential in the size of F,(E[l]) and in general
the degree of the extension [F,(E[l]) : F,] is large and doesn’t give us better
than exponential in the size of F,. One exception being the super singular case.

Remark: A refinement to the algorithm is that the problem encountered in
step 1 can be avoided by working in F ()



