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Let A be a finite abelian group and x an element of A. Let y be in
the subgroup generated by x, so that y = nx for some positive integer
n. Recall that the discrete logarithm problem is to determine n in a
computationally efficient way. The computational complexity of solving
this problem when the bit size of the inputs is large is the basis of many
public-key encryption schemes used today. Two of the most important
examples of finite abelian groups that are used in public-key cryptogra-
phy are the multiplicative group of a finite field and the group of points
on an elliptic curve over a finite field (see [K| and [Mill] for the original
papers and [KMV] for a survey of work as of 2000).

In what follows below, we will assume that ¢ is a large prime num-
ber dividing the order of A and that x is an element of order £. For p a
prime number and g a power of p, we denote by F, the finite field with
q elements and by Fy its multiplicative group of nonzero elements.

Index calculus has been successful in many cases for treating the dis-
crete logarithm problem for the multiplicative group of a finite field (see
g. [Mc], §5 or [SWD]), but less so for elliptic curves over a finite field
(see e.g. [HKT] or [JKSST]). This is the first in a series of at least three
papers in which we seek to “explain” why this might be the case from
the perspective of arithmetic duality and propose a unified method for
treating both problems. We will treat the multiplicative group case in

more detail in the second paper [HR1] and the elliptic curve case in more
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2 A unified approach to the discrete log problem

detail in the third [HR2]. In [HR1] we approach the discrete logarithm
problem for the multiplicative group of a finite prime field I, by lifting
points to a real quadratic field K and deriving relations by using the
reciprocity law of global class field theory. We then prove the random
polynomial time equivalence of the discrete logarithm problem with the
problem of computing the ratios of “signatures”, which are values (in
Z/7) at places of K above p and / of local pairings of a certain Dirchlet
character of K with liftings of units of I,, to units of the ring of integers
of K. In [HR2], we pursue an analogous strategy for an elliptic curve
over [F,, using liftings of the curve and some of its points to an alge-
braic number field and computing the ratios of the pairings at places
above p and £ of the lifted points with certain principal homogeneous
spaces of order ¢ under the lifted curve. In this case, we must make the
assumption that we can find a lifted curve whose Mordell-Weil group
of rational points is of small rank and whose Shafarevich-Tate group of
everywhere locally trivial principal homogeneous spaces is finite. While
this is unproven, in general, the first condition is considered to be very
reasonable and the second is known in some cases and expected to al-
ways be true. This strategy is in contrast to previous attempts to use
index calculus in the elliptic curve case, which required lifted curves of
large Mordell-Weil rank. To distinguish our methods from those of index
calculus, we refer to them as signature calculus. The main purpose of
this paper is to introduce this method and hopefully convince the reader
that it is more robust than index calculus.

The idea of using global methods in this way was originally proposed
by Frey [F], whom we thank for inspiration, helpful discussions and
for inviting us to present our work at the Elliptic Curve Cryptography
(ECC) conference in Bochum in September 2004. Methods of this type
have also been used by Frey and Riick [FR|, Nguyen [N] and by Huang,
Kueh and Tan [HKT].

1. Global Framework

1.1. Notation and Review of Algebraic Number Theory.
This subsection is meant primarily to fix notation and to recall some
basic concepts from algebraic number theory. Let K be a field that is a
finite extension of the field of rational numbers Q. We call such a field
an algebraic number field. We fix an algebraic closure K of K and let
G = Gal(K/K). We consider equivalence classes of absolute values on
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K, which are in one-to-one correspondence with the prime ideals of the
ring of integers of K together with the absolute values obtained by the
various embeddings of K in the real or complex numbers. An equiv-
alence class of absolute value will be denoted by v and called a place.
For each v, we denote by K, the completion of K with respect to the
corresponding absolute value. This field will be either a finite extension
of the field of p-adic numbers Q,, for some prime p (nonarchimedean),
the real numbers or the complex numbers (archimedean). As most of
our discussion will pertain to abelian groups that are /-torsion, where /¢
is an odd prime number, we shall ignore for the most part the real places.

Recall that the Brauer group Br(K) is an abelian group that classi-
fies the equivalence classes of central simple algebras over K, where
two such algebras A and B are equivalent if there are matrix algebras
M, (K), M, (K) such that

A®g My(K)= B®g My (K).

We have that Br(K,) = Q/Z if v is nonarchimedean, Br(R) = Z/27Z
and Br(C) = 0. We can describe Br(K) in terms of Galois cohomology
by

Br(K)=~ H*G,K").

One of the most important results in algebraic number theory is the
exact sequence:

(#)0 — Br(K) — > Br(K,) —» Q/Z — 0.

This is the beginning of the theory of global duality, which shows how
to relate the arithmetic of K with that of all of the K. The following
subsections review this theory briefly in the context in which we shall
use it.

1.2. Reciprocity Law for the Case of Multiplicative Group.
We review the reciprocity law in this context, mostly following the expo-
sition of ([Se], Chapter XIV). Let K* denote the set of nonzero elements
of K, which is an abelian group under multiplication. A Dirichlet char-
acter x of K is a homomorphism of G = Gal(K /K) into Q/Z, which we
view as an element of the Galois cohomology group H(G,Q/Z). Let
J(x) denote the image of x under the boundary map
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H'Y(G,Q/Z) % H*(G,2)
in the long exact cohomology exact sequence associated to the short
exact sequence of G-modules with trivial action:

0—-2Z—-Q—Q/Z— 0.

Then for a € K* we consider

<x,a>=0(x)Ua e H}G,K")
under the pairing:

K*=H°G,K") x H*(G,Z) — H*(G,K") = Br(K).
If K is nonarchimedean, then Br(K) = Q/Z, so that we can view <
X,a > as an element of Q/Z. If K is an algebraic number field, x €
HY(G,Q/Z),a € K* and v is a place of K, then we can restrict x to
each K, and regard a as an element of K. We then denote the local
pairing by < Xy, ay >,. Note that if v is a place where x is unramified
and a is a unit at v, then < x4, a, >,= 0. Thus < ¥y, a, >,=0 for all
but finitely many v. Since the local pairings are compatible with the
global pairings, the exact sequence (*) above for the Brauer group of an
algebraic number field shows that we have the reciprocity law

D < Xu o >0=0€ Q/Z.

1.3. Reciprocity Law for the Case of Elliptic Curves. Let E
be an elliptic curve over K. Thus E is a smooth, projective algebraic
curve of genus 1 together with a distinguished rational point O, which
serves as the identity element in an abelian group structure on F that
can be defined geometrically by a chord and tangent method. We can
write an affine equation for £ in Weierstrass form

y* =2 +ax +b,
where a and b are in the ring of integers K with 4a3+27b% # 0. This last
condition ensures that the polynomial 2% + az + b has no double roots.
If p is a prime ideal of the ring of integers of K with residue field F of
characteristic at least 5 and p does not divide 4a> +27b2, then we get an
elliptic curve E over F. We call E a lifting of E to K. We denote by E(F)
the set of solutions of this equation with x and y in F, together with a
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point “at infinity” and by E(K)the set of rational points of FE over K.
Recall that a principal homogeneous space of E over K is a curve F' of
genus 1 over K together with a group action of E on F'. The isomorphism
classes of such principal homogeneous spaces are classified by the group
HY(G,E(K)), where G = Gal(K/K). A principal homogeneous space
is trivial if and only if it has a rational point over K, in which case
it is isomorphic to E over K. Thus any principal homogeneous space
becomes isomorphic to E over a finite extension of K. Let () be a point
of . Then we consider the pairings

< a,Q > Br(K)

< Qyy Qp >9€ BT(KU) = @/Z

These are not as easy to describe explicitly as in the case of the multi-
plicative group, but we give here a quick if somewhat terse definition.
Given an abelian variety A over K, let A denote its dual, which is
Ext} (A, G,,), where Gy, is the multiplicative group scheme and the
FExt is taken in the category of algebraic groups over K. An elliptic
curve is self-dual, so that we can identify E(K) with Extk (E,Gy,).
Given Q € E(K), represent it as a 1-extension of algebraic groups using
this identification

0—-G, > X—-FE—Q0,
and let

(%) 0 - K — X(K) = E(K) — 0
be the short exact sequence of K-points of these groups. Then given

an element o € H'(G, E(K)), let dg(a) be the image of o under the
boundary map:

HY(G, B(R)) % HY(G.K)

in the long exact cohomology sequence obtained from the short ex-
act sequence (**). We can make a similar definition over the nonar-
chimedean fields K, for « € HY(G,, E(K,)) and Q € E(K,) to get
< a,Q >,€ Br(K,) 2 Q/Z. For a € H(G,E(K)) and Q € E(K) we
denote by o, the image of a in H*(G,,, E(K,)) (which may be zero) and
by @, the image of @ in F(K,). We then have that < «,, @, >,= 0 for
almost all v and the reciprocity law:
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D <y, Qu>y=0¢€Q/Z.

2. The Index Calculus Method

The basic idea in our unified approach for discrete-log problems is as
follows. Suppose we lift the problems from a finite field F,, to a global
field K where discrete logarithms are preserved at a place over p. The
reciprocity laws then allow us to distribute information of the discrete
logarithms among a set of places. This set of places depend on the choice
of a Dirichlet character (resp. homogeneous space) and the manner of
lifting. In this section we demonstrate how the classical index calculus
method emerges in this context as the result of one particular choice of
Dirichlet character and method of lifting.

Let p and ¢ be odd primes such that p=1 (mod ¢) but p # 1 (mod ¢?).
Suppose ¢ = s" in F) [¢] and n is to be computed, given s and ¢. Let K
be a number field with a place v over p such that the residue field F,
is isomorphic to . Let a, 5 € Ok be lifting of s and r = s (with a
random) so that @ = s (mod v) and § = r (mod v). Then the relation
r = "t is preserved at v in the sense that 3 = o+ for some v € O,
Therefore for all x € HY(K,Z/IZ), < x,3 >y= (a +n) < X, >,. It
follows that

(@+n) <x,0>p=<x,B>=—3 <X,8>.
UFV
Note that if y is ramified at v, then < x,a >,% 0 since the class of «
generates Oy /¢ = I/ = F[(].

In particular by choosing K = Q, lifting s to s (considered as an integer),
targeting the lifting » to some 8 which is smooth over a factor base, and
choosing x to be ramified only at p,

(+n) <X,8>p=<X,8>p=— Y _eg <X, >
q

where 0 =[] g4 If 3 is B-smooth then we get a linear relation modulo

¢ of n and and < x,q >, (< x,8 >p) "}, ¢ < B, and O(B) relations will
allow us to solve for the unknown quantities, including n. What we have
derived is in essence the classical index calculus method.
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The reason why index calculus is viable in the multiplicative case is due
to the fact that locally unramified Dirichlet characters are nontrivially
paired with primes. In particular, < x,q >4# 0 if x is unramified and
nontrivial at g. Similar observation holds for K being a number field as
well.

In contrast, for an elliptic curve E defined over a number field K, though
we similarly have from reciprocity law

0:Z<Xv7av >
v

for y € HY(G, E(K))[¢] and a € E(K), the local duality dictates that
< Xu, Q >y is trivial where E has good reduction at v and E(K,)// is
trivial, which is most likely the case where the norm of v is smaller than
£. This makes the smaller places irrelevant and seems to have inherently
inhibited index calculus from working for elliptic curves.

3. Review of cohomology

The idea of the index calculus method is to reduce the discrete-log com-
putation from one prime to a set of smaller primes. A different strategy
is to shift the problem from one prime to another where the problem
may become easier. To this end we would like to be able to construct
Dirichlet characters and homogeneous spaces with prescribed ramifica-
tion. The remainder of this paper is devoted to a uniform theoretical
treatment of this issue, followed by a brief discussion of the resulting
strategy for solving the discrete logarithm problem in the multiplicative
case and the elliptic curve case. The actual algorithms will be presented
in [HR2] and [HR3].

Before describing our approach, we need to recall the six functors of
sheaf theory in algebraic geometry and a bit about the cohomology of
number fields. Everything described here is well-known, but we try to
put it in one place for the convenience of the reader. The basic refer-
ences are [MET], [MAD] and [Ma].

Let X = Spec(Ok), where K is an algebraic number field. Let U be a
nonempty open subset of X and Z the complement. Thus U consists of
all but finitely many places of K. We denote by j the inclusion of U in
X and by ¢ the inclusion of Z in X. Then we have the six functors:
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JusG* 0,7, 71 and i'. The first four are familiar, given by direct and
inverse image. The functor ji is extension by zero and 4" is to form the
subsheaf with support in Z. We have the sequences of adjoints:

it i i
As it can be difficult to remember which functors are adjoint to which,
here is a rule of thumb: A functor with an upper star (e.g. i*) is always
left adjoint to a functor with a lower star (e.g. i.). If you can’t make a
sequence of three functors, each left adjoint to the one to its right, then
you have not recalled them correctly. Recall that the cohomology with

compact support of U with values in a sheaf F' is the group H WX, 5 F).
It is denoted by H.(U, F).

We will consider exclusively sheaves and cohomology for the small étale
site on X, which means that we consider the category of schemes that
are étale over X with the étale topology (see e.g. [MET], Chapter II,
§1 and Chapter III for more details). Let F' be any sheaf on X and v
a closed point. Then we have the cohomology with support H! (X, F),
which may also be described as H(v,i'F). Let A" be the Henselization
of X at v. This is a direct limit over étale neighborhoods of v in X; that
is, the direct limit over rings A; such that A; is étale over the local ring
of v in X and such that there is a closed point w of Spec(A4;) lying over
v with the same residue field. By excision, we have:

Hi(X, F) = Hy(A}, F).
This provides a useful way of computing this cohomology. If K, is the
fraction field of A”, then we have a long exact sequence:

- Hy(A}, F) — H'(A},F) — H'(K,,F) — H*'(A}, F) - .
If F' is a sheaf of the form 5 G, for a sheaf G on U, then we have that:

H'(Ky, F) = Hy" (A} F)
for v € S (see [MAD], Proposition 1.1, page 182). Thus for a sheaf of
the form 751G, we have a long exact sequence

- Hy (X, 31G) = HY(X, jG) — H'(U, j*j1G) — HZ (X, jiG)
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and using the result just mentioned and the identifications

we get the exact sequence:

- H\(U,G) — H'(U,G) - P H'(K,,G) > HTHU,G) -~ .
vEZ

4. Duality

4.1. Number Fields. Recall that an étale sheaf F' of Z/¢Z-modules
on U is called locally constant if there is a finite étale morphism V — U
such that the pullback of F' to V is a constant sheaf. F' is constructible
if there is a nonempty open subset V' of U such that the restriction of
F toV and to U — V are locally constant with finite stalks. Examples
of such sheaves that will be important for us include Z/¢Z and p,, the
sheaf of /-th roots of unity. Note that u, is not locally constant if £ is
not invertible on U. We then have the following theorem

THEOREM 1. (Artin-Verdier duality; see e.q. [MAD], Chapter II, §3,
Corollary 3.2) Let G be a constructible sheaf of Z/¢Z-modules on U.
Then there is a nondegenerate pairing of finite groups:

H\(U,G) x Ext}7 (G, Gp,) — Q/Z.

LEMMA 1. (see e.g. [MAD], Chapter II, §1, Proof of Corollary 1.10a)
If G = pyp with £ invertible on U, then we have

Ext} (1, Gm) = H (U, Z/VZ,).

Then the exact sequence (*) gives after applying Artin-Verdier duality
the Poitou-Tate exact sequence:

0 — HU, ) — € H (Ko, o) — H*(U, ZJIZ)* —
vEZL
H'(U, o) — @ H' (Ko, pe) — H' (U, Z/02)" —
vEZ

2(U, pe) — @ H* (Ko, o) — H(U, Z/¢Z)* — 0.
veZ
Here, for an abelian group A, A* denotes Hom(A, Q/Z). We are mainly
interested in the part
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(%) H'(U, 1) — @ H' (Ko, o) — H' (U, Z/(L)".
veS
If the order of the class group of K is not divisible by £, then the last
map in this sequence is surjective (see [HR2]).

4.2. Elliptic curves. Let E be an elliptic curve over a finite prime
field F, that has a rational point of prime order ¢. Suppose that E
is a lifting of E to an algebraic number field K in which p and ¢ split
completely. Let £ be a smooth proper model of E over an open subset U
of the ring of integers of K on which ¢ is invertible and put S = X — U.
Recall the Shafarevich-Tate group

I(E) = ker[H' (K, E) — P H'(K,, B)],
allv
where the sum runs over all places of K. It is conjectured that II(E) is
finite for any elliptic curve over a number field, but this is not known, in
general. It has been proved in many cases for E of small rank. In what
follows we will need to assume this. Then we take G = £ in the exact

sequence (*) above and use the duality theorem for abelian varieties (see
[MAD], Chapter 3, §5, Theorem 5.2) together with the identification

Exth(£,Gp) = E(U) = B(K),
to get the exact sequence:

(x%) E — P EE)Y - H(U,E){e}" -
veES
Here (¢) denotes completion with respect to subgroups of -power index
and {¢} denotes the ¢-primary part. This sequence is usually called the
Cassels-Tate exact sequence.

5. Applications to the discrete log problem

Our approach to the discrete log problem for the multiplicative group of
a finite field uses the Poitou-Tate exact sequence (*) in §4.1 above. For
the discrete log problem for an elliptic curve E over a finite field with
a point of order ¢ and a suitable lifting F of E to an algebraic number
field K, we will use the Cassels-Tate sequence (**) in §4.2, where U
is an open subset of Spec(Ox) on which E has good reduction and ¢
is invertible, and £ is a smooth proper model of E over U. In each
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case, the method will be to find a suitable element of H'(U, G) of order
¢ against which to “test” a lifting to K of an element over the finite
field whose discrete log we seek to compute and then use the reciprocity
laws that are encoded in the exact sequences to compute the discrete
logs. To find such an element, we use the following basic strategy. In
the multiplicative group case, look for an algebraic number field K such
that the Fy-dimension of the first term of (*) is smaller than that of the
second. This will then guarantee the existence of an element of order /¢
in H'(U, G). This can be accomplished by taking for K a real quadratic
field in which ¢ and p split, taking for U the complement of the set
consisting of both primes above ¢ and one w above p, and making the
mild hypothesis that the fundamental unit is not an /-th power in at
least one of O, = Z; or Oy, = Z, (this last hypothesis will guarantee
that we have the desired ramification at the primes above ¢ and p; see
[HR2]). In the elliptic curve case, we look for an algebraic number field
K together with an elliptic curve E/K that lifts E, such that F(K) is
of small rank, e.g. < 2. This is much trickier, but we believe that it is
very reasonable, heuristically. We also assume that at least one of the
generators of the torsion-free quotient of E(K) is not divisible by ¢ in
E(K,) for all u € T', where T consists of one place above p and both
above ¢ in a quadratic extension K/Q in which both p and ¢ split. For
more details, see [HR3].
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