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Introduction

This is the third in a series of papers in which we develop a unified
method for treating the discrete logarithm problem (DLP) in various
contexts. In [HR1], we described a formalism using global duality for a
unified approach to the DLP for the multiplicative group and for elliptic
curves over finite fields. The main tool to be employed is what we call
signature calculus. In [HR2], we used signature calculus to study the
DLP for the group F) of invertible elements of the finite prime field,
Fp. In this paper, we use the method to study the DLP for the group
E(F,) of rational points of an elliptic curve E defined over F,. Recall
that in this context, the DLP is formulated as follows: let #E(F,) = £
be prime and Q a point in E (F,) of order £. Suppose we are given an-
other element R. Then the DLP is to determine n so that R = n@ in a
computationally efficient way. The expected computational complexity
of this problem is the basis of elliptic curve cryptography.

We approach the discrete logarithm problem for E(Iﬁ‘p) by lifting the
two elements whose relation we seek to compute to E(K) where E is
an elliptic curve over an algebraic number field K, and use a suitable
principal homogeneous space under E over K to “test” the lifting, and
derive relations by using the reciprocity law. We then prove the ran-
dom polynomial time equivalence of the elliptic curve discrete logarithm
problem with the problem of computing the ratios of “signatures” of
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2 The Elliptic Curve Case

certain principal homogeneous spaces.

The unifying approach based on global duality provides an ideal setting
to investigate the feasibility of the index calculus method for discrete log-
arithm problems. In [HR1] we show that in this setting, index calculus
method arises quite naturally for the discrete-log problem in the mul-
tiplicative case and the corresponding signature computation problem.
We will show that, in contrast, a similar method cannot be fashioned
for the elliptic curve case, and that the success in one case and the lack
thereof in the other is due to the difference of nature in the pairings
involved.

Although we show that the testing principal homogeneous spaces exist, it
remains an interesting question how they can be explicitly constructed.
A partial solution for the construction will be presented in the Appendix.

1. The Global Framework for ECDL

Let E be an elliptic curve over a number field K. Thus E is a smooth,
projective algebraic curve of genus 1 together with a distinguished ra-
tional point O, which serves as the identity element in an abelian group
structure on E that can be defined geometrically by a chord and tangent
method. We can write an affine equation for £ in Weierstrass form

y? =2+ ax +b,
where a and b are in the ring of integers K with 4a® + 27b% # 0. This
last condition ensures that the polynomial 23 + az + b has no double
roots. If p is a prime ideal of the ring of integers of K with residue
field F of characteristic at least 5 and p does not divide 4a3 + 2702,
then we get an elliptic curve E over F. We call E a lifting of E to
K. We denote by E(F) the set of solutions of this equation with
and y in F, together with a point “at infinity” and by E(K)the set of
rational points of E over K. Recall that a principal homogeneous space
under E is a smooth curve F' together with a simply transitive algebraic
group action of £ on F. The isomorphism classes of such principal
homogeneous spaces are classified by the group H'(G, E(K)), where
G = Gal(K/K). We also write H(G, E(K)) as H'(K, E). A principal
homogeneous space is trivial if and only if it has a rational point over
K, in which case it is isomorphic to F over K. Thus any principal
homogeneous space becomes isomorphic to E over a finite extension of
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K. Let « € HY(K,FE) and Q € E(K). Let v a place of K, and K, the
completion of K at v. Then we consider the pairings < «, Q >€ Br(K)
and < au, Qy >v€ Br(K,) = Q/Z (see [HR1] for details). We will be
interested in the situation where o € H'(K, E)[f], in which case we have
the following commutative diagram:

E<Il<)/€ x Hl(KiE)[ﬁ] - Br(if’)[f]
E(K,)/¢ x HYK,E)] — Br(K,)

In the case of the local field K,, the pairing is perfect. For ¢ €
HY(K,,E)[f] and 8 € E(K,), let < v¢,3 >€ Z/{Z denote the result
of the paring on [ and v, where we identify Br(K,)[¢] with Z/¢Z by the
invariant map.

For x € HY(K,Z/{Z) and a € K*, let < X, >,=< Yo,y >.
The fundamental sequence

0 — Br(K) — @Br(K,) 2" Q/Z — 0

and the commutative diagram above imply that for x € H'(K, E)[/]
and o € E(K),

O:Z<X,a>y.
v

LEMMA 1. Let K, be a local field with finite residue field k. Let E be an
elliptic curve defined over K, with good reduction.
(1) Suppose the characteristic of k is £. Then H'(K,, E)[{] = Z/{Z
if Ky = Qg and £ [/#E(k).
(2) Suppose the characteristic of k is not £. Then
(a) H'(Ky, B)[0) =0 if  /#E(k);
(b) HY(K,, E)[0) = Z/VZ if £ | #E(k) but 02 |/#E(k).

Proof
From
0 — F(K,) — EK,) — Ek) — 0
L e 1 e 1 e
0 — F(K,) — EK,) — Ek) — 0
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we get by the snake lemma

0 — B (K,)[f] = E(K,)[(] — E(k)[(] = E1(K,)/tE1(K,)
— E KU)/EE( ) (k‘)/gE( ) — 0.

Suppose £ does not divide the order of E(k:) then E(k)[(] and E(k)/(E(k)
are both 0. Hence E(K,)/{E(K,) = E1(K,)/lE1(K,).

Suppose v |[/¢. Then E(K,)/lE\(K,) = 0, hence E(K,)/lE(K,) =
E(k)/tE(k).

Hence if ¢ does not divide the order of E(k) and v /¢, then E(K,)/(E(K,) =
0, and by virtue of the local duality, H'(K,, E)[¢] = 0.

Suppose |E(k)| is divisible by ¢ but not ¢2, then E(k
Suppose moreover that v |[/¢. Then E(K,)/(E(K,)
ZJ¢Z, and by virtue of the local duality, H'(K,, E)[{] =

JLE(k) = Z/(Z.
E(k )/EE( ) =
ZIUL

Suppose v[¢ and K, = Qy , then Ey(K,)/CE1(K,y) = Z/{Z. 1f moreover
|E(k)| is not divisible by ¢, then FE(K,)/{E(K,) = E1(K,)/{E1(K,) =
707, hence HY(K,, E)[f] = Z/¢Z by virtue of local duality.

~—

||2

This completes the proof of the lemma.

2. Principal Homogeneous Spaces ramified over p and /

Throughout this section, let p, ¢ be odd, rational primes. Let K/Q be
a real quadratic extension. Let X = Spec(Ok). Let ¥ be the set of all
places at which E has bad reduction, together with all the archimedean
places. Let £ be a smooth proper model of F over the open subset
X =2

PROPOSITION 1. Let S be a finite set of places of K containing all bad
reduction places of E and the places above €. Then if NI(E){{} =0, we
have the exact sequence:

K)/t — [] E(K,)/t — (H'(Os,€)[)* — 0.

vES

Proof:Consider the Cassels-Tate exact sequence
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B(K)Y — [] E()© — H'(0s.£){¢)" — W(E){¢} 0.
veS

LEMMA 2. Let B be a torsion abelian group. Then we have

Bl{)]* = B*/¢B*
and

B{6}* = B*®
Proof:

Consider the tautological exact sequence:

0— Blf| -~ B-5B— B/tB— 0.

Since * is an exact functor on the category of locally compact abelian
groups, we get the exact sequence:

*

0— (B/tB)* — B* 5 B* — Bl — 0.
This completes the proof of the lemma.

The proposition follows from the lemma, the assumption that II(E){¢} =
0 and the Cassels-Tate sequence above.

For the remainder of this section we assume that p and £ split in K, and
E has good reduction at p and ¢, with #E(F,) = £ and ¢ # #E(F,).
Moreover we assume that ¢ is sufficiently large so that E(L)[(] is triv-
ial for all quadratic extension L over Q. Finally, we assume that the
discriminant of E is small compared to ¢, which implies that for a bad
reduction place v not dividing ¢, we have E(K,)/¢ = 0. To see this
we note that the discriminant being small implies that the places of
bad reduction do not divide ¢, and ¢ does not divide the order of E(k),
where k is the residue field of K,, and it follows from the argument in
Lemma 1 that Ey(K,)/¢Ey(K,) = 0. Since the order of the j-invariant
of E at v is not divisible by ¢ and ¢ is greater than 3, the cardinality of
E(K,)/Ey(Ky) is not divisible by ¢ (see for example Cor 9.2, p. 362, of
[Si]). Hence E(K,)/l = 0.

PROPOSITION 2. Let S be a finite set of places of K containing all bad
reduction places of E and the places above £, but no other places away
from £ and p. Suppose
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(1) Hi(E){¢} = 0;
(2) the map E(K)/t — E(K,)/l ® E(Ky)/l is an isomorphism,
where u and u' are the two places of K over (.
Then the Fy-dimension of HY(Og,&)[f] equals n(S) — 2 where n(S) is
the number of finite places in S — X.

Proof: Since IH( ){¢} = 0, we have the exact sequence
K)/¢ = [] B /0= (H'(Os,€)0)" = 0

veS
by Proposition 1. The middle group in the sequence [],.q E(K,)/{ is
isomorphic to the direct sum of n(S) copies of Z/¢Z by Lemma 1. Since
the map

B(K)/t — E(K,)/t & B(K./)/{ = L)(L& L)L

is an isomorphism, it follows that the image of the map

K)/t— ] E(x
veES
is isomorphic to Z/¢Z & Z/¢Z. Hence the F,-dimension of H(Og, &)[/]
equals n(S) — 2.

PROPOSITION 3. Let S be the set consisting of all bad reduction places
of E, together with the two places u and u’' over £, and one place v over
p. Suppose

(1) m(E){¢} = 0;

(2) the map E(K)/l — E(K,)/t® E(Ky )/l is an isomorphism.
Then the Fy-dimension of H'(Og, E)[{] is one. Moreover every nontriv-
ial element of HY(Og, E)[{] is ramified at v.

Proof Suppose u,u’ are the places over ¢, v,v’ the places over p. Let
R =Y U{u,u'} and T = ¥U{u,u’,v}. Then from Proposition 2 we know
that H'(Og, £)[¢] has dimension zero and H'(Or,£)[f] has dimension
one. So there exists x € HY(Or,E)[¢] — H(Og,)[¢] and x must be
ramified at v.

For w = u,v/,v, let R, € E(K,) — {E(Ky), so that the class of Ry,

generates E(K,,)/¢. Then Proposition 3 implies that < x, R, >,% 0 for
. Ru>u <XoRuy>uy -

any nontrivial x € H1(Og, )[f]. Moreover, <2§7Rv;v7 <>§<,Ru>u ) is the

same for all such y. We call this pair the signature of H*(Og, £)[¢] with
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respect to R, R,y and R,.

We remark that in the proposition above the assumption that the map
E(K)/t — E(K,)/t® E(K,)/¢ is an isomorphism can be replaced by
the assumption that the image of F(K)/¢ in E(K,)/¢{® E(K,/)/¢ and
in E(K,)/l & E(Ky)/l® E(K, )/l are both of F;-dimension two.

Suppose in addition to the map E(K)/{ — E(K,)/{®E (K, )/l being an
isomorphism, we assume that the map E(K)/¢ — E(K,)/{ is nontrivial.
In this case we may form R,,’s as follows. Let @), R € E(K) so that their
classes genrerate E(K)/¢. Suppose without loss of generality that the
class of @) is nontrivial in E(K,)/¢ and the class of R is nontrivial in
E(Ky)/t. As E(K)/t — E(K,)/? is nontrivial, the class of either @) or
R is nontrivial in E(K,)/¢. Suppose without loss of generality the class
of @ is nontrivial in F(K,)/¢. Then we may take R, = Q, R, = Q and
R, =R.

3. ECDL and Signature Computation

In this section we show that the elliptic curve discrete logarithm prob-
lem is random polynomial time equivalent to computing the signature of
homogeneous spaces with prescribed ramification as described in Propo-
sition 3.

ECDL: Given an elliptic curve E defined over a prime finite field F,
with #E(F,) = ¢ being prime, and two non-zero points @ and R in
E(F,), to determine m so that R = mQ).

Homogeneous Space Signature Computation: We are given an
elliptic curve E defined over Q, a real quadratic field K, primes ¢ and p,
places u and ' over £ and a place v over p. We assume the conditions
in Proposition 3 are satisfied, hence we are also given @), R € F(K) such
that @ # 0 (mod (E(K,)) for w = u,v and R # 0 (mod ¢E(Ky)).
For the set S consisting of u,u’,v and all places of bad reduction of
E, we are to compute the signature of H!(Og, £)[f] with respect to Ry,
w = u,u',v, where R, € E(K) and R,, generates E(K,,)/{E(K,). (One
convenient choice would be R, = @, R, = @ and R, = R.)

THEOREM 1. The problems ECDL and Homogeneous Space Signature
Computation are random polynomial time equivalent.
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For the proof of the theorem, we first give a random polynomial time
reduction from ECDL to Homogeneous Space Signature Computation.
This part of the proof depends on some heuristic assumption which will
be made clear below.

Given E/F, where E(F,)[f] =< Q >, and R, to compute m so that
R=mQ.

1. Construct E/Q with Q € F(Q) such that Q = Q mod p. This
can be done as follows. Suppose E is specified by an affine equation
y? = 23 4+ ax + b where @ = a mod p, b = b mod p with 0 < a,b < p and
Q = (umod p,v mod p) with 0 < u,v < p. Choose a random integer
r,0<r <p, and let Q = (u,v + rp). Let b, = (v +rp)? — (u + au).
Then @ € E,(Q) where E, is the elliptic curve with the affine equation
y?> =23 4+ ax +b,. Set E = E,. The point Q cannot be torsion for oth-
erwise it would have to be in E(Q)[¢], which has no non-zero point since
¢ is big. The height of @ is far smaller than that of a point in £E(Q), so
Q is not in £E(Q). Since E(F,)[¢] = Z/(Z, E(Q,)/¢ = E(F,)/¢ = Z./IZ
and the class of () generates E(Q,)/Y.

2. Check that E has good reduction at ¢ and that | E(Fy)| is not divisible
by £. Otherwise, go back to 1. to find a different F.

3. Lift R to R € E(K) where K/Q is a quadratic extension in which
p and £ both split. This can be done as follows. Suppose F is defined
by the affine equation 32 = 23 4+ az + ¢. Suppose R = (i (mod p),v
(mod p)) with 0 < p,v < p. Choose a random positive integer r < p.
Set pr = p+rp. Let 8 be a root of y? = u2 + ap, +c. Then (py, 3) is a

lift of R in E(K) where K = Q(). By construction p splits in K,
E(K,)/t = E(Q,)/t = E(F,)/{ = Z/IZ

and R—mQ@ € (E(K,). Check that ¢ splits in K and that the images of
R and Q in E(K,)/l & E(K, )/l are independent; otherwise repeat the
above steps with a different r until a suitable K is found. Say the class
of @ is nontrivial in E(K,,)/¢ and the class of R is nontrivial in E(K,/)/?.

4. Compute the signature (o, 3) of H'(Og, £)[f] with respect to R, = Q,
R, = Q and R, = R, where S is the set consisting of u,u’,v and all
places of bad reduction of E. Then for all nontrivial y € H'(Og, &)[/],
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<XQ>u _ SR>
<XQ>v and [ = <XQ>w

o =

5. Identify K, with Q; and compute n so that R = n@Q (mod (E(K,))
as follows. Compute d = |E(F;)|. Observe that dQ and dR are both in
E1(Qg). Compute n such that n(dQ) = (dR) (mod ¢) in E1(Qg). Then
d(n@Q — R) = £Z for some Z € E1(Qy). Since d is not divisible by ¢,
d~' € 7y, 50 nQ — R =d~YZ = 0(d~' Z) € LE(Qy).

6. Now

0= Y <x.BR>y

we{v,uu'}

= m<X,Q >y <X, Q >y + < X, B>y .

From this we get m+na+ =0 (mod ¢). Hence m can be determined.

We make the heuristic assumption that it is likely for £ and K to sat-
isfy the conditions in Proposition 3. Note that by construction E(Q)
is of rank at least one. The points () and R are likely to be integrally
independent in F(K) as they both have small height by construction.
So E(K) is likely to be of rank at least two and we make the heuris-
tic assumption that with nontrivial probability its rank is exactly two.
Moreover, since @ € E(Q) and R € E(K) — E(Q), the images of @
and R are likely to be independent in E(K,,)/{® E(K,)/¢, heuristically
speaking.

Next we give a random polynomial time reduction from Homogeneous
Space Signature Computation to ECDL.

For any nontrivial x € H'(K, E)[{] that is unramified away from u, u’
and v, we have

<X7Q>v+<X7Q>u+<X7Q>u’ = 07
<, R>+<x,R>+<x,R>y =

Suppose @ = ay Ry (mod (E(Ky)) and R = by Ry, (mod (E(K,)) for
w = u,u’,v. Note that from Lemma 1, a, and b, can be computed by
solving ECDL on the reduction of £ modulo v. On the other hand a,,,
by for w = u, v, can be computed in a manner as described in Step 5
above.



10 The Elliptic Curve Case

Then we get
ay < X, Ry > +ay < X, Ry >y +ay <X, Ry >y = 0,
by < x, Ry >y by < X, Ry >0 +by < X, Ry >y = 0

Condition (2) of Proposition 2 implies that the two relations above are

linearly independent. From these we can compute the the signature of

. s (XGRS OGRS
x; that is (<x,Rv>v’ R ).

4. Feasibility of Index Calculus

In reducing the discrete-log problems to the signature computations,
the basic idea is to lift elements from a finite field ), to a global field
K where discrete logarithms are preserved at a place over p, then pair
the elements with testing Dirichlet characters in the multiplicative case
[HR1], or principal homogeneous spaces in the elliptic curve case. The
reciprocity laws then allow us to distribute information of the discrete
logarithms among a set of places. This set of places depend on the choice
of a Dirichlet character (resp. homogeneous space) and the manner of
lifting. In this context, the classical index calculus method emerges in
this context as the result of one particular choice of Dirichlet character
and method of lifting [HR1]. We note that one important reason why
index calculus is viable in the multiplicative case is due to the fact that
locally unramified Dirichlet characters are nontrivially paired with non-
units. This makes it possible for small primes to play a role in forming
relations among values of local pairings. For the elliptic curve case,
pairing a principal homogeneous space x and a global point « yields

similarly a relation:
0= Z <X, >y
v

In this case, a locally unramified principal homogeneous space at a good
reduction place is simply trivial. From Lemma 1 we see that in the sum
above we have nontrivial contribution from a place v |/£ (and where
E has good reduction) only if ¢ divides #FE(F,). Since #E(F,) is of
the order #IF,, which is the norm of v, we see that the finite places of
good reduction that are involved in the sum are all of large norm. As
for the bad reduction places, the heuristic assumption that we discussed
just before Proposition 2 implies that these will not play any role in this
sum, since it will be likely that E(K,)/¢ = 0 for such places v, because v
is of small norm. This explains why the index calculus method is lacking
in the case of elliptic curve discrete logarithm problem.
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Appendix: Concrete construction of the testing principal
homogeneous spaces

In the following lemma, K can be any number field where our lifted
elliptic curve E is defined, G = G(K/K), H is the subgroup of G
corresponding to K(E[l]), so H is normal in G and G(K(E[l])/K) is
isomorphic to G/H.

LEMMA 3. (1) Every 1-cocycle of G with values in E[l] representing
an element of HY (K, E[l]) induces a G-homomorphism from H

to E[l].
(2) Every G-homomorphism from H to E[l] determines a Kummer
extension over K (E[l]) of degree 0 or 1 or 1> which is Galois

over K. Moreover it gives rise to some (non-unique) element
of HY(K, El]), if G(K(El]))/K) is of order prime to .

Proof (1) Let F be a 1-cocycle of H'(K, E[l]). Then for all 0,7 € G,
F(or) = oF (1) + F(0). Suppose o,7 € H. Then oF (1) = F(1) since
F(7) € EJl]. Hence F is a group homomorphism when restricted to H.
For o0 € H and 7 € G, let 07 = 7077}, then 07 = 70, so F(o77) =
F(r0). Now,

Fo™r) = o"F(r)+F(oc")=F(1)+ F(o7)
F(ro) = 71F(0o)+ F(71).

Hence F(0™) = 7F(0), and it follows that F' is a G-homomorphism
when restricted to H.

(2) Let H — E]l] be a G-homomorphism. Let Hp be the kernel of f.
Then H, is G-invariant, hence the fixed field L of Hy is Galois over
K. Moreover as G(L/K(E[l])) = H/Hy injects into E|[l] and K(E[l])
contains all [-roots of unity, the extension L/K (FE[l]) must be Kummer
of degree 0 or [ or I2.

Let G = G(L/K) = G/Hy and H = G(L/K(E[l]) = H/Hy. We can
regard f as an G-homomorphism from H to E[l]. Since G is an extension
of H by G/H, and the orders of H and G/H are relatively prime, it
follows from Schur-Zassenhaus Lemma that G is a semi-direct product
of H and G/H. Hence there is a subgroup A of G isomorphic to G/H,
such that AN H = {1} and G = HA. We extend f to G by setting
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f(r) = 0 for all 7 € A and then for all ¢ = o7 € G with 0 € H and
T € A, setting f(o7) = f(0). Note that f(g) is well-defined since o and
7 are uniquely determined by g. To check that the 1-cocycle condition
is satisfied, suppose o; € H and 7; € A for i = 1,2. Then since

(o171)(02T2) = 0105 T1 T2,

f((o1m1)(o2m2)) = f(o105' TiT2) = f(0105").

Since f restricts to a G-homomorphism on H,

flor03') = flo1) + f(03') = f(o1) + 11 f(02).
On the other hand, o171 f(02m2) = 71 f(02) and f(o171) = f(01), so
o171 f(o2m2) + f(o1m) = f(o1) + 11 f(02).
Therefore

f((o1m1)(02m2)) = o171 f(0272) + f(o171).

That is f is a 1-cocycle for H'(G, E[l]). Finally, f yields an element of
H(K, E[l]) by the inflation map.

The recipe First we list the basic ingredients for constructing an ele-
ment in H!(K, E[l]).

(1) Some P € E[l] and m € K(P) so that P reduces modulo a p to some
point in E(IF,) and there is a 1-1 correspondence between the conjugates
of 7 and the conjugates of P. That is,

{omlc € G} = {m1,...,;"m}
{oPlc € G} = {P,..., Py}
with 7 = 71 and P = Py, and for 0 € G = G(K /K),
om, = m; & obP; = Pj.

(2) A basis S and T for E[l] with respect to which E[l] is identified with
F? and every 7 € G(K (E[l]/K) is represented by an element in G La(IF;).
A map

F?2 % 2 ost
A= p(N)
E S &
po o= o(p)
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Construction Suppose with respect to the chosen basis, p(F;) is rep-
resented by (e;, f;) € F7. Set

m

_ e

A1 = H’/Ti
=1
m

_ fi

Ay = Hﬂ'i
=1

Let aq, ag and L be such that

L = K(E[l])(a,a)

Fix some ¢ € y. For all 0 € H = G(L/K(E[l])), if

0(041) = Oélci

olaz) = o’
then set f(o) =55 —iT.
Claim L/K is Galois and f is a G-homomorphism from H to E[l] where
G = G(L/K). Consequently, f gives rise to an element of H'(K, E[l])
in the manner discussed in the previous lemma.

The Claim is justified below. First we show that L/K is Galois. Let
7 € G = G(K/K). When restricted to K (FE]l]), T is represented by some

matrix ) with respect to the chosen basis S and T for El]. We

a c

b d

will denote this matrix also by 7 and hence its transpose 7 = ( Z Z > .
m

TA = H(Tm)ei

TAy = H(Tﬂ'i)fi
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Suppose 7P; = P;. Then from (2) (of Recipe),

(3)=(28)(5)=(5) tmean

So
) ) b+l
(rm)% = 77? = 7r;.169+ Jit * for some z,
) ) cej+df+1
(Tm)fz — ijl =, itdf y,for some y

It follows that
A = AYAS
Ay = ASAR
for some u,v € K(E[l]), and that
7(af) = (afaju)’,
therefore,
ron = afaducy,
for some (; € py. Similarly,
T = afaduly,

for some (3 € p;. Hence Tay, 7ae € L, so L/ K is Galois.

It is clear from the construction that f is a group homomorphism from
G(L/K(E[l])) to E[l]. Now we verify that for o € G(L/K(FE[l])) and
T € G(K(E[])/K), f(o7) =7f(0).

Let the inverse of the matrix for 7 be

a ¢\ 51 d —c
vod ) -b a
where J is the determinant of the matrix for 7.
Then by the argument above,
7y = af o /Gy
for some v’ € K(E[l]) and (3 € .
Suppose o = o} and oag = o). Then
7o (01) = 70(af 0§ u'Gs) = T(af S u () = agr (¢,
Note that
m(e)(S,T)) = e)(1S,7T) = e(aS + bT, ¢S + dT) = ¢,(S,T)°.
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Hence 7¢ = (%, and so

o7 () = ay O+,
Similarly,

o7 (az) = (O +id),
Hence

F(o™) = 4(id +jd)S — §(id' + j0")T

= (—ic+ja)S+ (—id + jb)T

On the other hand, 7f(¢) = 7(j5 —iT'), and since

a ¢ j [ —ic+ja
b oa )\ =i )T\ —ia+ )
it follows that f(o7) = 7f(0).

Ramification Let w be a place over p in K and v be a place of K(P)
over w. Choose m so that ¢ does not divide v(w) and v is the only
place of K(P) where 7 has nontrivial valuation. Then the extension
K(E[l])(a1,a2) over K is unramified away from w and places over /.
By construction the cocycle f, when restricted to the extension above
K(E[(]), is determined from a homomorphism from the Galois group of
K(E[])(a1,a2) over K(E[{]) to E[¢] (which as a group is isomorphic to
ZJVZ x ZJIZ). So f is unramified away from w and places over ¢. To
ensure that f is ramified at a place of K over p is more complicated. Here
we consider the case where K (P)/K is Galois. Since w splits completely
in K(P), the conjugates of v are in one-to-one correspondence with the
conjugates of P and m. In particular, v(m;) = 0 for ¢ # 1. Suppose
without loss of generality that e; is nonzero. Then v(ay) = ejv(m), which
is not divisible by ¢. So the extension K(E[{])(a1,as) over K(E[{]) is
ramified over v, consequently f is ramified at w.

Two cases The ¢ map in (2) above may not always exist. Below we
describe two important cases where such a map does exist.

Case I Suppose I' = G(K(E[l])/K) is isomorphic to a subgroup of
Z/(1—-1)Z@Z/(l —1)Z. Then with respect to a suitable basis of E[l],

I" can be identified with {( 8\ 2 ) X\, € Fy}. The following map ¢
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meets the requirement in the recipe: ¢(z1,z2) = (y1,y2) where y; = xi_l

if x; # 0 and y; = x; = 0 otherwise.

Case II Suppose I' = G(K(FE]l])/K) is isomorphic to a subgroup of
SLy(Fy). Choose a basis S and T for E[l] with respect to which E[l]
is identified with F7 and every 7 € G(K(E[l]/K) is represented by an
element in SLy(F;). It is straightforward to check that the following
map ¢ meets the requirement in the recipe: p(x1,x2) = (22, —x1).
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