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1 IntroductionElliptic curve and other curve-based cryptosystems require the construction of curves over�nite �elds with points of large prime order on the Jacobians of the curves. This problemcan be formulated as follows: Given a natural number n, to construct a curve over some�nite �eld and a point on the Jacobian of the curve whose order is prime and close to n.In the case of elliptic curves, the Jacobian of an elliptic curve is the curve itself. A randomelliptic curve will have prime order with roughly the same probability as �nding a prime inthe range between p + 1 � 2pp and p + 1 + 2pp if the curve is de�ned over Fp. Countingthe order of the group of rational points on an elliptic curve has been made easier dueto recent improvements on Schoof's method [21,17]. Hence a reasonable approach in thecase of elliptic curves, is to �nd a prime p around n, then randomly choose elliptic curvesE over Fp until #E(Fp) is a prime, and �nd a nontrivial rational point on the curve.However, extending the approach to hyperelliptic curves is di�cult since no practicallye�cient method is known for counting points on hyperelliptic curves and their Jacobianswhen p is large (say greater than 1025), despite some recent progress on the problem [9,8].An alternative approach which avoids point counting, is to apply the heuristic method ofAtkin-Morain [3] and Elkies involving the CM theory of elliptic curves. Generalization ofthis method to hyperelliptic curves is possible but not practical [5,23].Dramatic progress has been made in point counting when the characteristic of the �eld isvery small. Satoh �rst proposed a very e�cient algorithm based on the canonical p-adiclift of the elliptic curve when the characteristic of the �eld, p, is small but greater than5. His idea was extended to p = 2; 3 subsequently [15]. In [16], experimental results werereported. It was concluded in that paper that \it is no longer necessary to use precomputedcurves in cryptography since one can easily compute new curves as desired. Finding a curvewith a security level comparable with RSA-1024 takes minutes or less. Curve generationfor short-term security, with a level equivalent to DES, is feasible on a low-power chip."Recently Kedlaya [10] gave a O(g5r3) counting algorithm for hyperelliptic curve over �eldFpr with genus g when p is �xed. The time complexity of all these algorithms dependspolynomially on the characteristic of the �eld.The approach considered in this paper is to start with a relatively small �nite �eld Fq,then look for curves de�ned over Fq which, when considered as curves over an extensionFqm , has rational points of large prime order on their Jacobians. Such curves are sometimescalled Koblitz curves [22,12,19]. One simple and natural approach is to �x an elliptic curveover a small �eld Fq and then consider it over Fqr as r varies [11]. This heuristic methodseems to work well in the practical range of cryptographic interest. However it does not2



work as r grows asymptotically, since the probability that#E(Fqr )#E(Fq)is prime when r varies is conjectured (in analogy to the the classical Mersenne primeproblem) to be about e
 log rr log q (where 
 is the Euler's constant), which tends to 0 as rincreases and q is �xed.In this paper, we explore the possibility of determining a relatively small base �eld Fq (sayq = (log n)O(1)) and some extension Fqk (say k = O(log n= log log n)), so that curves withFqk -points of prime order �(n) can be constructed. The following theorems are provenbased on a weak version of the Bateman-Horn conjecture concerning the density of primeswhen evaluating an integral polynomial. These theorems lead to methods which guaranteeto generate curves of genus one and two with above-mentioned properties.Theorem 1 Assume that the weak Bateman-Horn conjecture is true and a Siegel zerodoesn't exist. Let q be a prime power and r be a prime. If pq > (r log q)2+�, there are atleast 
( qr1+� log2 q ) non-isomorphic elliptic curves E=Fq in 
( pqr1+� log q ) Fqr -isogenous classes,such that the order of the quotient group E(Fqr)=E(Fq) is prime.In the theorem, a Siegel zero is referred to a root of a Dirichlet-L-function near the realline s = 1. It is known that the L-function L(s; �) of a Dirichlet character � mod q is zerofree in � > 1 � c= log(q(2 + jtj)), where s = � + it and c is an absolute constant, with atmost one exception. If the exception exists, then � must be real and the zero is also real.Such a zero is called a Siegel zero [6]. Theorem 1 will be proved in Section 3. It leads toan algorithm which on input n, determines a suitable base �eld Fq and extension degreer, where r = �( logn(4+�) log logn) and q = �(log4+� n); then generates 
(log3 n) non-isomorphicelliptic curves in 
(log n) isogenous classes, and a point on each curve with prime ordergreater than n and less than n(1 + O( r+pqq )); in time O(log5+� n). The average time togenerate one curve is O(log2 n). Consequently this method is particularly e�cient if wewant to generate a large collection of good elliptic curves while minimizing the averageconstruction time per curve. We note that, in contrast, it is hard to overcome log4 n percurve barrier if we �rst select a random curve, then do the point-counting and �nally testthe order for primality, since after all testing primality of a number around n takesO(log3 n)time, and such a number is a prime with probability only 1logn . Note that we use the fastarithmetic algorithm in primality testing, but the error probability needs to be kept below1=n, hence the time complexity per number is O(log3 n). The advantage in looking forKoblitz curves de�ned over Fq, with q = O(log4 n), is that there are �(pq) = �(log2 n)isogenous classes, hence �(log2 n) numbers to test for possible orders over the extension �eld3



Fqr . Although O(log3 n) non-isomorphic Koblitz curves are generated, primality testing isperformed on only O(log2 n) numbers, and this is essentially why the average constructiontime per good curve can be as low as O(log2 n). We refer to Section 4 for more detailedanalysis.We also prove a similar theorem for curves of genus two under the same conjecture.Theorem 2 Assume that the weak Bateman-Horn conjecture is true, and a Siegel zerodoesn't exist. Let q be a prime power and r be a prime. If q > (2r log q)2+� and pq =o( qr1+� log q ), then there are at least 
( qr1+� log q ) curves H=Fq of genus 2, such that the orderof the quotient group Jac(H)(Fqr)=Jac(H)(Fq) is prime.We will prove this theorem in Section 5. It leads to an algorithm which generates 
(log3 n)curves of genus two with Jacobians whose orders have a prime factor greater than n andless than n(1 +O( r+pqq )), in heuristic expected time O(log4 n) per curve.Setting q = 103; r = 19, as many as 400 curves of genus 2 were generated at the averagerate of less than �ve minutes per curve, as we implement the algorithm on a PII 300Mhzcomputer using GP scripting. All of the group orders are about 240 bits long.The method developed in this paper can be extended in a natural way to hyperellipticcurves of any �xed genus. However it seems to be di�cult to have rigorous analysis of themethod when the genus of interest is greater than two.2 The weak Bateman-Horn conjectureGauss observed that the density of primes around x is 1logx . One might predict, as a moreprecise estimate, that the asymptotic formula is�(x+ y)� �(x) = (1 + o(1)) ylog x; (1)where �(x) is the number of primes less than x and y � x. The formula is proved fory > x�, � is any constant greater than 7=12 and is disproved [14] if y is less than any �xedpower of log x in the sense thatlim supx!1 �(x+ (log x)�)� �(x)(log x)��1 > 1and lim infx!1 �(x+ (log x)�)� �(x)(log x)��1 < 1:4



However, if the conjecture is modi�ed to a weaker form which states that there exists anabsolute constant c such that �(x + y) � �(x) > c ylogx for 10 log2 x < y < x, no counterexample has been found. Moreover A. Selberg proved that under Riemann Hypothesis, (1)is true for almost all x if ylog2 x !1.More generally, it has been conjectured [4] that the number of prime values assumed byany irreducible polynomial F (X) is given by the formula�F (x) = (CF + o(1)) xlog jF (x)j;for x > log2+� jF (x)j. The constant CF is Qp prime (1� !F (p)p )=(1� 1p) where wF (p) is num-ber of distinct roots F (x) = 0 in Fp. We refer to this conjecture as the Bateman-HornConjecture.There are strong heuristic arguments [4] in support of the conjecture, at least in termsof the order of estimate implied in the conjecture. However the precise estimate predictedin the conjecture can be problematic in some cases. It was recently shown in [7] that forany given degree some polynomials can be constructed to take either signi�cantly more orsigni�cantly less prime values than predicted by the conjecture. Such discrepancy seems todisappear if one does not insist on the precise estimate in the conjecture. If for examplethe conjecture is weakened to the following�F (x) � CF2 xlog jF (x)j;for x > 10 log2max1�y�x jF (y)j and x > 10 deg F , then no counter example has been found.We refer to this conjecture as the weak Bateman-Horn Conjecture. Note that the constantCF depends on the polynomial F . Hence the probability that jF (x)j becomes a prime at arandom integer x can be very di�erent from the probability that a random integer of sizearound jF (x)j becomes a prime, unless that CF is very close to a constant.What we will need is a special case of this weaker statement where the polynomial F splitsover a cyclotomic �eld. In this case, CF will be shown to be bounded from below by afunction on the degree of F . The function grows very slowly with the degree.Theorem 3 Let r be a prime. Let � be r-th primitive root of unity. Let F be a monicirreducible polynomial with degree d = �(r) = r� 1 (� is Euler function) and splitting �eldQ(�). Let �F (x) be the number of integers n � x for which jF (n)j is prime. Then under theweak Bateman-Horn Conjecture and the conjecture of non-existence of a Siegel zero, there5



is an absolute constant C such that�F (x) > C xlog jF (x)je(loglog r)2 ;whenever x > 10 log2max1�y�x jF (y)j and x > 10d.Proof: Denote Disc(F )=Disc(Q(�)) by �2. It is known [2] thatXp�i mod r;p�x dp = log log x+A(r; i) +O( 1log x)Now we evaluate the constant CF , CF =Yp 1� !F (p)p1 � 1p :Observe that !F (p) = d if p � 1 mod r; p - �, !F (p) = 1 if p = r. And !F (p) = 0 ifp 6� 1 mod r and p 6= r. HenceCF = (1� 1r )Qp�1 mod r;p-�(1� dp)Qp�1 mod r;pj�(1� !F (p)p )Qp(1� 1p)We have logCF = � Xp�1 mod r;p-� dp � Xp�1 mod r;pj� !F (p)p +Xp 1p +A;where jAj is bounded from above by an absolute constant. HencelogCF =� Xp�1 mod r dp + Xp�1 mod r;pj� d � !F (p)p +Xp 1p +A�� Xp�1 mod r dp +Xp 1p +AWe also have �A(r; 1) = � Xp�1 mod r dp +Xp 1p +D;where D is an absolute constant. Hence logCF � �A(r; 1) +A�D: Applying the methodin [18], if a Siegel zero doesnot exist, one can have1(log log r)2 � A(r; 1) � (log log r)2:It implies that CF = 
( 1e(log log r)2 ). 6



3 Special bivariate polynomials associated with elliptic curvesLet E be an elliptic curve de�ned over Fq, where q is prime power pd, with p 6= 2; 3. ThenE has q+ 1� a points over Fq where a is the trace of the Frobenius endomorphism of thecurve over Fq, and �2pq � a � 2pq. Let � be one root of x2 � ax+ q = 0. Let �� denotethe complex conjugate of �. Then the order of abelian group E(Fqr), denoted by #E(Fqr),is (�r � 1)(��r � 1).Let �n denote the n-th cyclotomic polynomial, the minimal polynomial of �n = e 2�in . Thenxr � 1 = Qk>0;kjr �k(x). Therefore#E(Fqr )= (�r � 1)(��r � 1)= Yk>0;kjr�k(�) Yk>0;kjr�(��)= Yk>0;kjr�k(�)�k(��);and �k(�)�k(��) = Qgcd(i;k)=1;0<i�k(�� �ik)(��� �ik) = Qgcd(i;k)=1;0<i<k(q � a�ik + �2ik ).Denote Ygcd(i;k)=1;0<i<k(x� y�ik + �2ik )by 	k(x; y). The �rst three 	k's are: 	1(p; a) = p + 1 � a, 	2(p; a) = p + 1 + a, and	3(p; a) = p2 + (a� 1)p + (a2 + a+ 1).From the above discussion we see that for an elliptic curve E de�ned over Fq of trace a,#E(Fqr ) = Yk>0;kjr	k(q; a) (2)The polynomial 	k(x; y) possesses several nice properties as shown in the following lemma.Lemma 1 (1) 	k(x; y) 2 Z[x; y]:(2) If k > 3 is prime, then for any integer c, F1(x) = 	k(c; x) and F2(x) = 	k(x; c) areirreducible polynomial over Q, and has a cyclotomic �eld as its splitting �eld.(3) 	k(x; y) is irreducible over Q.(4) If r is a prime, then for any �2pq � a � 2pq,qr � 2qr=2 + 1 � (q + 1� a)	r(q; a) � qr + 2qr=2 + 1:Proof: Part (1) follows directly from the de�nition. As for part (2), given any integer c,F1(x) = 	k(c; x) is an irreducible polynomial if the only Galois element of Q(�k)=Q that7



�xes c�k � �2k is the identity. Similarly, F2(x) = F2(x; c) is irreducible if the only Galoiselement of Q(�k)=Q that �xes c��1k +�k is the identity.When k > 3 is a prime, the minimumpolynomial of �k has degree k � 1 and has more than 5 terms. For any Galois element � ofQ(�k)=Q, �(c�k � �2k)� (c�k � �2k) simpli�es to a polynomial expression of �k of degree lessthan k with at most four terms. Hence if k > 3, F1(x) is irreducible and has cyclotomic�elds as its splitting �eld. By a similar argument one can show that if k > 3, F2(y) isirreducible, Part (3) follows from Part (2). Part (4) follows from the equation 2.Proof of Theorem 1: The order of the quotient group E(Fqr )=E(Fq) is F1(x) = 	r(q; x).The variable x will take value from �2pq to 2pq. From Lemma 1 we see that as long aspq > (r log q)2+�, we may apply Theorem 3 to the polynomial F1(x), and it will evaluate to
( pqr1+� log q ) number of primes. Hence there are 
( pqr1+� log q ) Fq-isogenous classes, such thatthe order of the quotient group E(Fqr )=E(Fq) is prime. It is proved in [13,20] that thereexist two constants c1; c2 such that if A is a set of integers between q+1�pq and q+1+pq,the number of non-isomorphic classes of elliptic curves de�ned over Fq whose number ofpoints over Fq are in A isc1pq(jAj � 2)=log q � N � c2pqjAjlog q(log log p)2:Thus there are at least 
( qr1+� log2 q ) non-isomorphic elliptic curves over Fq in these isogenousclasses.4 Algorithms for the case of elliptic curvesWe are ready to describe an algorithm for constructing an elliptic curve whose order hasprime factor bigger than a given number n.Algorithm 1 Input: n.Output: Two primes q; r > 3, and a set of elliptic curves defined over Fq. IfE is any of the output curves, then the quotient group E(Fqr )=E(Fq) has a primeorder larger than n;(1) Let r be the largest prime less than d logn4 log logne;(2) Let Q = dn 1r�1 e; Make sure that Qr�2Qr=2+1Q+2pQ+1 � n. If not, increase Q to theleast integer satisfying the inequality.(3) Search a prime q such that Q � q � Q+ 10 log2Q;(4) Find a quadratic nonresidue c in Fq;(5) Compute polynomial f(x) = 	r(q; x) = Qi>0;gcd(i;r)=1(q � x�ir + �2ir ) 2 Z[x];(6) Search for numbers �2pq � a � 2pq, such that f(a) is prime; .8



(7) For all possible j-invariants j 2 Fq of curves over Fq, compute the numberof points of its corresponding curves. Namely for j = 1728, check all thecurves y2 = x3 + �x, � 6= 0; for j = 0, check all the curves y2 = x3 + �,� 6= 0; in all the remaining cases, letk = 108jj � 1728check the curves y2 = x3 � kx � 4k and y2 = x3 � kc2x � 4kc3. If any ofthe curves has q + 1 � a points over Fq for any a chosen in the previousstep, output the curve.Now we elaborate on the steps of the Algorithm 1.Step 1 to 3 in Algorithms 1 determine a suitable base �eld Fq and extension degree r. Theoutput curves will be de�ned over Fq. Note that if r = logn(4+�) log logn , then Q = log4+� n.In step 4, we search a quadratic residue in �eld Fq. The naive search method is adequateas it takes time O(pq), which is O(log2+� n).Step 5 and 6 search for traces of suitable elliptic curves. Note that if an elliptic curve E=Fqhas trace a, then quotient group E(Fqr)=E(Fq) has order 	r(q; a), since r is a prime. Thuswe look for those a where 	r(q; a) is prime as a ranges from �2pq to 2pq. Theorem 1implies that in this range 	r(q; a) will evaluate to 
( pq(r�1)1+� log q ) = 
(log n) primes. Weuse Rabin-Miller's primality testing algorithm to see whether 	r(q; a) is prime. The pri-mality testing algorithm takes time O(log3 n) for each number. The total time complexityis O(log5+� n) in these two steps.Notice that the maximum value for 	r(q; a) will beqr + 2qr=2q � 2pq = qr�11 + 2=qr=21� 2=pq= qr�1(1 +O(1=pq))= (Q+ log2Q)r�1(1 +O(1=pq))=Qr�1(1 + log2QQ )r�1(1 +O(1=pq))= n(1 +O(r +pqq ))This illustrates a nice property of the algorithm: it will not �nd a curve with prime part ofthe order too far away from n.Step 7 construct elliptic curve for all possible j-invariant values and output those whosetraces a are good in the sense that f(a) is prime. The theory of elliptic curves assures that9



for every a in the search range, there is at least one elliptic curve over Fq with trace a. Weapply Shanks's Baby-Step-Giant-Step (BSGS) strategy to count points over Fq for eachcurve. This takes time O(q1=4+�) = O(log1+� n) for each curve. Hence the total complexityfor the last step is O(log5+� n).A variant of this algorithm is searching for a curve over F2a ( or Fq where q is small primepower ). The Theorem 3 implies that by brute-force searching through elliptic curves overF2a of all possible j-invariants, we are guaranteed to �nd a good curve very e�ciently.Now suppose E is a curve generated by the algorithm, then group E(Fqr )=E(Fq) has primeorder, hence is cyclic. Any point that has coordinates in Fqr�Fq must have order containingthat big prime. It is easy to generate such a point.5 The genus two curvesLet H be hyperelliptic curve with genus 2 over Fq where q is a power of a prime p. If p > 3,H may be given as y2 = f(x), where f(x) 2 Fq[x] is a monic polynomial of degree 5. LetP (X) = x4 + a1x3 + a2x2 + qa1x+ q2 (3)be the characteristic polynomial of the Frobenius endomorphism on Jac(H). P (X) can befactored over C as P (X) = (x� �1)(x� ��1)(x� �2)(x� ��2);where ��i is the conjugate of �i. The order of Jacobian group over Fqr is(1 � �r1)(1� ��1r)(1� �r2)(1� ��r2)= Yk>0;kjr�k(�1) Yk>0;kjr�k( ��1) Yk>0;kjr�k(�2) Yk>0;kjr�k( ��2)= Yk>0;kjr�k(�1)�k( ��1)�k(�2)�k( ��2)We factor �k over Q(�k).�k(�1)�k( ��1)�k(�2)�k( ��2)= Y0<i<k;gcd(i;k)=1(�ik � �1)(�ik � ��1)(�ik � �2)(�ik � ��2)= Y0<i<k;gcd(i;k)=1(�4ik + a1�3ik + a2�2ik + qa1�ik + q2)10



De�nition 1 De�ne�k(x; y; z) = Yi>0;gcd(i;k)=1(�4ik + y�3ik + z�2ik + xy�ik + x2):Lemma 2 (1) �k(x; y; z) 2 Z[x; y; z]:(2) If H is a curve de�ned over Fq with genus 2 and x4 + a1x3 + a2x2 + qa1x+ q2 is theminimal polynomial of its Frobenius endomorphism. Then the order of Jacobian of Hover Fqr is #Jac(H)(Fqr) = Qk>0;kjr �k(q; a1; a2).(3) If r > 8 is prime, then for any integers c; d, Z(z) = �r(c; d; z) is an irreduciblepolynomial over Q, and its splitting �eld is cyclotomic.(4) �k(x; y; z) is irreducible over Q.Proof: Part (1) and (2) are directly from the de�nition of �k(x; y; z). The proof of Part (3)is similar to that for Part (2) of Lemma 1, noting that for any integer c; d, Z(z) = �k(c; d; z)is irreducible polynomial if the only Galois action in Q(�k)=Q that �xes �2k+d�k+ cd�k�1k +c2�k�2k is the identity. Part (4) follows from part (3).Given a polynomial P , one can ask whether P is the characteristic polynomial of theFrobenius endomorphism of a genus-2 curve. This question is considerably harder than thesimilar question in the elliptic curve case. For simplicity we replace a1; a2 by �a; b + 2qrespectively in (3) P (X) = (X2 + q)2 � aX(X2 + q) + bX2:In [1, page 54, 59], a partial answer was obtained.Proposition 1 If a pair of integers a; b satis�es following conditions:(1) 0 < b < a2=4 < q,(2) b is not divisible by p, and(3) neither of a2 � 4b nor (b+ 4q)2 � 4qa2 is an integer square.Then there must exist a genus-2 curve, whose Frobenius endomorphism has minimal poly-nomial (X2 + q)2 � aX(X2 + q) + bX2.It is easy to showLemma 3 If q is a prime, a is the least prime less than 2pq. For all 0 < b < a24 , thereare only O(pq) number of b's such that one of a2 � 4b and (b+ 4q)2 � 4qa2 is an integersquare.Proof of Theorem 2: If r is a prime, the order of Jac(H)(Fqr )=Jac(H)(Fq) is �r(q;�a; b+2q). Fix a, and let b vary from 0 to a2=4. From Lemma 2 we see that if q > (2r log q)2+�11



then we can apply Theorem 3 to the polynomial �r(q;�a; x+ 2q), and there will be
( a2=42(r � 1)1+� log q ) = 
( qr1+� log q )b's such that �r(q;�a; b + 2q) is prime. Among them, there are only O(pq) numberof b's such that one of a2 � 4b and (b + 4q)2 � 4qa2 is an integer square. Since pq =o( qr1+� log q ), there exist at least 
( qr1+� log q ) curves H=Fq of genus 2 such that the order ofJac(H)(Fqr )=Jac(H)(Fq) is prime.If q = log4+� n, r = logn(8+�) log logn , we will get at least 
(log3 n) a2's, such that �r(q;�a; a2)are primes, among them, at most O(pq) = O(log2+� n) a2's make one of a2 � 4b and(b+ 4q)2 � 4qa2 an integer square. This suggests the following strategy to set r and q.(1) Let r be the largest prime less than logn8 log logn ;(2) Let Q = dn 12(r�1) e; Increase Q if necessary to satisfy (Qr=2�1)4(Q1=2+1)4 � n;(3) Search for a prime between Q and Q+ 10 log2Q, assign it to q;Once q and r is �xed, the algorithm then randomly selects coe�cients for a degree-5 monicpolynomial f(x). It uses the BSGS method to count number of elements in H(Fq) andH(Fq2), where H is the hyperelliptic curve de�ned by y2 = f(x). Then we calculateJac(H)(Fqr )=Jac(H)(Fq) and test for the primality. It is very hard to estimate the timecomplexity rigorously. Heuristically, we get a prime order with probability roughly equal to1logn . The counting algorithm takes time O(q3=4) = O(log3 n). Hence the time complexityto generate one curve is O(log4 n).Although our algorithms assume number theoretic conjectures, they work very well inpractice. In fact, let n = 2240, as many as 400 curves of genus 2 were generated at theaverage rate of less than �ve minutes per curve, as we ran a casual implementation of thealgorithm on a PII 300Mhz computer. This algorithm is remarkably faster and generatesmuch more curves than the other high genus curve generating algorithms.References[1] L. M. Adleman and M.A. Huang. Primality Testing and Abelian Varieties Over Finite Fields.Lecture Notes in Mathematics. Springer-Verlag, 1992.[2] T. M. Apostol. Introduction to Analytic Number Theory. Springer-Verlag, 1976.[3] A.O.L. Atkin and F. Morain. Elliptic curves and primality proving. Mathematics ofComputation, 61:29{67, 1993. 12
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