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Introduction

This is the second in a series of papers in which we develop a unified
method for treating the discrete logarithm problem (DLP) in various
contexts. In [HR1], we described a formalism using global duality for a
unified approach to the DLP for the multiplicative group and for elliptic
curves over finite fields. The main tool to be employed is what we call
stgnature calculus. In this paper, we use signature calculus to study the
DLP in detail for the group I, of invertible elements of the finite prime
field, F),. Recall that in this context, the DLP is formulated as follows:
let ¢ be a prime number dividing p — 1, so that there is an element @)
of F}, of order . Suppose we are given another element R that we know
is in the subgroup generated by @, so that R = Q™ for some positive
integer n with 0 < n < ¢ — 1. Then the DLP is to determine n in a
computationally efficient way. The expected computational complexity
of this problem is the basis of many public-key cryptographic systems.

We approach the discrete logarithm problem for ) by lifting an element
whose discrete log we seek to compute to an algebraic number field
K, and use a suitable Dirchlet character of K of order £ to “test” the
lifting, and derive relations by using the reciprocity law of global class
field theory. In this context the classical index calculus method arises
as a special case of our global method in a way that is reminiscent
of Nguyen’s work [N] on the index calculus method for Brauer group

computations. We then prove the random polynomial time equivalence
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of the discrete logarithm problem with the problem of computing the
ratios of “signatures” of certain real quadratic Dirichlet characters -
equivalently, of computing the “ramification signature” of certain cyclic
extensions over real quadratic number fields.

1. The global framework

In [HRI], we outlined the general method and recalled basic concepts
from algebraic number theory as they pertain to the subject at hand.
Here we very briefly set notation. Let K be an algebraic number field,
v a place of K, and K, the completion of K at v. We consider Dirichlet
characters of K of order ¢, which we regard as elements of the Galois
cohomology group H'(G,Z/{7Z), where G = Gal(K /K) is the absolute
Galois group of K. If x is such a character and a € K*, we have for
each place v of K the local norm residue symbols

< Xv, @y >o€ ZJVL.

Then < x4y, ay >,= 0 for almost all v and we have the reciprocity law:

D < Xu o >o=0 € Z/IL.
v

Let L, be the extension of K corresponding to the kernel of x. For
a € K*, < x,a >= 0 iff a is a norm from the extension L,. (see
[S], Corollary 1 of §1 of Chapter XIV). Suppose v is a nonarchimedean
place of K with completion K,. If x is a ramified character of K, then
< x,a ># 0 for some unit a € K. On the other hand if x is unramified,
every unit a of K, is a norm from the extension L,, so < x,a >= 0.
(see [S], Proposition 3a) of §2 of Chapter V.) Therefore in the case of
a number field K, for y € HY(K,Z/{7Z), a € K, and a place v of K,
< x,a >,= 0 if x is unramified at v and «a is a local unit at v. Hence

Z < Xuy Gy >=0,
v

where the sum is over all v such that either x is ramified, or v(a) # 0
(mod ).
Let x € HY(K,Z/¢Z) and a a unit of Ok. Then

Z < X, Gy >o=0,
v

where the sum is over all v such that y is ramified.
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The main idea of our approach is to lift elements of a finite field IF,
to a global field K where discrete logarithms are preserved at a place
over p. The above identity then allows us to distribute information of a
discrete logarithm among a set of places depending on the choice of x
and the manner of lifting. As we saw in ([HRI], §2), the classical index
calculus emerges in this context as the result of one particular choice
of x and method of lifting. Section 4 presents a different construction
of x which, together with a different method of lifting, leads to random
polynomial time equivalence between the discrete logarithm problem
and what is called the signature computation problem. In Section 6
we discuss how the construction of an appropriate xy with prescribed
ramification is closely related to class field theory.

2. Characters with prescribed ramification

Throughout this section, let p, ¢ be rational primes with p = 1 (mod /)
and ¢ > 2. Let K/Q be a real quadratic extension where p and ¢ split.
Let a be a fundamental unit of K. Let X be the set of all places over /
and p, together with all the archimedean places. For any place u of K
let P, denote the prime ideal corresponding to u. For any finite set S
of places of K, let Gg denote the Galois group of a maximal extension
of K that is unramified outside of S.

PROPOSITION 1. Let S be a subset of 3 that contains both places over ¢
and both archimedean places. Suppose

(1) ¢ |/hk where hx is the class number of K ;

(2) either a'~1 # 1 (mod P2) for some w € S over £, or o' Z1
(mod P,) for some w € S over p (that is, locally o is not an
(-th power at either a place over £ or a place over p).

Then the Fy-dimension of H (Gg,Z/lZ) equals n(S) — 1 where n(S) is
the number of finite places in S.

Proof: The Poitou-Tate global duality theorem gives an exact sequence:

o @yes HO (K, Z/0Z) % HX(Gg, po)* — HY(Gs, Z/IL) 5 @ eg H (Ko, Z/ (L)
L HY G, o) — ..

First, we claim that under the hypotheses of the theorem, p is injective.
To see this, the hypothesis that ¢ does not divide the class number of
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K implies that it does not divide the class number of Og. By Kummer
theory, we then have that:

H*(Gs, ) = Br(Os)[(].
But then the map:

GS’,U’E @H va/JJZ
vES

is injective, so the map g is surjective. This gives the injectivity of p.
Now consider the dual map to h:

HY(Gs, o) = @H Koy, pug).-

veS
Again using the hypothesis that ¢ does not divide the class number of
K, we have that:

O%/0Y = HY (Gg, ).

Consider the exact sequence:

0—0"— 05 —7ZS — Cl(O) — Cl(Og) — 0.

Going modulo ¢, using the hypotheses of the theorem, we see that the
sequence:

0—-0—0"/t - 05/t - 1S/t — 0

is exact. This shows that the Fy-dimension of the group in the middle is
n(S) + 1. The hypotheses about the units show that h* is injective and
we claim that the target has dimension 2n(S). This can be seen easily
because H'(K,, j1y) is isomorphic to Q% /¢. If v | p, then this group is of
dimension 2 over Fy because ¢ | p — 1. If v | £, then this group is also of
dimension 2, spanned by a prime element of Q; and by a 1-unit. Thus
the cokernel of h* is of dimension n(S) — 1 and is dual to the kernel of
h, so this is of dimension n(S) — 1, too. This completes the proof of the
proposition.

PROPOSITION 2. Let S be the set consisting of one place u over £, one

place v over p, and both archimedean places. Suppose

(1) £ |/hx where hi is the class number of K ;
(2) ol T #1 (mod P2);
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(3) o # 1 (mod P,).
Then the F,-dimension of H*(Gs,Z/{Z) is one.

Proof Suppose u,u’ are the places over ¢, v,v’ the places over p. Let
R be the set consisting of u,u and both archimedean places. Let T
be the set consisting of u,u/,v and both archimedean places. Then
from Proposition 1 we know that H'(GRr,Z/¢Z) has dimension one and
HY(Gr,Z/¢Z) has dimension 2. So there exists x € H'(Gr,Z/lZ) —
HY(GRr,Z/¢Z). Such x must be ramified at v, and by the condition
on a at v we get < x,a >,7# 0. Let ¢ be a nontrivial element of
HY(GRr,Z/lZ). Then by the condition of o at u we have < 1, a >,# 0.
Since < ¥, >, + < Y, a >,= 0, it follows that < ¥, a >, # 0, so
there exists ¢ € Z/¢Z such that < x,a >, +c¢ < ¥,a >y= 0. Let
¢ =x+c. Then ¢ € H(Gg,Z/IZ) since < ¢p,a >,y= 0, and ¢ is a
nontrivial since < ¢, @ >,=< x,a >,# 0. Since ¢ ¢ HY(Gg,Z/{7), it
follows that H'(Gg,Z/lZ) is a proper subset of H'(Gr,Z/lZ), hence
can be of dimension at most one. Since it has a nontrivial element ¢,
we conclude that its dimension must be one, and the proposition follows.

REMARK 1. We explain why we made the assumptions of Proposition
2, their necessity and sufficiency for the conclusion, and how they affect
the signature computations later in the paper:

(i) is made to ensure that the Dirichlet characters of degree ¢ that we
get will not be everywhere unramified, as this will be of no use to us for
the signature computation.

If one of the conditions (ii) and (iii) are satisfied, but not both, then we
may get a Dirichlet character of degree ¢ that is ramified at only one of
the two places. This can be seen from the ideal theoretic formulation of
global class field theory, as follows (see e.g. [R], §6.3 for more details).
Let I be an ideal of Ok and let K1 be the maximal abelian extension of K
with conductor dividing I. This is a finite extension which is unramified
outside of the places of K corresponding to prime ideals dividing I. The
Galois group Gal(K1/K) is isomorphic to a generalized ideal class group
that we’ll denote by Clj(Ok). For example, Cl1y(Ok) = Cl(Ok). Then
we have an exact sequence (modulo 2-torsion, due to the fact that we are
ignoring real places):
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-0k — (O /1)* — Cl;(Ok) — Cl(Ok).
If we take for example I = p, where p is an ideal of Ok lying over p,
then we get assuming (i) that

Coker{O — (Ok /p)"[{{} = Cly(Ok ){¢}.
If condition (ii) is not satisfied, then the image of

Ok — (Ok/p)"

is 2-torsion, and hence there is an extension of K of degree £ which is
ramified precisely at p. The same holds if we take I =", where [ is an
ideal of Ok lying above € and r > 2. Thus conditions (ii) and (iii) are
meant to ensure that there do not exist characters of K of degree £ that
are ramified only at p or only at I. Such characters would not help our
stgnature computation. For example, suppose the character x is ramified
at v and unramified everywhere else. Then if we pair x with a global unit
a of our real quadratic field, we would get that < X,y >4= 0 since x
is unramified at w and a is a unit. The reciprocity law would then give
us that < Xy, @y >v= — < Xu, @y >y= 0, and this would not help us in
the signature computation. If neither condition (ii) nor (iii) holds, then
there are Dirichlet characters X' and X", one ramified only at u and the
other ramified only atv. Thus, while the character x = x'+x" is ramified
at both u and v, this would not help for our signature computation, since
for a global unit a, we would have:

< Xus Gy >u=< Xy G >+ < Xopy Gu >u= 0,
since X' is ramified only at u and X" is unramified at w. Similarly for v.

Assuming the conditions in Proposition 2, then H'(Gg,Z/{Z) is iso-
morphic to Z/¢Z. Every nontrivial character in it is ramified at v and
v and unramified at all other finite places; moreover, < x, a >,# 0 and
<X, > # 0, and < x,a >, + < x,a >,= 0. This group of characters
corresponds to a unique cyclic extension Kg of degree ¢ over K which
is ramified at u and v and unramified at all other finite places.

At u, we take the class of 1 + ¢ as the generator of the group O} /¢ =
Zi /02 ZJVL. For x € HY(Gg,Z/IZ), we call o,(x) =< x,1+ £ >, the
u-signature of x.
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Let g € Z so that g mod p generates the multiplicative group of IF,,. Then
the class of g generates O} /¢ = 7/l = 7./UZ. For x € H' (K, Z/{Z), we
call o,(x) =< x,9 >v# 0 the v-signature of x.

We call the pair (,(x), 0v(x)) the signature of x. Since oy, (x)oy(x) ™! €
ZJUZ is the same for x € H'(Gs,Z/lZ), it depends on Kg alone and we
call it the ramification signature of Kg.

3. DL and Signature Computation

In this section we show that the discrete logarithm problem in the mul-
tiplicative case is random polynomial time equivalent to computing the
signature of cyclic extensions with prescribed ramification as described
in Proposition 2.

DL Problem: Given F, with p = 1 (mod ¢) and p # 1 (mod £?), a
generator for its multiplicative group ¢, and an element a to compute
m mod ¢ where a = g™ in [F).

Signature Computation Problem: Given a real quadratic field K,
primes ¢, p, places u,v satisfying the conditions in Proposition 2, to
compute the ramification signature of the cyclic extension of degree ¢
over K which is ramified at u,v and unramified elsewhere.

THEOREM 1. The problems DL and Signature Computation are random
polynomzial time equivalent.

For the proof of the theorem, we first give a random polynomial time
reduction from DL to Signature Computation. This part of the proof
depends on some heuristic assumption which will be made clear below.

Let a = g™ in F, where m is to be computed. If o’T = 1, then m =0

(mod ¢). So suppose ot #% 1. We lift a to some unit « of a real
quadratic field K such that & = a (mod v) for some place v of K over
p. This can be done as follows.

(1) Compute b € F,, such that ab =1 in [,,.

(2) c<—aT+b;d<—“T_b. Note that ¢> —d?> =1, and a = c +d. We

may assume d # 0 otherwise a*> =1 and m = (p—1)/2 or p—1.
(3) Treat d as an integer. Let v € Q be such that v? = 1 + d2.
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(4) Check if 1 + d? is a quadratic residue modulo ¢. Otherwise
substitute d 4+ rp for d for random 7 until the condition is met.
This is to make sure that £ splits in K.

(5) Y2 =1+ d? = % (mod p) implies v = ¢ (mod v), and v = —c
(mod v") where v and v’ are the two places of K over p.

(6) Let « = v+ d. Then @ = c+d = a (mod v). Note that the
norm of o is d> — 4% = —1, so « is a unit of K.

We make the heuristic assumption that it is likely for K to satisfy the
conditions in Proposition 2 for v and a place u of K over £. (Note that

the second condition is satisfied since & = a (mod v) and o' # 1)
Then for x € HY(K,Z/{Z) that is ramified at u and v, and unramified
elsewhere, we have

O=<x,a>, + < x,a >, .

Moreover since a’7 # 1 (mod v), a generates O}/, so < x,a >,# 0,
and it follows that < x,a >,# 0.

In general for a field k and a,b € k*, we write a ~' b if a/b € k**.

We have a ~! ¢™ in K, since a = a = g™ (mod v). Hence

<X >y=< X, 9" Sp=m < X, 9 >y .

Write v = £(1 4 yf) (mod £?) with €1 = 1 after identifying o with its
isomorphic image in Q;. Then o ~¢ (1 + £)¥. Note that £ mod ¢2 and
hence y can be computed efficiently, and we have

O=<x,a>,=<x,1+0)Y>=y<x,1+>,.
Hence we have

<X, >y + <X, a>y=y < X, 1L +L>, +m < x,g >y

So you(x) + moy,(x) = 0. From this we see that if the ramification sig-
nature o, (x)(0y(x)) ! is determined then m is determined.

Next we give a random polynomial time reduction from Signature Com-
putation to DL.
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Find « an unit of K which is not an ¢-th power. Then 0 =< y,a >,
+ < x,a >, with < x,a >, and < x, @ >, both nontrivial.

Write o = £(1 4 y¢) (mod £?) with €1 = 1 after identifying o with its
isomorphic image in Qy. Then o ~¢ (14-£)¥. Again, ¢ mod £ and hence
y can be computed efficiently.

Determine a such that @ = a (mod v) and solve for m mod ¢ where
g™ =a (mod p). Then o = ¢™ (mod v).

For x € H'(K,Z/¢Z) that is ramified at u and v, and unramified else-
where, we have as before < y,a >,=< x,¢™ >,=m < x,9 >y, and
<X, >=<x,(14+0Y >,=y<x,1+¢>, . Hence

O=<x,a>, + < x,a>,=y < X, 1 +L>, +m < x,9 >y

from this we can determine the signature o, (x)(c,(x)) ™'

4. Characterization of ramification signature

The computational complexity of signature calculus is an intriguing
question, since the class field that is involved can be big and expensive to
construct but the signature that is sought is comparatively small. The
goal of this section is to provide further characterization of ramification
signature.

For any local field L, let L"" denote the maximal unramified extension
over L.

For any place v of a number field K, let 6, denote the local Artin map,
0, : K — G% where G% denotes the Galois group of the maximal

v
abelian extension of K.

For a,b € K (ug) and v a prime of K (ug), a?(® = (a,b),a where o/ = qa,

and (a,b), denotes the local norm residue symbol (see p. 351 of [CF]).

Now let K,¢,p,u,v,S be as in Proposition 2.
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Let g € Z so that g mod p generates the multiplicative group of IF,,. Let
w be the place of K (uy) over v such that ngjl =1 (mod w).

Let M = Kg be the cyclic extension corresponding to H'(Gg,Z/{Z).

Then M (pig) = K (11¢)(A?) for some A € K (p)*. Let x € H'(Gg,7,/(Z)
be nontrivial. Then y corresponds to some A € K (j1¢) through H' (K (), Z/0Z) =
HY (K (), 1e) =2 K (110)* /4, so that for all o in the absolute Galois group

of K, x(0) =i iff o(A7)/AT = (1.

LEMMA 1. oy(x) =< x, 1+£€ >4= xu(0u(14+0)) and o,(x) =< X, 9 >v=
Xv(0(9))

Proof This follows directly from [S] Chapter XIV Proposition 3.

PROPOSITION 3. If we identify K (i) with Q, and K, with Qg, then
A ~Ep™oin Q" where m = 0y(x) =< X, 9 >v, and A ~EC i Qe
where n = oy, (X) =< X, 1+ >,.

Proof Suppose v’ is a place of K () such that v'|v. Thend < x,b >,=<
X,b >, where d = [K(ug), : Ky] (see [S], Proposition 7 of Ch. XIII).
Moreover < X, b >y = Xy (0,(b)) = i iff (A,b), = ¢*. Identifying i with
¢!, we may write

d<x,b>p=<x,b>y= (Av b)v’

We analyze the situation at p and ¢ separately.

(I) At p: Qp/¢ = pex < p > /L. So under the identification of K (fi¢)w
with Q,, A = up®4) where uf = 1, and e < £. Since Qp(u%)/(@p is
unramified, 4 ~¢ p@(4) in Q-

Let x € HY(K,Z/(Z)

<X, 9 >w= (A4, 9)w =—(9,4)w

(g, A)y =i iff ¢ = <i>w<A>
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(%) = gNTl (mod P,)

ngjl (mod P,)
= ( (mod P,)

Therefore, (g, A)y = w(A). Consequently,
<X 9 >0=<X,9 >w= —(9,A)w = —w(A).

(IT) At ¢: Denote by u’ the place of K(us) over u. We have
=1 <x,1+l>=<x, 1+l >p= (A, 14+ 0)y.
We verify below that (A,1+ ¢),, = n. Then we can conclude that
oulx) =< x, 1 + £ >u= —n.

There is a ramified extension of degree £ over QQ, namely, the subexten-
sion My of Qg((s2) of degree £ over Q. Let 1) be the ramified character
in H'(Qy, Z/¢Z) whose retriction in H(Qy((),Z/#Z) corresponds to the
class of ¢ under the isomorphism H'(Q,(¢),Z/0Z) = H(Q(C), pe) =
Q¢(¢)* /L. Then the kernel of ¢ corresponds to Mj.

There is an unramified extension N of degree ¢ over Qy (an Artin-Schrier
extension). Let N(¢) = Qu(¢)(87) with 8 € Qu(C)*. Let ¢ be the un-
ramified character in H'(Qy, Z/¢Z) whose retriction in H'(Q,(¢), Z/{7)
corresponds to the class of 3 under the isomorphism H'(Q(¢),Z/lZ) =

HY(Qu(C), 11e) = Qu(¢)*/¢. Note that since N is unramified, Bi €
Qe(€)".

From Tate local duality we see that H'(Qy,Z/¢Z) has the same di-
mension as Qj/¢. The latter is isomorphic to Z/¢Z @® Z/{Z. So the
dimension of H(Qy,Z/¢Z) is two. Since the two characters 1) and ¢ are
independent, one being ramified and the other not, they form a basis of
HY(Qy, Z/¢7Z) over Z/{Z. Tt follows that every character in H'(Qy, Z/{(7Z)
is of the form ai) + by with a,b € Z/lZ. The restriction of ai) + by in
HY(Qy(C), Z/7) corresponds to the class of p = (?3°, and gives rise to

a cyclic extension M’ of degree ¢ over Qy with M'({) = QZ(C)(/)%). Note
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. 1
that p ~¢ ' in Qo) as BT € Qu(C)".

Since ¢ is unramified and 1+ ¢ is a unit,
<@, 1+0>=0.
So
<ap+bp, 1+l >=a<,1+L€>=a(¢,1+Y).
Since 14 £ = ny_1£ with £ =1 (mod \Y),

(1, 1+£0) = (1, m0-18) = (M1, M0-1)

(m,me-1) = (n1,me) + (e, m) = (€= 1)(me, A) = 1.
([CF] p.354 Our symbol is written additively.)

Therefore, < ay) + bp,1 + £ >= a.

The restriction of x, corresponds to ay) + by, with a,b € Z/¢Z, under
the isomorphism between H'(K,,Z/¢Z) and H'(Q,Z/{Z). From the
discussion above, A ~ (*3? under the identification of K (u), with

@Z(,Ufé), and A ~t Ca in Qé(ﬂé)ur.

We have
-1 <x,1+l>=<x, 1+l >p=<ap+bp,1+{>=a.

So
n = Uu(X) =< x,1+€>y=—a
where A ~f (% in Qp(pe)"".
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